CHAPTER 1
MSE PHASED DEPLOYMENT

The MSE phased deployment scheme is a battle tested four-phased method of prioritizing and establishing communications.  It works!
SCC/SYSCON.  Monitors the network's operational status ensuring the network continues to meet the Division's changing communications requirements.  Engineers new requirements and systems.  Ensures proper installation and operation of all communications systems.  Directs troubleshooting procedures.  Serves as a Switch Group Controller when external MSE assets are deployed in the division’s geographical area.

Node Management Facility (NMF).  Executes the operational directives and SCC generated FRAGOs issued by SCC.  Exercises operational control over the SENs and Remote RAUs OPCON or linked to the Node Center.  Passes SCC generated FRAGOs to OPCON teams. 

Small Extension Nodes (SENs).  Support assigned CPs on a dedicated basis.  Assists subscribers in telephone/automation installation when required.  Responsible to line check all normal subscribers instruments to ensure they are working.  Additionally, responsible for networking TOC LAN devices.

Remote RAUs.  Provide area RAU coverage for mobile subscribers under the direction of SCC through their OPCON Node Center.  Assist subscribers when necessary.

	PHASE 1 -  PREDEPLOYMENT


During this phase key planning, meetings, recons, equipment PCI’s and pre-positioning of COMSEC takes place.

Network Controller/SCC.  Finalizes SEN assignment based on the mission requirements and maintenance status of equipment. Priority of SEN support is determined by G-3. The SCC uses the NPT to study connectivity options, conduct path profiling to optimize locations, and assign frequencies.

· Plan Remote RAU coverage in areas not covered by local RAUs at the NCs.  Basis of coverage is MSRT density. MSRT density is greatest along main routes of march and in and around CP locations to maneuver battalion TOC.  Holes in coverage are normal in areas where there are few or no MSRTs.

·  The best ratio of RAU coverage to access is achieved at between 15 and 25 MSRTs per RAU.  Unique operations, such as river crossings or deception operations may require additional temporary coverage for support.

· Leader Tip - Plan grid locations on the military crest for forward deployed RAUs (terrain masking).

· CNRI access is provided at the SENs supporting the Aviation Brigade and the three maneuver brigades.  A hailing frequency is used, providing a common frequency for initial CNRI access and minimizing the importance of the NRI locations.

· Commercial access is planned as CP locations and requirements are known based on requests received from the division G-6 by supported units.  A minimum of two, and preferably four, commercial drops should be planned at all times.


* Retrans support is planned for the Division OPs/INTEL and CMD FM nets.
· Tactical Satellite is planned for expanding the Divisions communication range and provide network connectivity to adjacent corps.

Actions taken by Network Controller prior to deployment:
·  An OPORD briefing will be provided by the S-3 NLT two weeks prior to deployment.  The supported unit mission requirements will be outlined and the S-3 will highlight any perceived problems given equipment, maintenance, or personnel constraints.

·  Conduct a tech control meeting with Platoon Leaders, Platoon Sergeants and Switch Supervisors, one week to ten days prior to deployment.  Finalize and issue the battalion OPORD.

·  Prepare final team orders generated from the SCC.  Team packets should include at a minimum:


  - Initial OPEN LINK orders for day 1 MSE network.


     - Initial INTEL free text message for each NC.



  - Initial OPEN LINK orders for each SEN and Remote RAU team.

· Team packets are issued by SCC to Node Center Platoons for distribution to teams 24 to 72 hours prior to deployment.

· Conduct platoon recons of all planned node center locations.

· Conduct a final OPORD briefing with company commander and NC platoon leaders 2-5 days prior to deployment.  The Battalion Commander and Staff will take this briefing.

· Issue prepositioned keys to teams on day of deployment or in staging area via KYK-15s or KOK-12 fill device.  SENs and RAUs coordinate with NCs and NCs coordinate with adjacent NCs they are linked to, and confirm team packet and engineering data (i.e. COMSEC, FM frequency, call signs, and UHF/SHF frequencies).

· SENs Link-up with their supported CPs prior to unit deployment and convoy in their march order.

· Leader Tip - Check packing lists, load plans, OPORD, team packets and finally, rehearse, rehearse, rehearse.

	PHASE 2 - ESTABLISH THE BACKBONE


During this phase the node centers begin a phased installation of the MSE network.  The objective is to establish a strong multi-link system that will allow the direct bulk transfer of key lists and RAU/MSRT frequency plans to all NCSs and LENs.

DEPLOYMENT
· Deploy SCC to the NC designated as the PNCS.  Begin direction of network integration.

· SCC establishes and acts as NCS for the CMD FM net.

· SENs enter the CMD FM net for systems engineering.  Each SEN team will contact SCC or the Node Center they are linked to with a confirmed grid location of their site.

· Each NMF enters the CMD net.

· Remote RAUs deploy to the locations specified in their team packet.  RAUs enter the CMD FM net for systems engineering.  RAUs use their DSVT (RAU in MSRT mode) or FM for link engineering.

·  Each NC should establish at least two internodal links to division, adjacent division and corps NCs.  

· SEN and RAU links are not worked in until a solid backbone network is established and bulk transfer (BT) of COMSEC key list 6 has occurred under the direction of SCC.

· Leader Tip - The platoon leader should establish FM/MSRT communications at the key LOS assemblage to work the first priority nodal shot ASAP.

· Perform duplication and bypass

· Perform COMSEC bulk transfer

·  A NC may request exception to SCC to establish extension links before all internodals are green, if they had at least one link to the backbone and BT has been verified.

· Leader Tip - SCC checks successful BT by calling each NC and requesting that they pull up and print the Display Incoming Transfer (DIT) and Display Outgoing Transfer (DOT) screens in the NCS. 

· Leader Tip - Read and understand the section on pre-positioning of COMSEC and check to ensure these steps have been followed before leaving the staging area.

	PHASE 3 - INSTALL EXTENSIONS


During this phase, links to key supported command posts and umbrella coverage for mobile subscribers is established.

· Establish RAU coverage

· Once the backbone is established and BT has taken place, each NMF generates the REQUEST FREQ PLAN message to the SCC for automatic download of the freq plan to the GLU. An operational message is simultaneously sent by the SCC to the appropriate NMF.

· The NMF confirms the reception of the freq plan and directs the local or Remote RAU to activate the plan and RAU marker beacon.  The NMF will record each freq plan transfer from the SCC in their station log.

· SCC calls each Group Logic Unit and DSVT in each RAU to confirm the GLU freq plan status and to verify the per call COMSEC keying process.  SCC will install their own wireline DSVT.

·  RAUs turn their beacons on at the direction of their parent NMF with approval from SCC

· SCC and each NMF will monitor the density of the RAU network and to be prepared to move RAUs as required to support changing subscriber requirements.

· NCs work in extension links on a priority basis.  If distant end of the highest priority uninstalled link is not ready or available, the next highest priority uninstalled will be engineered.

· Generally, each NC is able to work their links within the established priorities and should be allowed to do so without much interference.

· Modify duplication and bypass

·  Once the backbone is established and BT has taken place, each NMF generates the REQUEST FREQ PLAN message to the SCC for automatic download of the freq plan to the GLU. The SCC will transmit the plan directly to the GLU and send an operational message to the NMF.

· The NMF confirms the reception of the freq plan and directs the local or Remote RAU to activate the plan and beacon on the RAU marker.  The NMF must record each freq plan transfer in their station log.

· To confirm GLU affiliation, dial the GLU directory number and listen.  No tone means the GLU is affiliated but has no frequency plan,  a short burp tone indicates the GLU is affiliated and has a frequency plan.  Not assigned out of service tone means the GLU is not affiliated.

· SCC calls each Group Logic Unit and DSVT in each RAU to confirm the GLU freq plan status and to verify the per call COMSEC keying process.  SCC should install their own wireline DSVT and, if time permits, an MSRT and stand-alone kit.  GLUs that have received the freq plan can also be checked through the logbook function in the SCC.

· Leader Tip - Ask the switch operator to print the critical Bulk Transfer and Duplication screens - better safe than sorry!

· Establish Extension Nodes.

·  NCs work in SEN links on a priority basis.  Some flexibility is retained within the priority levels established in the OPORD, but common sense is that the NC must get energized first to install the Division TAC CP link, or show good reason why it cannot, rather than take time to work in a lower priority link that seems at first to be easier to install. 

· Leader Tip - All LOS(V)3 radio vans should continue to work in all radio links assigned to it without waiting for the Node Center to start the engineering for that system.

	PHASE 4 - SUSTAINMENT OPERATIONS & MANAGEMENT


During the sustainment phase the network communications are maintained and improved while the network adjusts to support the scheme of maneuver.

 The SCC deploys to provide operational management of  assets.  Other assets that may be available includes a Network Planner’s Terminal (NPT), and a work station equipped with hardware and software to enter the network LAN.  SCC will collocate with primary node center and use a SEN to dual home whenever possible.

PRE-DEPLOYMENT.
· System Control Center (SCC) Database.  The SCC operator will build the exercise database prior to deployment.  The operator will consider the switch control groups when building the database.

· Team Packets.  All team packets will be created on the SCC. The Operations section will issue team packets and link recapitulations (RECAPS) (frequency and locations) to the requesting unit.

· Switch Database.  SCC ensures that NCs build up this exercise database in accordance with the network diagram and engineering data prior to deployment.

· Tactical Satellite (TACSAT) engineering work sheets.  The SCC section is responsible for developing data for the work sheets.  The SCC will typically coordinate with the TACSAT platoon to finalize the system configuration.  The SCC is responsible for the distribution of the work sheets once the engineering has been completed.

SCC NETWORK INSTALLATION.  The SCC will deploy with a current copy of the exercise database on disk and frequency and locations recapitulations.

·  SCC Initialization.  The SCC will initialize as the Division active NMC.

·  Packet Switch.  

        -  SCC retains control of the Division Domains of Responsibility (DOR).

        -  SCC creates the icons for all PSNs in the net 148.13 participating in the exercise unless  

           otherwise directed in the OPORD.   Occurs as soon as possible after the initializing of the SCC.

OPERATIONAL PROCEDURES.  

· Each node center and LEN controls all its extensions.

· It is the responsibility of the SCC/Controlling Node Center to dispatch extension or transmission supervisors or electronic maintenance teams to assist troubleshooting extension links regardless of which company or unit owns the extension switch.

SCC/SYSCON Responsibilities.
· Battle tracking the supported maneuver unit - keep overlays current.

· Managing network installation.

· Monitor and supervise network troubleshooting.

· Frequency Management.  Controls all frequencies for use in MSE network except TACSAT.

· Team Packets.  Issue all team packets prior to deployment.

· Network Duplication.  Ensure a balanced distribution of PALs and duplication.

· RAU Management.  SCC will perform all RAU downloads.

· Network Troubleshooting.  SCC will monitor link and switch troubleshooting by contacting NC. 

· COMSEC Management.  SCC will direct the PNCS to bulk transfer list 6 to the NCS once those NCs have been established an internodal to the PNCS and at least one other internodal.  NC will inform SCC of BT complete.

· Packet Switch.  Ensure that packet switch link is correctly installed (i.e. the NC marked the link for packet switch, both ends have their packet switch on and the correct packet switch disks installed).  NCs and LENs will check all their packet switch link every 4 hours by pinging each connected NC, LEN, and SEN and verifying the proper light sequence on TYC-20 (the light in position zero illuminates).  The NMC operator will directly contact the SEN and NC teams to troubleshoot the links.

· Managing Preaffiliation Lists (PALs).  The SCC is overall responsible for managing the use of PALs in support of exercises.  Develop a plan that specifies which NCs load what PALs.

· Monitor the loading of the PALs.  Once a minimal backbone network is established, the SCC, working with NCs will verify correct duplication and establish a baseline for the quantity of phone numbers at each switch.  SCC will direct the NCs to load the PALs required.  Report to SCC upon completion.

· Leader Tip - Check the team packets against the map before issuing them out!

MOBILE SUBSCRIBER NETWORK MANAGEMENT.
RAU Management
· Monitor subscriber load on each RAU (DGS, DDL).  If the DGS is zero, and instant busy, initiate troubleshooting.

·  Verify RAU activation (Call Group Logic Unit’s (GLU) phone number and verify confirmation tone (burp GLU).

·  Shake the blanket.  RAU exceeds 40 subscribers.

·  Verify RAU operation by calling subscribers affiliated off of each RAU.

·  Assess RAU coverage by attempting to affiliate SCC’s MSRT  off of a different RAU   (8FR, wait for automatic, 0).

·  Key Mobile Subscriber Tracking.


  (1)  Identify a list of key MSRT subscribers.


  (2)  Periodically determine the status of those subscribers by performing a DSS.


  (3)  If number is missing, direct a NC to reload the number.

             (5)  After a NC outage, verify some key subscribers to ensure duplication and MSRT migration have been effective.

· Leader Tip - Battle tracking of RAU’s is critical .  During defensive operations make sure the RAU Team Chief is in frequent contact with the supported BSO.  Move RAU’s that are supporting few or no subscribers.

SUBSCRIBER ASSISTANCE
On- Site Subscriber Assistance.  SEN Team Chiefs are responsible for assisting subscriber at their site.  The level of assistance varies depending on the headquarters and the type user instrument.  The Team Chief is responsible for:

·  Coordinating changes to profiles.

·  Modifying or adding special call features

·  Changes to the exercise phone book to include adding numbers to the system.

· Assisting with networking of TOC automation (ATTCS and TAC LAN).

SCC OUTAGES

PROCEDURES DURING SCC OUTAGES OR RELOCATION.  

    a.  Division Network.  SCC is moving to new location.  An advance party from the SCC section will predeploy to jump location to prepare to assume temporary control.  A minimum, the advance party will include, network control NCO, technical shelter, vehicle with FM and MSRT capability, OE-254 antenna, frequency and locations Recap, Band I and III 
printout, and current network diagram.  SCC will forward all call to the Jump SCC.  Once the SCC is in place and operational, it will resume control of the network.

    b.  Stand-alone Network.  Normally, SCC will displace to an existing node center, whenever deployed as a stand-alone network (i.e. NTC, etc..)  SCC will displace with that node center.  SCC must be prepared to control the network while mobile.

    c.  In the event of an emergency evacuation of the SCC site, SCC will relocate with a node center to be determined.

    d.  In the event that the SCC is destroyed, SCC will reestablish control of the company using organic assets and any surviving SCC personnel and equipment.

SCC/SYSCON SHIFT RESPONSIBILITIES

1.  Update supported maneuver unit operational graphics and the map.

2.  FM check with Node Centers.  At least one FM check with each node centers every two hours.  Report to the shift OIC, if node center does not have operational FM or unable to contact node center.

3.  Call all extension switches once per shift.

·  For sites that have subscribers, contact the supporting unit to gain feedback on the quality communications support provided to them.  Inquire about any potential jump(s).

·  For sites without subscribes, Call each SEN to check on the quality of the link.

4.  Check CNRI.  Once per shift for each CNRI station.  Make call from a DNVT or MSRT to an FM station.  Once per shift make a call from an FM station to a DNVT or MSRT.

5.  Check DCO.  Verify DCO access for SENs.  Verify the correct programming of 5C.  Call a SEN with DCO and ask what the volume of traffic, is then make a call to a commercial number.  Make a call from a DCO line to an MSE phone.  You may have to make an outgoing  MSE call  to DCO back into MSE through a different DCO line.

6. Call the GLU number for each active RAU.
7.  Check RAU Status once per shift.

8.  MSRT calls off each Node Center. 

9.  Review Duplications.
· Each Node Center has properly duplicated all numbers.

·  For each R6 submitted:


- Verify the accuracy of duplication


- Check the duplication reports to ensure that each node center has adequate memory available.  

               If a node center approaches saturation, determine if its appropriate and feasible to redirect 

               duplications.

· Leader Tip - Ask the switch operator to print the R2 report - check for high bit error rates which indicate poor antenna placement, marginal shots, or bad antenna cables.

·  Check with node centers to ensure that duplication is done a NC initializes, and that duplication is redirect when a node center crashes.

10.  Review TACSAT residuals.  Once per shift, obtain a copy of the most recent residuals.

11.  Check Retrans.  Once a day make an FM call through the Retrans to a station that is not the same frequency as the SCC radio.

12.  Verify Database with R6 Report.  Once per shift, the SCC operator for that shift will verify the SCC database  by comparing the recaps with the switch configuration report.  Ensure that the switch configuration report reflect the actual frequencies with the LOS operators.  Attempt to resolve conflicts.  The shift NCOIC will decide if and when to drop shots to change frequencies that are not in accordance with the team packet.

13.  Update Network Diagram.  For each shift, verify and update the diagram.

14. Check the NMC.  Packet Switch management is the responsibility of the SCC operators.  They will work together with the node centers and extensions to install and maintain packet switch links.

15.  Write SITREP.  Once per shift or as appropriate, the shift NCOIC will draft and distribute a SITREP describing significant network events or intel changes for the next 12 hours to the Node Centers/LEN.

16.  Update Switch Configuration Report.  Once the node center submit the switch configuration reports, ensure that the board is update and the current copy is file.

17.  Maintain a Log.  Maintain an accurate log recording all significant events. Identify major events for the NCOIC to enter into the automated log.

18.  Battle Book.  SCC will maintain an exercise book that contains important information pertaining to the exercise.  It will contain the following documents as appropriate:

·  OPORD

·  FRAGOs

·  SOP.

·  Land Clearance Forms.

·  Team Packets.

·  Phone Book.

·  PAL Lists.

·  RAU Freq Plan.

MOVING THE NETWORK.
· Moving the NC backbone and RAU coverage (local and remote) is made in response to changing locations of CPs and subscribers.  A close information link is required between SEN Team Chiefs, and the SCC.

· Commander will provide SCC with the Commander's intent and a tactical picture of the division's general scheme of maneuver. This information will be sent by voice, MCS free text message, or FAX (for overlays).

· Commander collects specific CP jump times and projected locations from G-3 and maneuver signal officers and forwards them by voice, FAX, or MCS to SCC.

· SENs report possible jump locations with grid coordinates, if known, to their parent NC.  NCs report to SCC.

· Planned NC locations should be designed to keep SEN links on low power at 10 to 15 km of distance.

· Extension links should be planned in Band III whenever the SCC margin allows, since Band I will often be required for the internodal links with greater distance.

DETERMINING SHF REQUIREMENTS.
· SHF capability will be placed in the SENs and the LEN, not in the NCs.  Installation and operation of split NC sites is generally impractical.

·  the intent of SHF is to provide support to CPs that are located in areas that cannot be linked without using a relay. It works well when antenna points are carefully selected, when clear physical line of sight is available, and, to a lesser degree, when there are favorable weather conditions.

· SHF feasibility should be proposed when the SCC margin for a direct LOS system is 0 dB or a negative number. Each situation will be different and desires of the supported commander should be considered.

PLANNING CONSIDERATIONS - SHF

·  Always plan SHF antenna points on a hilltop across from the switch location.

·  Plan antenna points to take advantage of valleys, draws, and breaks in vegetation between the LOS and the switch.

·  Never place either antenna where it must shoot across level ground where vegetation will interfere with the SHF LOS or down a ridge.

·  After selecting the location, a path attenuation profile should be run on the SCC to confirm feasibility. Path profiles should look for obstructions.  Link margins are a general guide line.  In desert environments poor link margins have been proven to work (i.e. SHF -52dB, UHF -32dB).

· Leader Tip - SHF can be tricky without frequent training.  SHF separates top-notch units from Wannabe’s!  If soldier’s can’t install and operate SHF proficiently then they are not an A+ for training. 

HASTY SEN MOVE
· SENs move when and where their CPs move.  Sometimes moves will be short or no-notice.  The future location may or may not be known.

·  The NCS must react quickly to a no-notice jump and perform the Assign SEN, RAU, SCC  (ASR) command before the SEN closes the link.  It is the responsibility of both the team chief and the NCS to ensure this has been accomplished prior to breaking link.

·  The SEN Team Chief contacts the losing NC or SCC by FM and requests new frequencies and azimuth for the new location, if known.  When the location is known, the SCC operator generates the OPEN LINK project, which is transmitted to the losing and gaining NCs.  The gaining NC passes the information to the SEN by FM.  If the gaining NC cannot contact the SEN they call SCC. SCC will attempt to pass the OPEN LINK information by FM or find a MSRT within the same TOC.

· Leader Tip - Always verify the SEN team has their new team packet and makes an FM check prior to dropping the shot.

NODE CENTER JUMP
· The decision cycle for a NC jump starts about 24 hours (or longer depending on road distance to be traveled) from the desired reinstallation time.  Less time may be taken, but the transition is less likely to be smooth.  Issue a warning order to the NC with the planned grid location no less than 12 hours prior to SP time.

·  To close and move a well trained NC and reinstall three internodal links and four SEN links after moving 60 km. to a new location under cover of darkness, reestablish two internodal links and four SEN/Remote RAU links would take about 9.5 hours.  (2 hours tear-down, 3 hours movement, 2.5 hours to become partially operational, 2 hours to install extension links.)  12 hours time in which to recon the planned location, and close and rehome or jump extension links should be allowed. Total time from initial planning to complete restoration is the 21.5 hour goal.

· The local RAU should continue transmitting a beacon until 30-45 minutes prior to SP time.  Once it is no longer required for MSRT connectivity, the RAU should convert to MSRT Mode allowing for an additional communications means for the platoon.

· Corps NCs moving into the division area become part of the division node switch group.  Management is taken over by the division SCC.  Control is transferred back to the signal brigade as the division's boundary shifts.

· When a NC or LEN displaces all of its supported directory numbers are duplicated and stored in adjacent switches.  When the NC shuts its links and powers down, those numbers and their status are erased.  An adjacent switch within the network must activate those numbers through the Assign Local Duplication or ALD command.

· Failure to perform an ALD will result in the numbers "disappearing" from the network.  SCC directs the activation of duplication when a NC jumps.  In the absence of guidance from SCC, the jumping NC requests ALD from a neighbor NCS.

· Leader Tip -  Allow for recon time during daylight.  Night recons should only be undertaken as a last resort.

· Leader Tip - During training exercises NC’s, RAU’s, and SEN’s should move with a maneuver escort whenever possible.  Executing this linkup in peacetime will payoff during war time or peace-keeping operations;  Train as you fight!
NCS/LEN "CRASH"
A switch crash sounds ominous but it needn’t be.  It’s an all too common occurrence that can emerge for a variety of reasons:  new software, bugs in old software, equipment lock-ups, or operator error.  It shouldn’t be an every day thing but when it does happen the switch crew must be able to execute the immediate action drill promptly and skillfully.

·  A "crash" is a planned or unplanned reinitialization of the switching and/or routing processor.  Common trouble signs include EDT lockup, random failure to process calls or the processor slowing down and abandoning low priority tasks.

· Most problems are usually best solved by a rapid reinitialization rather than continuing to operate under degraded conditions.  In such cases the NMF requests permission to reinitialize the switch and SCC approves, or disapproves and directs EMS to the site.

· If approval to reinitialize is granted, the NC informs SEN and Remote RAU operators that an outage will occur.  SEN operators continue local affiliation for their subscribers and inform their subscribers that local service will continue but that off-site service will be lost for approximately 30 minutes.

· The NCS reloads both the switching and routing processors.  Essential User Bypass is not recommended.

· SCC directs activation of duplication (ALD) after the processors at the failed switch are confirmed to have been powered down.

· When the NCS has reinitialized and reinstalled its links, the SENs reinitialize (COLD START) their switchboards to force subscribers to reaffiliate their phones.

·  RAU marker beacons are turned back on with the approval of SCC.

· Leader Tip - Make sure RAU operators turn their beacons off whenever the NCS/LEN is having problems processing calls or reinitializes.

CHAPTER  2

   SYSTEM OPERATIONS


The SEN is where the “rubber meets the road” - where signal and the warfighter meet.  Good SEN teams know the status of all subscriber instruments (phone, fax, computers) and can tell you who they support.  Bad SEN teams are constantly bickering with the TOC over guard duty, details, and support.
Standard procedure followed by all elements is critical not only to the quick installation of the

communications network  but to the efficient troubleshooting of failures as well.

ANNEX  A
SMALL EXTENSION NODE 

The SEN provides wireline communications in support of division and major subordinate command posts.  The SEN also has the capability to provide DCO commercial access. If equipped, it is has Net Radio Interface (NRI) capability to allow FM subscribers access to the MSE network.

· Leader Tip - watch out for excessive use of commercial access.

DEPLOYMENT
· 
The SEN team will initiate and maintain FM comm’s during deployment and all follow-on jumps. 

· The SEN team will report arrival times at jump locations with the parent NCS. 

· When parked, the whip antenna will be extended to full height.  Low power will be used first.  High power will only be used when low power is unsuccessful.  

· When the SEN has arrived on a site the team will erect the OE-254 antenna.

· Leader Tip - Ask the S-3, Ops Sgt, and others in the TOC what they think of their SEN support - identify and agree upon fixes if needed.


Site selection.  The SEN Team Chief coordinates with the unit signal officer, the OPERATIONS NCO, or unit headquarters company commander for site selection.  (Supported unit SOP).

· The site must be suitable for communications while maintaining a high degree of camouflage from air observation. Look for the following characteristics for the site:

         (1)  Antenna point selection comes first.  Place the LOS antenna on the highest piece of ground 
possible.  Use vegetation behind the mast and antenna head both for camouflage and to absorb 
the back lobe emissions.   Place the generator set to the side of the antenna, never directly in 
front of, or directly behind the antenna. Do not allow the antenna to shoot over the generator set.

        (2)  Choose level ground for the generator set and assemblage.  Look for good overhead 
concealment.  Make sure the generator is off to the side and that the generator power cable does 
not touch or run next to the 26 pair CX-4566 cable.  Park the vehicles tactically (facing out) to 
allow rapid exit from the site.

· Leader Tip - work out the details of who “owns” and controls guard duty, details, location of J-Boxes, SEN positioning etc., with the TOC NCOIC and BSO before they become a problem.  Establish a good relationship early!

SHF SITE SELECTION.  The SHF grid location will normally be provided by SCC to the parent NCS. 

· The SEN Team Chief must confirm the choice by walking the ground with the unit signal officer.

· The SEN Team Chief must place the antennas to achieve clear line of sight. 

· Use the original frequencies. SCC will reprofile and issue new frequencies only if they are required.

· Choose the crest or lip of an adjacent hill and position the antenna to achieve maximum line of sight.  

· If possible, position the LOS' SHF antenna at the top of a draw or a natural break in the vegetation and terrain.

INSTALL COMMUNICATIONS.


Initialization - cold start. Complete reinitialization of the SEN switchboard is the standard operating procedure both for initial deployment and jumps.

· Position the J-1077 in a convenient location.

· The packet switch X.25 J-1077 should be hooked to the proper signal entry panel.

· The subscribers should be informed that this J-1077 is only used for X.25 packet switch data devices.


Field wire tagging. 

· It is a user responsibility to tag his WF-16 field wire at the J-1077 and the instrument. Check it anyway. 

· Marking the SB-4303 will assist you in troubleshooting when a subscriber has a problem.

NCS SWITCH REINITIALIZATION.
· The SEN Team Chief will notify the supported subscribers and inform them that there will be a break in service.

· The SEN switch will continue to maintain local service during the outage.

· As soon as the SEN is able to reaffiliate his CSP, the SEN operator will "cold start" the SEN switchboard, to give error tone to supported subscribers.

· Error tone will force subscribers to reaffiliate with the NCS, and clear any false duplication of the subscribers directory number, while returning full service.  NOTE:  If the NCS initiates EUB, no service should be lost.

· If SEN trunks are continually marked out of service after being marked in service at the NCS, "cold start" the SEN switchboard (depress the "P" key upon initialization). If unsuccessful, suggest to the node center to switch DTGs.

SUBSCRIBER MANAGEMENT.
· Every DNVT or DSVT affiliated with the SEN board should be marked in grease pencil under the appropriate loop light.  This will make troubleshooting easier.

· Be courteous and responsive.  Be prepared to assist with subscriber problems.  Its your job to help get them "on the air".  Walk through the supported TOC at least once during each shift.

· If a subscriber has a problem getting his DSVT to operate, it is your job to assist him.  Most of the time the problem will be lack of subscriber training.  You can help him by showing him the correct way to zero and load the DSVT. Use every troubleshooting requirement for a training opportunity to the operator.

· Blacklisting occurs when a subscriber tries to reaffiliate four times with a personal code and directory number which does not match what is in the NCS/LEN memory.

         (1)  When a DNVT subscriber is blacklisted he will maintain local affiliation, i.e., he can call anyone connected to his SEN.  When he tries to call a subscriber at another switchboard, the NCS/LEN will return busy tone.

        (2) The most common mistake is that the subscriber incorrectly dialed or doesn't remember the personal code associated with his directory number.

       (3)  During operations subscribers must authenticate themselves before service can be restored.

DISPLACEMENTS.
· The SEN team follows the standard procedures of the supported CP.  

· The SEN operator coordinates with the supported CP for permission to break camouflage and terminate communications.

· Pre-pack as much as possible

· Walk through the CP or call periodically, especially when a jump is planned but the SP time is not firm.  

· Request time (60 minutes) to shut down communications and prepare to move.

SITE DEFENSE.  The SEN team participates, as required, in the perimeter defense of the supported CP.

ACCOUNTABILITY.

Sensitive items.  Personnel, COMSEC, weapons and protective masks will be counted (physically seen) and reported to the parent NCS twice daily immediately after stand-to.

Station log (DA FORM 1594).  The station log is a record of what has happened at your site.  Items which should be included in the station log include:  all system outages, power failures, generator changes, equipment problems, FM radio checks, shift changes, and sensitive item inventories.


COMSEC key log.  It may be necessary, at the direction of SCC, to issue a key to an MSE subscriber.  A COMSEC key log will be maintained for that purpose in each SEN.

Logistic Support.  Logistic support from the supported CP will be limited to what the unit is equipped to provide.  At a minimum, the CP will provide class I (food), class III (fuel), and all chemical defense equipment beyond the initial CDE issued.

ANNEX  B 

RADIO ACCESS UNIT

RAU coverage is critical to keeping high priority mobile leaders in the fight.  Make sure you understand which areas are priority for coverage and which are not.

SITE SELECTION AND PLACEMENT.
· Local RAU.  Placement will normally be at crest of the hill to provide maximum omnidirectional coverage. 

· Forward deployed division RAUs may be placed on the back side of the hill (military crest) to mask the RAU marker beacon from enemy DF.  

· When the RAU is farther than 20 km from the FLOT, placement should always be for 360 degree coverage.

· Always erect the antenna to the full 15 meters, even if terrain masking is used.  Do not allow vegetation or other material to touch the radiating element.

· Leader Tip - If you have an MSRT check the coverage against the plan while you are driving.  If there are holes - tell the S-3; the plan may need to be adjusted.

RAU INSTALLATION.
· Start operations on DC power and switch to AC power as time permits.  Load COMSEC. (DSVT, RT-1539s, KY 57, KG 94A).  Affiliate the DSVT and the GLU. 

· Call the NC and request they dial the Group Logic Unit directory number to verify proper affiliation.

·  Request frequency download and verify the active plan and any reserve plans. Record them in the station log. Activate the correct plan and interrogate the GLU to verify the active plan and any reserve plans.  Request authorization to turn on the RAU marker beacon from the NMF.

· Check periodically with the NCS to find out how many subscribers are affiliated through your RAU. 

· Leader Tip - Ask the NCS to print the DDL screen (Display Directory List) and check to see who/how many customers you are supporting.  You might be surprised!

Troubleshooting Procedures.
·  Check all cable connections and loopback the CX-11230 coax with the loopback plug kept in the van.

·  Loopbacks fail.  If the GM/LGM has loss of input on summary alarms, reseat the cards and initiate a BIT test.

·  GLU is in alarm.  Verify that the correct GLU directory number and terminal type are correct in the NCS/LEN.  Contact the NCS for EMS support.

·  GLU will not affiliate.  Verify that the GLU number and not the DSVT number was affiliated.  Verify that the terminal type is 62 (GLU) at the NCS/LEN.  Ensure that the number is preaffiliated in the switch database.  Have the NCS check to see if the GLU number is not affiliated in another switch.

·  RT 1539 (s) go into crypto alarm after jumps or when power is lost to the shelter.  Perform battery test.  If radio battery loses power, crypto variable is lost.  Ensure that you have a MSRT battery.

·  DSVT is out of service or does not return dial tone. Zeroize COMSEC and reload and reaffiliate.  Contact NCS and have DSVT put back in service (if required).  Affiliate. wait on-hook about 30 seconds after the first affiliation attempt to allow download of the X key (ring busy light will flash briefly on DSVT).  Go off hook, you should hear dial tone.  If not, check with the NCS to see if the DSVT is marked out of service. Verify that the correct DSVT (not GLU) number was used in the affiliation attempt.  Verify the DSVT terminal type.

Remote RAU.
·  Placement will normally be at the crest of the hill for maximum coverage unless you are a forward deployed RAU within the division area of operations.  Forward deployed RAUs (within 20 km of the FLOT) will use terrain masking (i.e., putting the hilltop between the antenna and the enemy).  Remote RAUs located farther than 20 km. of the FLOT will try to achieve 360 degree coverage.

·  The RAU and the AN/TRC 190 will normally locate within 20 meters of each other to facilitate mutual support. (site defense, latrines, generator power, etc.)

·  Initialization.  Initialization procedures for the remote RAU is the same with the addition of the LOS V1.

·  If the LOS V1 link goes out of synch, IMMEDIATELY TURN YOUR BEACON OFF UNTIL THE LINK IS RESTORED.  Otherwise, MSRTs trying to use the RAU will experience drop-off.  If the NCS "crashes", turn your beacon off until you are instructed by the Node Center to turn it back on.  If the delay exceeds 30 minutes contact the NC and ask for instructions.

· Leader Tip - Always link your remote remote RAU Team Chief up with the adjacent/supported unit BSO.  Insist on daily coordination/updates on changing maneuver situation, available fuel, maintenance, etc....

· Survival Tip - The RAU teams’ sleep area should not be in the immediate vicinity of the signal shelter.  If the enemy takes out the shelter, the crew may survive to continue mission.

ANNEX  C
NODE CENTER SWITCH
UNPLANNED/SHORT/NO-NOTICE SEN DISPLACEMENTS.
·  Under some circumstances jumps may be short or no-notice.  Under such circumstances the SEN will contact the NMF and give them whatever information they have.  The NMF will relay the information to SCC.  In all cases, the ASR (modify, absent) command will be executed in the switch prior to closing the link.

·  If the new SEN location is undetermined, the SEN team will contact SCC by FM or through one of the MSRTs in the unit TOC and request an OPEN LINK FRAGO from the SCC as soon as the location is known.  If the location selected cannot be supported by LOS or added SHF, SCC will contact the BSO of the supported unit and offer supportable alternatives.  SCC FRAGOS will then be transmitted to the losing and gaining NCs.

RAU DISPLACEMENT.

· It is extremely important to periodically monitor the number of subscribers affiliated through each RAU.

· The NMF will periodically ask the switch for a list of affiliated subscribers at each RAU (Display Directory List, DDL).  All numbers must be called and verify phones proper affiliation.  An evaluation can then be made of the effectiveness of RAU coverage within a given area.  For instance, if one RAU has 47 subscribers in its directory list at the NC while another has three, it would be appropriate to request that SCC jump the sparsely used RAU to the area which required supplemental coverage.  This will be done after "shaking the blanket” has failed to capture all subscribers.

REPORTING.

· Changes in Link status will be reported immediately. Infrequent timing hits (DTG status 3-13 at the NCS) will not be reported.  Degraded link status will be reported. Degraded links show a bit error rate of -3 or Y1 on the DIL screen in the switch, or have frequent fluctuations (large of amounts of DTG status changes from 3 to 13 and 7 to 14 at the NCS over a period longer than 10 minutes).

· Sensitive items.  Sensitive items are defined as people, weapons, CCI (COMSEC fill devices, KY57, RT 1539's etc), SOIs, and protective masks.  Sensitive items will be accounted for daily and before/after a team jumps.  Each Node Center calls the extension nodes, (SENs and Remote RAUs) linked to it for the status. Missing items will be reported immediately to SCC.

· Equipment problems affecting the mission, or the ability to accomplish future missions, will be reported immediately to SCC.  Troubleshooting procedures will be initiated and if unsuccessful, EMS will be notified for assistance.  Software hang-ups in the switch, typified by the processor slowing, mishandling of calls, workstation lock-up, or large amounts of common pooled equipment marked out of service messages.

·  TDMM failures, Master Timing Generator out of service, Switching Controller Group out of service and other major faults as defined in the TM will be reported.

· The NMF maintains operational control over the NCS and its assets.  The NCS receives operational messages and directives from the SCC and reports by operational message, voice or FAX as appropriate.

· The NMF will continuously monitor the CMD net. The NMF will make radio checks with the SCC every  hour, prior to a jump, and anytime the frequency or variable has been changed.

· The NMF will maintain a current status board and be able to answer questions about the following areas:


   (1)  Duplication assignment by Trunk Group Cluster.


   (2)  Status of equipment on site.  Capability for additional links by frequency band.


   (3)  Status of GLU, RAU frequency plan/subplans, RAU marker beacon.

               (4)  Systems diagram and current status of all links to the NCS/LEN.


  (5)  Sensitive items accountability.


  (6)  Detailed station logs will be maintained using DA FORM 1594.

· Leader Tip - Review the NCS/LEN printouts with the switch supervisor for error messages - you may be surprised at the number of faults you will find.  Poorly trained teams may turn off the printer or let it go unchecked wich can cause the switch to “crash”.

SWITCH REINITIALIZATION

Critical problem.  A critical problem is a hardware malfunction or software hang-up that does not respond to troubleshooting, and which directly affects call processing or the ability to operate the switch.  In the event of such a problem, the NMF will notify SCC and request permission to reinitialize.  All software hangups and SPU lockups a core memory dump must be performed.

· After approval from SCC, the NMF will notify SENs to inform their subscribers that off-site service will be interrupted for approximately 20-30 minutes.  SENs are to maintain local service and closely monitor the FM until the link is restored.

· The NCS/LEN will reload and reinitialize both processors IAW the procedures outlined in EUB and Duplication.  The EUB function will not be used unless specifically directed by SCC.  A switch recovery is more reliable and in the long run, more timely than EUB.  In all cases duplication is very important to prevent number loss.

· SCC will direct a switch within the network to Activate Local Duplication (ALD) for the failed switch.  SCC will contact at least one other switch in the network to verify that the ALD had been accepted.

· After the switch is initialized and the links are restored to the SENs, the NMF or NCS will contact the SENs and direct them to "COLD START".  SEN reinitialization will give subscribers error tone and 


       force them to reaffiliate.  When they reaffiliate they will activate their duplicated numbers which will   
       restore full service.

·  Links are closed on order of SCC.  SENs will redeploy with their supported units.

· RAU coverage will be maintained during  redeployment.  RAUs will shut down and redeploy on order. All RAUs will march order in the MSRT mode.

· Before closing extension links, each NC collects and reports to SCC a sensitive items report for their OPCON SENs and RAUs.

· All duplication will be deleted except for TGC 36 (absent subscribers).  This TGC will be duplicated to the NC on the last internodal link.  ALDs will be performed on each switch as it exits the network.  Duplication of TGC 36 will allow the user to reaffiliate to an active RAU after the ALD.

· Each NC accounts all sensitive items on site and from their SENs/RAUs to SCC prior to movement.

 Network Management Procedures & Responsibilities
NMF Operators.  At a minimum, one the following personnel will operate the Node Management Facility:

·  Platoon Leader

·  Platoon Sergeant

·  Switch Supervisor

Remote Access Unit (RAUs).
· Print DDL for both local and remote RAUs and call all subscribers on list every two hours notify SCC if any problem exists on calling subscribers or if the RAU DGS count remain at zero.

· Call all RAUs utilizing KY-68 to insure COMSEC (AKDC) is on line and operational every two hours.

 Packet Switch.  Direct Node Center to ping IGW (56), LAN 0 and 1 of all SENs connected to node center switch every two hours.  Contact SCC if any problems.

· Leader Tip - Have at least one knowledgeable senior leader and one junior soldier in the NMF/SICPS area at all times.  Rotate and cross-train the junior soldiers on reporting, updating maps and graphics, and troubleshooting procedures.  They’ll be better operators and better NCO’s if they are familiar with the bigger picture.  

Sensitive Items.  Insist on physical checks of PLGR’s, COMSEC devices, and Night Vision Equipment twice daily (stand-to).  Know who has which piece of equipment off the site and you will avoid the pain of a lost sensitive item.

COMSEC.  Monitor switch printouts for any COMSEC faults. Notify SCC of any and all COMSEC faults (i.e. ATBY, EQBY...).  Notify SCC if the frequency of ATBY, EQBY messages seems excessive based on network status.

Link Outage.  Notify SCC of link outages of 10 minutes or greater.  Ensure that reason of outage (RFO) and time of outages is given to SCC.

Link Installation.  Monitor link installation and closure, and report times to SCC.

Reports.  Ensure that periodic reports are sent to SCC on time.

Updated Map/Status Board.  Update supported maneuver overlay.

Supervision.  Know the where about of the SEN/RAU supervisor.  Dispatch supervisor to link outage greater than 30 minutes and notify SCC and commander of dispatched.

Maintain a log.  Maintain an accurate log recording all significant events.

FM Check with Extensions.  At least one FM check with each extension every two hours.

· Leader Tip - Ask for the 12 hour operations/intel SITREP from the SYSCON/SCC.  Pass this information to all connected SEN’s/RAU’s after stand-to.  

EQUIPMENT BUSY MESSAGES.

·  EQBY RX CY:  9946,OA,CRX:2E,TDIX:7F,BS-LA:02- 62,CDN:7145601330000.  (Indicates an example of an equipment busy.)

·  DIBITS TRUNK 04-22, MARKED FOR MAINTENANCE, DSB: 23. (DIBITS buffer marked out of service).

·  Heavy occurrences of equipment busy messages, of 5 minutes duration will be reported.  Often this condition will slow down the processor.   Corrective action should be initiated.

COMSEC ERROR MESSAGES.  Indicate subscriber-switch key mismatch and print at the NCS/LEN work station.  COMSEC messages, especially REKEY TERMINATED and FAILED TO SYNC messages, will be reported to SCC to determine if a network COMSEC problem exists.  Examples of reportable COMSEC messages:

· COMMAND 42 FAILED, KGX93 xx KG 82 nn FAILED TO SYNCH WITH xx-yy, DRCVR n. (Indicates U key mismatch with a wireline DSVT.)

· KG 82 nn FAILED TO SYNCH WITH DRCVR n  (Indicates M key failure to synch with a wireline DSVT or MSRT.

· REKEY TERMINATED:  zz (HUS location), LNXXXXX [DIRECTORY NUMBER], yy [TGC]. (Indicates M key mismatch between the switch and an MSRT.) Usually occurs in conjunction with the KG 82 message.

· xx-xx[BS-LA] OUT OF SERVICE.  Indicates a wireline DSVT terminal address marked out of service.  Occurs with M key mismatch and prints in conjunction with the KG 82 FAILED TO SYNCH message.

· COMSEC KEY LOG.  Accountability for COMSEC key will be maintained IAW the key log in Annex X (COMSEC).  Switches will not issue key to subscribers without the permission of the network key manager at SCC.

ANNEX  D 

LARGE EXTENSION NODE
LEN operations are a hybrid of NC and SEN operations - you support a command post like a SEN but your technical procedures follow those of the Node Center.

The Large Extension Node is designed to support a large number of wire subscribers within to a distance of 1 to 2 km.  Additional capabilities include NAI, commercial access, and SHF capability for the LOS V4.

· The LEN can support 80 wire subscribers by means of 10 daisy-chained RMCs connected to the LEN by CX-11230 video cable and a further 80 subscribers linked by WF-16 to J-1077 junction boxes. 

· Practical use of the LEN is between 60 and 80 instruments.

· The LEN supports DISCOM and DREAR.  The LEN is also ideally suited to support Simulation Center (SIMCENTER) exercises.

· The cable/wire team is responsible for the deployment of the J-1077s and RMCs required by DISCOM/DREAR. All cables, J-1077s and RMCs will be tagged.

· The X.25 J-1077s must be marked and subscribers must only place packet switch data terminals on this J-Box. 

· Coordinate with the DISCOM for location of the RMCs and J-1077s.  Ensure the users are familiar with the proper connectivity and tagging of WF-16.

PREDEPLOYMENT.
· Ensure pre-operations checks of all equipment is performed.  If time permits, equipment will be interconnected and tested according the following minimum standards:

· All 26 pair and PCM cable is tested and tagged.

· LEN is initialized and connected to R46.  The CSP, Workstation, DTA, GLU, and RAU DSVT are put into operation. The COMSEC prepositioned key set is loaded into HUS.

· Manual test frequency plan is loaded into the RAU and a MSRT.  MSRT is affiliates with the RAU and a secure call is placed to the RAU DSVT.

· The LOS V4 is cabled to the LEN and looped back.  Internal radio and patch panel loopbacks are made.

· CNRI tested through a DNVT to FM call and FM to DNVT.

· RMCs or J-1077s can be tested at the same time, or the LEN can be linked by cable to an NCS and an interswitch DTG installed.

· The OPORD mission is thoroughly understood and any special requirements such as commercial access are known.

SCC team packets and pre-positioned key set are picked up at the date and time specified in the OPORD.

DEPLOYMENT.
· Ensure FM communications are established prior to convoy SP.

· Deploy with DISCOM/DREAR.  Upon arrival at initial location, transmit closure report to SCC by MSRT or FM.

SITE SELECTION.
· The PLT LDR/SGT and the LOS Supervisor walk the ground in conjunction with DISCOM's site recon. Using the information contained in the OPEN LINK messages and the DISCOM BSO input to determine the best location for the LOS V4 antenna(s) and the SHF antenna points, if required.

· Place and mark the antenna locations first, starting with the SHF and the priority LOS link.  Look for 360 degree line of sight coverage for existing and future links.

· The DISCOM and DREAR will not be able to move as often as the NCS and other maneuver elements in the division. The LOS (V)4 must be placed on the site's highest ground for maximum versatility as the division moves forward.

SITE OCCUPATION.
· The LEN follows procedures directed by DISCOM.  Upon arrival on site, park vehicles off the trail and under vegetation.

· The PLT LDR/SGT walks the Switch Supervisor to the marked NMF/Switching group location and then the priority antenna points.  Installation of the LEN should begin immediately, because the switch is normally the slowest assemblage for installation.

· The LOS Supervisor walks the LOS V4 team chief to his marked antenna points and issues brief instructions on antenna, vehicle and generator placement.  Team members begin unpacking and begin installation.

· The NMF/Switching group should be centrally located at the heart of the site.  Avoid running PCM cable over trails or vehicle paths.  Look for flat, dry terrain.  If a barn or empty building is available, consider using it to house the switching group.

· The cable team begins placing RMCs and J-1077s where required by DISCOM.  A cable map will be provided to the NMF. Upon deployment of the RMCs, the cable/wire team must check the RMC settings and connectivity.  (See TM 11-5805-707-12).

· RAU placement.  RAU placement can occur last since it is the quickest to install.  Select the local RAU location carefully.  Position the RAU a full cable length or more from the switch to remote the signature from the CP.  The RAU antenna should always be raised to the full 15M height.  The radiating element must clear the vegetation for maximum effectiveness.

· Links are established in order of priority, backbone first, RAUs second, SENs third.  After the two backbone links are established, the NMF requests a RAU frequency plan from the SCC.

· A RAU frequency plan is requested after the two internodal links are established.

· The RAU marker is turned on (on) order from SCC after the GLU is affiliated, frequency plan verified and the LEN has received a bulk transfer of list 6 from the PNCS.

· Leader Tip - Log all vehicles and passengers entering or leaving the site.

SWITCH OPERATIONS PROCEDURES.

Database management.  The local database is used whenever possible.  However, mission, equipment or terrain may require modification of the database.  Database modification is a node level responsibility for "standard" modifications.  Unusual modifications, or links to non-MSE assets requires the input and guidance from the SCC.


Duplication.  Duplication is a LEN level responsibility.  Under normal circumstances, the LEN duplicates subscribers to two Node Centers.  NCs should not duplicate to the LEN

· All wireline essential users subscribers at the LEN must be classmarked for EUB in their profile since the LEN does not bypass RMCs and J-1077s as trunk groups. 

· Modification of the EUB/Duplication plan may be directed by SCC on a case by case basis.

· LEN Initialization.  Operators will follow the procedures contained in the operator level TM. 

· A "save disk" may be prepared and used by the LEN for a specific mission, for example:  when installing links which require the modification of the standard database.  For normal operations, or when reinitializing the switch after a "crash", a save disk will not be used, because of the danger of reintroducing errors into the switch.  For reinitialization after a jump or "crash", the same procedure is used.  Activate duplication in an adjacent switch.  Load the local database to restart operations.

· Software Upgrade Disks.  The SCC will direct the exchange of any new or modified software received from the Regional Support Center

SITE DEFENSE.
· The LEN is assigned a portion of the DISCOM defense perimeter.  The Commander coordinates specific requirements with the DISCOM SPO.

· Each team member should know his assigned fighting position. A copy of the perimeter defense plan should be maintained in the  NMF.  Perimeter defense is based on METT-T and uses all available resources. (i.e., trip flares, claymores, M-60s, M203s, LAWs, etc.)   Foxholes with overhead protection are constructed for each team.

· Reaction force.  A centrally located force capable of immediate reaction to a threat.  Soldiers designated on standby comprise the reaction force.  The dismount point or OP should have a means of communication with the reaction force, the NMF, and DISCOM.

REPORTING

· Changes in Link status will be reported immediately. 

·  Degraded link status will be reported.

ANNEX  E

NODE MANAGEMENT FACILITY.

The NMF is the operations center for the NC/LEN. Standardized configurations and clean, well organized operation with solid communications are the hallmark of a well trained unit.  Disorganized, ad-hoc, or “ghost operations” mean the opposite.

· The LEN receives operational messages and directives from the SCC and reports by operational message, voice or FAX as appropriate.

· The NMF will continuously monitor the CMD net. The NMF will make a FM communications check with SCC every hour.

· The NMF will maintain updated charts and be able to answer questions about the following areas:

         (1)  Duplication assignments.

         (2)  Status of equipment on site.  Capability for additional links by frequency band.

         (3)  Status of GLU, RAU frequency plan/subplans, RAU marker beacon, and latest DGS.

        (4)  Systems diagram and status of all links to the NCS/LEN.

        (5)  Sensitive items accountability.

        (6)  Detailed master station logs will be maintained using DA FORM 1594.

SWITCH REINITIALIZATION.

· In the event of a critical problem, the NMF will notify SCC and request permission to reinitialize.

· After approval from SCC, the NMF will notify LEN subscribers that they will lose service for a period of 20-30 minutes.

· The NCS/LEN will reload and reinitialize both processors.  The EUB function will not be used unless specifically directed by SCC.  Switch recovery is more reliable and in the long run, more timely than EUB.  In all cases duplication is very important and must be verified.

· SCC will direct a switch within the network to activate local duplication for the failed switch.

· The NMF or NCS will contact the SEN and direct them to "COLD START".  SEN reinitialization will give subscribers error tone and force them to reaffiliate, thus activating their duplicated numbers and restoring full service.

DISPLACEMENT PROCEDURES.
· The NMF will notify SCC about planned jumps.  The Platoon Leader/Sergeant and the LOS Supervisor should accompany the DISCOM recon party to coordinate a suitable location for the LEN.  If the planned grid is known, the SCC will provide OPEN LINK and INTEL messages to the LEN. The OPEN LINK will contain the planned internodal link(s), with frequencies and azimuth.

· The LEN receives approval from SCC and breaks communications.  The order to break camouflage, and the SP times are established by DISCOM.

· The LEN switch will perform the ASR (modify, absent) command on all SEN and RAU links before closing them. Failure to execute the ASR command usually results in massive equipment busy messages.

·  Site occupation and installation procedures are the same as for initial deployment.

ANNEX  F

SYSCON / SYSTEM CONTROL CENTER

The SCC is collocated with the Command CP, and the two Standard Integrated Command Post (SICPs) modular tents forms an operations area, and plans/briefing tent.

SCC DIVISION STAND-ALONE OPERATIONS.

Stand-alone operations occur either because the division is the forward deployed MSE element, is not connected to a MSE equipped corps, or is operating in division size strength or less

· A VHF frequency pool must be provided to the SCC in order to generate RAU-MSRT frequency plans. 

· A minimum 25 KHz separation is required with CNR frequencies.  Depending on the maneuver area, the optimum number of frequencies is one pair for each RAU radio deployed within the division area (9 RAUs multiplied by 8 radios each = 72 pairs). 

· Approximately 32 pairs is the minimum number of frequencies that must be available before serious degradation of service will occur within a division zone of 40 x 50 km.

· The NPT can plan frequencies for non-MSE radios, such as AN/TRC-145s using the same frequency parameters as for MSE radios.  The NPT operator creates temporary team for the non-MSE link to make the frequency assignment.

· Path profiling is expressed in dB path loss. Experience has shown that links with a zero dB path loss margin and above are consistently achievable.  Path profiling will be conducted prior to creating any OPEN LINK projects for MSE teams.

PREDEPLOYMENT
During predeployment planning, all team packets will be prepared in advance for issue to each NC, LEN, Remote RAU and SEN team.  Team packets should be issued at least 72 hours prior to deployment. Team packets consists of:

        (1)  SCC OPEN TEAM and OPEN LINK orders.

        (2)  The frequencies, azimuth, and polarization of the link.

        (3)  The team label of the distant end.

· All teams should be initialized in the SCC and either activated, or placed in reserve status.  The initial backbone and extension links are planned using maps and the system manager worksheet.

·  Team and equipment files will be updated based on most current input from each company.

·  If necessary, a RAU-MSRT frequency plan(s) will be generated.

·  RECAP screens for all teams, planned internodal links and teams placed in reserve for the initial locations will be printed for the Network Controller and  Node Centers.

· When all planning is done, the network situation will be saved on disk.

· The SCC packing list should include sufficient maps, alcohol pens, acetate and miscellaneous items to sustain operations.

· All FM radios will be checked out in the motor pool prior to departure.

· Load all packet switch icons in the NMC.

DEPLOYMENT.
· The SCC will enter the CMD net immediately upon arriving on site.  Once operational, the SCC will make radio checks with all subordinate NCs and the LEN.  After verification of communications with all teams, the SCC will take control of the network. Priority of installation follows:

         (1)  FM radio and OE-254.

         (2)  WF-16 wire to J-1077.

         (3)  Intershelter SCC cables and CX-11230 cable to NCS.

         (4)  Standard Integrated Command Post (SICPs) operations tent.

        (5)  Camouflage, all vehicles and shelter.

        (6)  SICPs tent.

        (7)  Sleeping tents.

·  The SCC operators will monitor the message queue to ensure a back-log does not occur.  Undeliverable outgoing messages will be periodically cleared from the queue.

· Projects created to move a NC will be completed as quickly as possible and transmitted to the interested NCs.

· Links with a high margin will be assigned Band III frequencies whenever possible.  Band I frequencies will be reserved for long distance or marginal links.  SCC operators will verify equipment status to ensure sufficient Band I and III radios are on hand at the site.  Verify telephonically with the NMF before after approving any projects.

· The following RECAP SCREENS will be periodically printed, both as an emergency record in case of SCC failure/destruction, and to verify the SCC database.  RECAPS will be printed, reviewed and stored in a log book in the SCC:

                (1)  Link Data and Recapitulation, all screens.


   (2)  Authorized and Restricted LOS/SHF Frequencies.


   (3)  Current MSRT Frequency Plan.


   (4)  Current location of all assemblages.

· It is the job of each shift to maintain the SCC database in current status.  Check all projects both planned and approved at the beginning of each shift.

         (1)  A COMSEC inventory will be conducted by the shift OIC and NCOIC at the beginning of each shift

     
    (2)  All soldiers returning to garrison temporarily, will leave/sign-in weapons, COMSEC and keys prior to leaving site.

DISPLACEMENT.  When the SCC is required to jump, forward operations will be established using the M1009, and FM radio, and OE-254.  The Network Controller MSRT or the stand-alone kit may be placed forward.

·  The order for tear-down is as follows:

               (1)  Sleeping tents, and personal gear.

               (2)  All non-essential equipment.

               (3)  The SICPs Command Post tent and contents.


  (4)  Camouflage screens.


  (5)  The SCC shelters


  (6)  FM radio and OE-254.

·  If the SCC is deploying to another site, then the M-1009 will break down earlier to form the jump package becoming SCC Forward.  Once the jump SCC is established and all updated network information has been passed, the rear SCC will move forward.

ANNEX  G

 SUPER HIGH FREQUENCY (SHF)
· SEN Supervisor (controlling NC).  Because of the difficulty in installing SHF links and the separation between the LOS and the switch, the SEN Supervisor should assist with the link installation using his MSRT, if available, or FM radio and vehicle.

· DISCOM might require SHF because of the their tendency to locate in built up or low lying areas.  SHF allows the signal company to support some locations that would normally require the use of a dedicated LOS V3 relay or which would could not be supported by LOS systems alone.

· SITE SELECTION.  Careful reconnaissance and placement of the antenna is the most important factor in the link installation. If necessary, move the LOS assemblage, not the antenna.  The antenna must have clear line of sight with the distant antenna. Position the antenna first.  Always install to the full 9 meters.   If possible, attempt to shoot along a draw or valley. Take advantage of breaks in the terrain and vegetation.  Avoid immediate obstructions such as trees or vegetation.

INSTALLATION.
· Establish intershelter communications if possible. Another alternative if distance allows, is a DNVT can be run using local affiliation off of the SEN.

· Engineer the LOS system first.  Establish FM communications with the NC.  Establish the LOS link to the backbone before engineering the SHF portion of the link.

·  Using the operator Technical Manual, program the SHF radio for proper frequency and data rate.

 TROUBLESHOOTING.

· There are two general areas;  parameters and equipment.

· When the parameters (i.e., frequencies, channels, polarization, azimuths, data rate and power) check out correctly, then troubleshoot equipment.

· The SHF is equipped with three programmable loopback tests.  The operator can also perform an SHF cable loopback. TM 11-0520-1024-13, provides more information on performing the troubleshooting loopbacks.

· To test the SHF cable, disconnect it from the RF module and use a jumper wire to short the "S" and "V" pins together.  If the "BB BER" fault clears, the cable is good. If the fault does not clear, perform the same test at the signal entrance panel.  If the "BB BER" fault clears, the cable is bad.  If it does not clear, call SCC for ELM assistance.

ANNEX  H 

LOS RELAY

SITE SELECTION.  Careful reconnaissance, terrain masking and placement of antennas, and site defense considerations are all important factors to a successful relay site.  If possible, attempt to shoot along a draw or valley.  Take advantage of breaks in the terrain and vegetation.  Avoid immediate obstructions such as trees or vegetation.

INSTALLATION.  

· Whenever possible, the SEN supervisor of the controlling node center should position his SINCGARS and vehicle at the relay site. Make sure the team has a support vehicle and working FM.

· Engineer the first radio shot as the master node center of the link. 

· Establish FM communications with the node center.  If the master node center has another shot with higher priority then work the second leg of the relay.

· Use the operator Technical Manual, and Team Packet program the AN/GRC-226 radio for proper frequency and data rate.

TROUBLESHOOTING.
·  When the parameters (i.e., frequencies, channels, polarization, azimuths, data rate and power) check out correctly, then troubleshoot equipment.  CM settings are Mode (Alt), TAG (Alt), Test Select (Equip Side Loop).

The AN/GRC-226 radios are equipped with five types of loopback test.  The 616, 626, 636 check out the radio internally.  The 646, 656 checks out both radio can pass data with a reading E6 at both ends.  E5 reading is acceptable if E6 cannot be acquired. 

· Leader Tip - Collocate the Remote RAU Team and the Retrans whenever possible - it provides additional leadership and organic support capabilities.

ANNEX  I 

TACTICAL SATELLITE

INSTALLATION.
·  The Satellite Access Authorization (SAA) is a very important working document.  The team chief must have this present in the shelter to reference information and coordinate with GMF and the distant terminal. 

·  All terminals should have an AUTOVON or commercial access to reach GMF for any clarification of troubleshooting.

TROUBLESHOOTING.
·  Ground Mobile Forces (GMF) is the controller of the access to the satellite (bird).

·  SCC must be notified if GMF directs deaccess if the bird or group rate changes.

ANNEX  J 

SINCGARS INSTALLATION

SINCGARS radios are far more reliable and have greater range than the old VRC-46 series radios.

Net Control Station (NCS).  Responsible for establishing, maintaining and controlling the radio net in any situation.  Also responsible for opening and closing a net, maintaining net discipline, controlling net access, knowing all members of a net, imposing net control (i.e. enforcing use of minimum power, directing single channel operations, and answering CUE calls).  The NCS radio is set to the time standard set by the division, ensure that the only NCS radio is in frequency hopping mode (FH/M), and ensure that authentication is performed when answering the CUE calls.

Operator.  Load the HOPSET from the ECCM fill devices, load the CUE and Manual frequencies, use the lowest power setting, use proper radio procedures, make at least one transmission every two hours (i.e. radio check).

Frequency Hop Mode.  When in the frequency hopping mode the RT will be conducting frequencies at the rate more than a 100 frequencies per second.  This process make the SINCGARS resistant to Electronic Counter Measures (ECM).  Operators will load the TRANSEC (local fill), COMSEC keys, and CUE and Manual frequencies.  Once loaded, the NCS can send the ERF and establish the net.  The procedures for loading data is as follows:

TRANSEC.
·  Ensure the ECCM fill device is loaded.

·  Set ECCM fill device switch to OFF.

·  Connect ECCM fill device to RT connector AUD/FILL using fill cable.

·  Set RT FCTN to LD/V.

·  Set RT Mode to FH.

·  Set CHAN to MAN.

·  Set ECCM fill device function switch to position containing the desired data (T1/T2).

·  Set ECCM fill device switch to ON.

·  “Press HLD”.  Display will cycle and a beep heard.  Display will read “COLD”.

·  Set ECCM fill device function switch to OFF.

·  Disconnect ECCM fill device.

Load KY-57.
·  Turn off fill device; then connect fill cable to KY-57 FILL connector.

·  Set KY-57 to desired load position with MODE switch to LD.

·  Set fill device controls: Turn power switch to ON; then select COMSEC key to loaded.

·  Turn KY-57 power switch to ON.  You should hear a rushing and beeping sound.

·  Key handmike twice.  Your first hear a constant tone, then a rush and a beep.

·  Turn KY-57 to mode switch to C.

·  Disconnect fill device. 

Load CUE and MAN Frequencies.
·  Obtain authorized operating frequency from SOI/NCS.

·  Set FCTN switch to LD.

·  Set MODE to SC.

·  Set CHAN to Man, or CUE.

·  “Press FREQ”.

·  “Press CLR”

·  Enter the numbers of the new frequency.

·  “Press STO”.

·  Repeat steps 1-8 for additional frequencies to be loaded.

·  Set FCTN to SQ ON (normal operating position).

FH Sync Time. Once the time is loaded in the RT (manually or by ERF) it is updated each time a transmission is received, automatically.  The time is composed  of the Julian date (last two digits), hours, minutes, and seconds.  Users are able to transmit and receive if their time is within 4 seconds of the distant end.  If the user is one minute (+/-) then the user may use “late net entry” to get back into the net.  If the user is more one minute off then user will have to go through CUE procedures to get back into the net.  FOR COLD START PROCEDURES, THE TIME SHOULD BE ZEROED.

CUE Operations.  The CUE call is used when all options to establish communication with the NCS has failed.  CUE calls are not encrypted, are single channel can be monitored and can not go through RETRANS.  Procedures for Cueing the NCS:

· Place the channel selector switch to the CUE mode.

· Turn the COMSEC to PT (plain text).

· Key the handset for 4-6 seconds.

· Wait for an answer from the NCS.  The NCS will instruct you to go secure and make a radio check.  When that is complate the NCS will initiate COLD START procedures.  





       COLD start  



NCS





OPERATOR

1) Set FCTN to LD



Set FCTN to LD


2) Set MODE to FH/M



Set MODE to FH


3) Set CHAN to MAN display


Set CHAN to MAN display


     will show “COLD”.



will show “COLD”.


4) Contact all net members 


Acknowledge NCS call.


5) Tell members to stand by for 
N/A

    
     cold start and switch channel

                  to store it in.


6) Retrieve hopset.



N/A


7) Send hopset Upon reception 


press STO and channel

 





           
position to be stored 


8) Tell members of the net to set

Set CHAN to where


    CHAN to where ERF was stored.

ERF was stored.

 
9) Contact members and confirm
    
Confirm communication


     communication on ERF channel.

from NCS.

           10) Set FCTN as needed.

 
Set FCTN as needed.

ECCM VARIABLES
·  HOPSET.  A set of frequencies available for use after appropriate lockouts are made.   The hopset is stored in the ECCM fill device.  The HOPSET will change as required.  The hopset will be distributed by ECCM fill device.

·  JULIAN DATE/NET Synchronization Time (JD/NST) JD is last 2 digits of Julian Date.  NST is local time.

· NET ID Identifier (NET ID).  The classifications unclassified, and its stored in the ECCM fill device.

NOTE:  The Net ID can be changed from the front panel of the RT or sent over the air.

ANNEX  K
MSRT USER GUIDELINE

Before power is applied to the MSRT, prepare the RT-1539 and DSVT by acquiring the correct frequency plan and COMSEC variables.  The frequency plan must be obtained from a RAU or another operating MSRT.

To begin loading the MSRT:

1. Zero the RT-1539 then proceed with loading the “M” key.  A proper load will extinguish the crypto alarm LED.

2. Load the DSVT with the proper CRYPTO variables.

· Load the “U” key into the LDU location on your DSVT,  The “U” key must correspond to the instrument profile code for proper operation of the DSVT.

· Load the “M” key into the LDX location on the DSVT.

· After removing the KYK-13 from the DSVT, place the DSVT into the Operate position (both LEDs should go out).

3.   Prepare to down-load  the frequency pla from a RAU or another MSRT.  Connect the fill cable to the remote 

      connector (J-4) of the MSRT and to the signal entry panel (SEP J-8) of a RAU or to J-4 connector of 

      another MSRT.  Go off-hook with the DSVT and dial the following:
· 8CFR (This clears any frequency plans which may be in the radio.  The Frequency Plan Loaded LED will extinguish.
8FFR (Will beginloading the RT-1539 with the new frequency plan.  A steady tone should be heard in the handset and the Loaded Frequency Plan LED will be flashing.  Upon completion error tone will be heard on the handset and the Loaded Frequency Plan LED will remain lit.
4.   MSRT is now ready for affiliation.

Note:  To affiliate and disaffiliate, dial:


Affiliate:  8R XXX  (Personal Code)  XXXXXXX  (7 digit directory number)


Disaffiliate:  8C XXX  (Personal Code)  XXXXXXX  (directory number)

· Upon entering the affiliation number return the DSVT return the DSVT handset to the cradle and observe the RT-1539.  If you receive a CRYPTO alarm refer to step 6.

Note:  The directory number LED should be solid, the scanning LED should be flashing.  When the scanning LED goes solid a RAU has been accessed, and affiliation is in progress.

· If affiliation is successful the affiliation LED should remain solid.  Affiliation is complete and dial tone can be heard in the hand set.

· If the scanning LED does not lock on, and affiliation is not successful or the Alarm LED and/or the Directory Number LED are flashing refer to step number 7.

5.  To verify operation of MSRT attempt to place a call to any known working DNVT/DSVT number.  (The NCS 7-digit operator’s number is an excellent choice).

Note:  A waiting tone (steady tone) followed by a series of beeps then a second waiting tone should be received.  At that time ring back is obtained.  When the distant end answers operation is verified.

A waiting tone followed by an error tone indicates that the disaffiliation and re-affiliation should be attempted.  If after several attepts the same symptoms occur, notify the NCS operator for further assistance.  An MSRT can reach the NCS at any time by dialing 0, waiting for the non-secure warning tone, then picking up the plunger on the DSVT.

If a waiting tone is received followed by a series of beeps, then the DSVT goes dead, attept to call again.  If the same symptoms occur check to ensure that the correct CRYPTO variables were loaded into the DSVT.  Reload the “U” and “M” keys, if symptoms still occur notify the operator for further assistance.

6.  ZERO the RT-1539 and reload “M” key and attempt to re-affiliate the radio.

7.  If the scanning light never locks on, verify the frequency plan.  To check what plan the radio is operating on, dial:  8IXX (where XX is a number from 00 to15.  These represent the 16 different frequency plans the radio may have in its memory).

Observe Freq Plan LED on the RT-1539, if it is flashing, this means that whatever number you used as XX, is the active frequency plan in the radio.

If the Freq Plan LED goes solid, the frequency plan is present in the RT-1539 memoray, but is not active.

If the Freq Plan LED goes out, the XX (freq plan) is not loaded in the RT-1539.

If the proper frequency plan is in the RT-1539, attempt to affiliate again.  If the same symptom is occuring notify the NCS operator for assistance.

If the scanning light is locking on and neither a solid nor flashing affiliation light (possibly accompanied with a flashing directory number LED or CRYPTO alarm light) is observed, notify the operator.  One of several problems may exist:


-  Not pre-affiliated at the NCS.


-  Incorrect personal code used resulting in blacklisting


-  The DSVT number is incorrectly affiliated at another NCS.

8.  To turn off the MSRT, dis-affiliate in one of two ways to prevent the directory number form becoming inactive at the NCS.

On the RT-1539 turn the “On/Off/Blackout” switch to off, after 30 seconds the RT 1539 will have automatically sent the NCS a dis-affiliation request and the radio is dis-affiliated.

On the DSVT dial the dis-affiliation sequence:  8CXXX (personal code)  XXXXXXX (7-digit directory number).  When error tone is heard in the receiver the radio is disaffiliated.

9.  To re-enter the network after dis-affiliation, power back up and re-affiliate the directory number.  (8RXXX (pers code) XXXXXXX  (directory number).

FREQUENCY PLAN

MEMORY LOCATIONS

	             MEMORY ADDRESS
	PLAN NUMBER

	1
	0
	0
	4
	8
	12

	2
	1
	1
	5
	9
	13

	3
	2
	2
	6
	10
	14

	4
	3
	3
	7
	11
	15


MSRT BIT TEST

1.  Load keys into RT-1539 and DSVT.

2.  Down load freq plan to be used, 8FFR.  If no freq plan is available - load test freq plan, 

      8F 00 00 11 77 R.

3.  Put directory number into RT-1539.  8R Personal code  7 digit directory number.

4.  Press bit push button, all lED’s should be one.

5.  release bit button, DSVT rings-answer on third ring.

6.  Lift hand set input R-PC-DN, Non-secure warning tone is obtained, pick up the plunger and speak 

     into handset, you will hear your voice in the receiver.  After 30 seconds, busy tone is received.  This

     is a successful test, anything other indicates a problem in the radio.

7.  A busy signal received immediately after dialing R-PC-DN indicates one of two possibilities:


- The wrong personal code or directoy number was entered.


- The radio has the wrong PC or DN.

8.  If the radio goes into alarm, check the cable connections, if these are OK then contact maintenance.






MSRT DIAL SEQUENCE





R = End of dial sequence






C = clear






F = Frequency load






FF = frequency fill






I = Interrogate






C = Clear  frequency 

MSRT TROUBLESHOOTING TABLE

	Incident/ corrective action
	Loaded freq plan
	Load dir #
	Crypto alarm
	Affiliated
	Scanning 
	Tone

	While attempting to affiliate
	
	
	
	
	
	

	Used wrong personal code. Go on hook, then off hook error tone received
	ON
	FL
	OFF
	OFF
	· 
	error

	
	
	
	
	
	
	

	Unable to find RAU

Reset RT-1539 (off then on) Changes to freq scan mode
	FL
	ON
	OFF
	OFF
	FL
	error

	
	
	
	
	
	
	

	M key mismatch

Reset RT-1539

Reaffiliate/Reload M key
	ON
	ON
	FL
	FL
	FL
	error

	
	
	
	
	
	
	

	Not pre-affiliated
	ON
	ON
	OFF
	OFF
	FL
	error

	
	
	
	
	
	
	

	Blacklisted
	ON
	FL
	OFF
	FL
	FL
	error

	Problems external to MSRT while performing Bit Test
	
	
	
	
	
	

	Check connections
	ON
	· 
	· 
	· 
	OFF
	DSVT

rings

	
	
	
	
	
	
	

	RAU presaturate
	ON
	ON
	OFF
	FL
	FL
	dial tone

	
	
	
	
	
	
	

	Outside RAU coverage
	ON
	ON
	OFF
	OFF
	FL
	error

	
	
	
	
	
	
	

	Low DC power
	· 
	· 
	· 
	· 
	· 
	DSVT rings


GLU INFORMATION

MANUALLY LOAD A FREQUENCY PLAN

	8F
	XX
	0000  1160
	0010  1170
	0020  1180
	R

	PROGRAM
	PLAN #
	RCV/XMIT
	RCV/XMIT
	RCV/XMIT
	

	
	
	CHANNEL 1
	CHANNEL 2
	CHANNEL 3
	

	TO VERIFY FREQUENCY PLAN

	8i
	00
	R
	

	VERIFY
	PLAN #
	
	1. If plan is active, Loaded freq plan LED goes out, then

    back on

	
	
	
	2. If plan is in resident memory Loaded Freq Plan LED 

    flashes.

	
	
	
	3. If plan is not in resident memory Loaded Freq Plan

    LED does not change state

	TO ACTIVATE FREQUECNY PLAN  (TRANSMIT MARKER)

	8FO
	01
	P1
	P2
	P3
	R

	ACTIVATE
	PLAN #
	PLAN #
	PLAN #
	PLAN #
	PLAN #




CHAPTER  3

INTERNAL C2 COMMUNICATIONS

· Control of communications.  Signal soldiers use a combination of MSRT, SINCGARS, CM, DNVTs with FAX, the NMF and NCS Workstations for reporting, command, and control of communications.

·  Initial deployment.  The preferred means of communications between the SCC and the NCS/LEN during deployment is the MSRT if available.  The secondary means is FM.  Transmission time on FM will be limited to the absolute minimum.

·  Systems Engineering.  The preferred means of communications for link engineering until CM communications are established is the MSRT, or if the backbone is extended to the distant site, DNVT will be used.  FM is the least preferred alternative means.

· Leader Tip - Make sure your LOS V3 run field wire and affiliate their phones ASAP.  Publish the phone numbers in the phone directory.

INTERNAL/EXTERNAL SITE COMMUNICATIONS
· DNVTs are used to provide supplementary communications at the node centers and LEN.  Each LOS V3 and LOS V4 will be provided with a DNVT for internal communications and system engineering.  DNVTs are the preferred means of communication for systems engineering, followed by CM, MSRT, and FM.  FM will have to normally be used for SEN link engineering.

· An FM radio AND OE-254 will either be installed or remoted (using GRA-39) into or adjacent to the NMF.  The NMF will monitor the CMD net.

· Communications between the dismount point guard, the NMF and the site defense reaction force will be established.  Communications means may use a DNVT or the SB-22.

· Small Extension Node.  Primary means of internal communications is CM.  Primary means of external communications is FM for systems engineering.  Orderwire will be used when CM communications are established.  DNVT will be used when the LOS link is established.

· Remote RAU.  Primary means of communication between the RAU and the LOS is CM.  FM, if no MSRT is available, is the primary means of external communications.

CHAPTER  4

LINK INSTALLATION
Teams use the  SCC OPEN LINK order as the source for frequencies, azimuths, and polarizations unless frequencies are being manually assigned.  Link installation begins based on priorities established by SOP and modified in the OPORD.

Link command and control will be based on the following principles:

· The link master directs link installation and troubleshooting.

· A NC which is jumping should always be assigned as slave on the OPEN LINK order for its future internodal links.

· The NC is the master for all its extension links (including the LEN).

· The LEN is the master for all its extension links.

· The master rejects glare and the slave accepts glare.

General Installation Procedures.  Link installation involves simultaneous activity in each assemblage in the link.  As little time as possible should be spent waiting for another assemblage.  All initial installation loopbacks will be conducted prior to ope link time.  To engineer a link, VHF-FM contact will be established and each end of the link will be patched normal through (in system).

· Each assemblage works through internal radio and shelter loopbacks before proceeding to the next step.  Initial on-site loopbacks also include loopbacks between LOS and switchboard/remote RAU assemblages.  Upon link activation, each end of the link will be in system.  No loopbacks will be performed unless directed by the master Node Center.

· NCS/ LENS checks out equipment in house through software loop-backs, the Display Major Equipment (DME) screen, the Display Terminal Type (DTT) screen and back to back tests on the KG-112’s

      (AOD 96).

· Both ends of a link work toward each other, starting at the switchboard or remote RAU.  The LOS V3/V4 checks equipment in house and performs a 6-3-6 radio loopback on each AN-GRC 226 radio set.  The LOS V3/V4 the performs a 6-2-6 radio loopback to the NCS/LENS to verify the cable sublink.  Upon completion of the initial installation loopbacks, patch the system normal through.

· The SENS and remote RAU’s perform equipment checks by looping back the shelter in-house on the patch panel.  The lOS V1’s perform the same in-house loopbacks as the LOS V3.  The extensions will then establish the sublink to the LOS V1 and verify the sublink by performing a 6-2-6 radio loopback from the LOS v1 to the extension terminal.  Upon completion of the initial installation loopback tests, patch the system normal through.

· Once an MDTG has a DTG that is installed and passing traffic, the MDTG will not be looped back.  Subsequent loopbacks must be performed on the LOS V3 patch panel for each MDTG.

· Equipment faults that do not clear, or loop tests that fail are to be reported to the NMF.  The NMF will report equipment faults to the SCC/SYSCON.  Electronic maintenance assistance will be requested if required.  Often, links may still be installed with some GM and LGM faults in the SEN or RAU.

· All radio systems will be installed on low power.  Operators will only change to high power as directed by the SCC/SYSCON.

· 6-4-6 and 6-5-6 radio loopbacks may be conducted as needed to verify a link’s ability to pass data.  A reading of E5 or E6 on the LED display indicates an acceptable link.  Alternate means of communications or procedures must be used during the performance of a 6-5-6 loopback because orderwire contact is lost while the loopback is enabled.
Extension links will not be installed prior to the establishment of the backbone and bulk transfer of the extension link and system keys.  RAU beacons remain off and TEDs are loaded with the appropriate 

T key.
· TED’s not currently in use will be turned off in the NCS/LENS.  All TEDs in the switching shelter will be on the same local update.

· SENs and RAUs will not zeroize their TED during jumps.

· SENs and RAUs which have previously been operational in the network will not reload TEDs as a troubleshooting measure.

ANNEX A

NC - NC / LEN

All Node Center Switches:

· Initialize switchboard and load designated pre-affiliation sublists disk(s).

· Load TEDs with appropriate Ti, Tes, or Ter key.

· Set Communications Modem (CM) ring code and load KY-57 for secure DVOW.

· Perform equipment checkout


Display Major Equipment


Display Terminal Type

· Place all MDTG selector switches in loopback position and patch all MDTGs normal through.  The MDTG selector switch provides a loopback for all DTGs within the MDTG, while sending data through the Group Modem in the LOS V3.  This loopback allows the NCS operator to maintain DVOW contact with subordinate assemblages while performing in-house checks.

· Ensure internodal links and loopbacks achieve correct parameters (shown in parenthesis:)


TGM / DTG

(status 13)


TSB


(status 5)


TGC / TED

(resync / full op lamps are lit)

Note: For extension links there will be no TSB status)
· Establish DVOW communications with LOS V3 by priority.
· Remove in-house MDTG loopback (set slector switch to GM or SHF as appropriate) and direct LOS V3 to loopback assigned internodal link by performing a 6-2-6 radio loopback.  Ensure correct parameters are achieved:

TGM / DTG

(status 13)


TSB


(status 5)


TGC / TED

(resync / full op lamps are lit)

Note: If 6-2-6 loopback fails, direct the operator to conduct a cable side loopback back to verify cable link.  Loopback is successful if above parameters are met.
· Once all site loopbacks are completed put system normal through.
· Check DTG screen to ensure appropriate channels are marked for packet switch.

NCS to NCS

(channels 3 thru 6 = “Y”)


NCS to LENS

(channels 3 thru 6 = “Y”)

Master Node Center Switch

· Establish DVOW communications with the LOS V3 radio operator.

· Request a link status from the master LOS V#, and ensure that the status is acceptable.

· For all links, the receive signal should be 11-14 bars on the LED display.  A reading of status E5 or higher on the radio display indicates when a 6-4-6 and 6-5-6 loop test result is acceptable.  Master LOS V3 has responsibility for engineering radio link to acceptable receive signal levels.

· Direct the master LOS V3 to establish a bridge with the slave NCS/LENS.

· Ensure the slave NCS/LENS has set MDTG/DTG selector switch on the respective link to the GM/SHF position as appropriate.

· Request link status information from the slave NCS/LENS, and check for correct parameters (shown in parentheses).


TGM / DTG #

(status 13)


TSB #


(status 5)


TGC#   TED

(resync and full operate lamps are lit)

· Contact the slave NCS/LENS and direct the operator to Assign Interswitch Link Initialization (AIL).  Ensure that slave NCS/LENS is set to accept glare.

· Perform the AIL command for the master portion of the link.  Set your portion of the link to reject glare.

· Check the following for correct parameters using the Display Interswitch Link (DIL) command:


LINK INITIALIZED = yes


TRANSMISSION STATUS = 2

· A DIL status 1 indicates the link is marginal and passing traffic or bulk transfer (BT) may not be possible.  Status 0 means the link is out of service for routing.

· Perform bulk transfer of “Tn” key to slave NC.


Reload TED with “Tn” key.

· Check the following link status information for correct parameters


TGM / DTG

(status 13)


TSB


(status 5)


TGC / TED

(resync / full operate lamps are lit)

· Ensure that the LINK is operational by performing the following:


Place a call to the slave NC/LEN’s using CSP.


Check the Display Transmission Group to ensure that the call is routed over the respective link 
(check to see that a trunk is busy).

· Execute the Assign Bypass and Duplication (ABD) command

 Master LOS V3

Set CM ring code and load KY-57 for secure DVOW

Ensure that the data rate is set for the following links


NC to NC link set the data rate at 1024 on:




#TGMD (1024)




#UHF Radio  (0-3-0)


NC to LEN link set the data rate for 512 kbps on:




#TGMD  (512)




#UHF Radio  (0-2-0)

· Ensure the UHF radio is operational using a loopback test (6-3-6) and that all equipment in the shelter checks out with no alarms.

· Perform any necessary equipment patching.

· Performs loopbacks as directed by NCS operator.

· Set power level of UHF radio to low power (4-1-4) and leave in low ower unless otherwise directed.

· Fully extend antenna to 15 meters for initial system engineering.  Once radio link is installed, the antenna will be lowered to a height clear of obstacles located in front of the antenna element while retaining a receive signal between 11 and 14 bars.

· Set the UHF radio to the EOW mode (0-5-0) and contact the slave  LOS V3/V4.

· Adjust antenna azimuth for the strongest receive signal level, then instruct the slave LOS V3/V4 to do the same.  (11 bars minimum).

· Conduct a test of the RF link using the 6-4-6 and 6-5-6 loop tests.  (Ensure that the UHF radio is set to the correct data rate to pass traffic).  A status E5 or E6 on the UHF radio front panel indicates that the link is able to pass traffic.

· Contact the slave LOS V3/V4 operator and request a bridge to the distant end NCS/LENS.

· Establish contact with the slave NCS/LENS and inform the operator that you will be establishing a bridge to the master NCS so that hte link may be engineered.

· Establish a bridge with the master NCS and slave NCS/LENS and confirm NCS to NCS/LENS communications.

Slave LOS V3/V4
· Set CM ring code and load KY-57 for secure DVOW.


NC to NC link set the rate at 1024 on:




#TGMD (1024)




#UHF Radio  (0-3-0)


LEN to NC link set the data rate for 512 kbps on:




#GM  (512)




#UHF Radio  (0-2-0)

· Ensure that the radio is operational using the 6-3-6 loop test.  A good reading is indicated by L3 on the display.

· Ensure that the shelter is looped back to itself and that all equipment in the shelter checks out with no alarms.

· Perform any necessary patching.

· Perform any initial site installation loopbacks as directed by slave NCS/LENS.  Once radio link is established master NCS will direct all system loopbacks.

· Set the power level of the UHF radio to low power (4-1-4) and leave at this power setting unless otherwise directed.

· Fully extend antenna to 15 meters for initial system engineering.  Once the radio link is installed, the antenna will be lowered to a height clear of obstacles located in front of the antenna element while retaining a receiver signal between 11-14 bars.

· Set the UHF radio to the EOW mode (0-5-0) of operation and attempt to contact the Master LOS V3.

· Upon direction of the master LOS V3 perform loop tests 6-4-6 and 6-5-6.  (Ensure that the radio is set to the correct data rate for the link being tested).

· Establish DVOW with the master LOS V3.

Slave NC/LEN switchboard
· Perform all initial on-site loopback tests.

· Establish DVOW communications with the slave LOS V3/4 radio operator and direct bridge to master NCS.

· Check the following link status information for the correct parameters.


TGM / DTG #

(status 13)


TSB


(status 5)


TGC #/ TED

(resync and full operate lamps lit)

· Inform the master NC of the above link status information.

· Upon direction of the master NCS assign AIL (accept glare).

· Check the following using the Display Interswitch Link command


LINK INITIALIZED = yes


TRANSMISSION STATUS = 2

· Receive bulk transfer of “Tn” key from the master NC.

· Reload TED with the “Tn” key.

· Check the followign link status information for the correct parameters.


TGM / DTG #

(status 13)


TSB


(status 5)


TGC #/ TED

(resync and full operate lamps lit)

· Receive a call from the master NCS.

· Execute the ABD command.

ANNEX B

NC - SEN / RAU LINK
Node Center Switchboard
· Direct all initial on-site loopbacks. 

Note: Extension link DTGs must be checked by the NCS operator in-house as each MDTG is looped back during the backbone system installation phase.  Once the backbone system is installed, at no time will an entire MDTG be looped back.
· Request a radio link status from the LOS V3 and check that it is within acceptable limits.  (9-14 bars).

· Direct the LOS V3 to establish a bridge with the SEN/RAU.

· Contact the SEN/RAU and have them check the status of the TED (resync and full operate lamps lit).

· Check the following link status information for the correct parameters:


TGM / DTG # 
(status 13)


TED  

(resync and full operate lamps lit)

· Direct the SEN/RAU to affiliate their DNVT/DSVT and place a call to the CSP at the NCS.

LOS V3

· Set CM ring code and load KY-57 for secure DVOW.

· Ensure that the data rate is set at 256 kbps on the following equipment:


TGMD

(256)


UHF Radio
(0-1-0)

· Ensure proper frequencies are loaded IAW Open Link message

· Ensure that the UHF radio is operational with a loopback test (6-3-6)

· Ensure that the shelter has been looped back to itself and that all equipment in the shelter checks out with no alarms.

· Perform any required patching.

· Performs initial site loopbacks as directed by the NCS.

· Set the power level of the UHF radio to low power (4-1-4) and leave at this power setting unless otherwise directed.

· Fully extend antenna to 15 meters for initial system engineering.  Once the radio link is installed, the antenna will be lowered to a height clear of obstacles located in front of the antenna element while retaining a receiver signal between 9-14 bars.

· Adjust the antenna azimuth for the strongest receive signal level (11-15 bars) then instruct the LOS v1 to do the same (if necessary).

· Test the quality of the radio link using loop tests 6-4-6 and 6-5-6.  Ensure that the radio is set to the correct data rate for the link being tested.  A status of E5 or greater on the LED indicates an acceptable loopback.

· Contact the LOS V1 operator and request the status of the LOS V1 and the SEN/RAU.

· Have the LOS V1 establish a bridge to the SEN/RAU.

· Establish DVOW communications with the NCS and inform the operator of the status of the external link.

· Establish bridge between NCS and extension node.

LOS V1 to LOS V3
· Set CM ring code and load KY-57 for secure DVOW.

· Ensure that the data rate is set to 256 kbps on the UHF radio (0-1-0)

· Ensure that the receive and transmit frequencies have been set according to the Open Link message.

· Ensure that the the UHF radio is operational with a loopback test (6-3-6)

· Ensure that the shelter has been looped back to itself and that all equipment in the shelter checks out with no alarms.

· Set the power level of the UHF radio to low power (4-1-4) and leave at this power setting unless otherwise directed.

· Fully extend antenna to 15 meters for initial system engineering.  Once the radio link is installed, the antenna will be lowered to a height clear of obstacles located in front of the antenna element while retaining a receiver signal between 9-15 bars.

· Set the UHF radio to the EOW mode (0-5-0) and contact the LOS V3.

· Upon direction of the LOS V3 adjust the antenna azimuth for the strongest receive signal level (11-15 bars).

· Upon direction of the LOS V3 perform the 6-4-6 and 6-5-6 loopback tests.  A status of E5 or greater on the LED indicates an acceptable loopback.

· Upon direction of the LOS V3 bridge CM to the SEN/RAU and leave this bridge set.

LOS V1 to SEN/RAU

· Set CM ring code.

· Establsih CM communications with the SEN/RAU.

· Ensure that the SEN/RAU has completed operation checks and is erady to establsih a sublink.

· Perform a 6-2-6 radio loopback to the SEN/RAU when directed.

· Contact the SENS/RAU to ensure that their TED is in sync while the loopback is enabled.

Note:  If loopback fails, perform a cable side patch panel loopback to ensure cable link is good.  The above parameter should be achieved if the loopback is successful.
· If TED is in sync, remove loopback and work system as directed by the NCS.

SENS
· Set all SENS equipment operating parameters:


CM ring code


Data rate set for 256 kbps on CM

· Ensure that the shelter has been looped back to itself and that the equipment in the shelter checks out with no alarms.  Patch normal through (DTG) when completed.

· Directs 6-2-6 radio loopback from LOS V1.  Loopback is successful if TED is in (full operate and resync lamps are lit).

Note:  If loopback fails, perform a cable side patch panel loopback to ensure cable link is good.  The above parameter should be achieved if the loopback is successful.
· Upon direction from the NC switch affiliate your DNVT and place a call to NC operator.

RAU
· Set CM ring code and load KY-57 for secure DVOW.

· Set data rate for 256 kbps on CM (4).

· Set Normal/Loopback switch to loopback and check internal shelter for any faults.

· Direct 6-2-6 radio loopback from LOS V1 and check that TED is in sync.

Note:  If loopback fails, direct cable side patch panel loopback to test the cable link between LOS V1 and RAU.
· Perform all initial on-site loopbacks prior to Open Link time.  Ensure all loopbacks are removed prior to Open Link time.

· Upon direction of the NC switch affiliate the DSVT and place a call to the NC operator.

· Affiliate GLU and request the frequency plan from the SCC through the node management facility.

NC local DTG’s (RAU/SEN/SCC)

· Direct local terminal to do a patchpanel loopback and ensure correct parameters are achieved.

· Ensure that loopback is removed from the terminal patch panel.

· Contact assemblage operator through DVOW.

· Have operator affiliate DNVT/DSVT and place a call to the NC operator.

TAB  1




CHAPTER 5

COMSEC DEPLOYMENT PROCEDURES - MSE NETWORK

"Cold Start" of the MSE network requires carefully coordinated procedures to ensure proper COMSEC key distribution in an operational scenario. The following procedures develop the concept of prepositioned key prior to deployment, transfer of operational keys as the network matures and operational management by the SYSCON at the completion of "cold start".

PROCEDURES. "Cold Start" is conducted in four phases: 1) Predeployment, 2)

Deployment and Backbone Installation, 3) Link Installation and 4) Operational Management.

Each NC/LEN must complete all required actions in each phase prior to beginning the next.

PREDEPLOYMENT - PHASE I

The Division receives its start-up key set from the Corps COMSEC officer.  It is then passed on to the DCMOs and Signal Brigade COMSEC Sub-Accounts. Prepositioning keys at Node Switch Group (NSG) Leader Node Center Switches (LNCS)(one per signal battalion within the corps), and providing mobile subscriber keys.

· The Corps' operational key set is generated at the PNCS by the BCMO and stored at the

       Brigade COMSEC Office of Record (BCMO).

· The BCMO issues keys to the Signal Brigade Sub-Accounts, DCMOs and the CCMO and

       further prepositioned to LNCS.

· CCMO/DCMOs will issue DSVT/MSRT key sets to COMSEC custodians who will store

       keys for issue to users (reference Section IV). The BCMO will issue DSVT/MSRT keys to

       HHC, Signal Brigade users.

LINK INSTALLATION - PHASE II

NCs/LENs install internodal links and by direction from the Brigade SYSCON receive the corps operational keys via Bulk Transfer (BT).

· Bn COMSEC managers issue "cold start" keys to NCs/LENs in the staging area.

NC/LEN

COLD START KEYS

T113

B002

N029

K028

INTERNODAL LINK INSTALLATION PROCEDURES

· LOAD T 1 1 3 IN TED TO INITIALIZE LINK.

· CONTROLLING NCS GENERATES T 3 7 0 AND BULK  TRANSFERS IT TO THE DISTANT NCS/LEN.

· SECURE THE LINK: BOTH NCSs/LENs EXTRACT T 3 7 0 AND RELOAD IT IN THE TED FOR THE LINK.

· CONTROLLING NCS UPDATES TEDS AND REPORTS LINK "GREEN" STATUS THROUGH THEIR NMF TO SYSCON.

NOTE: TED UPDATE CORRESPONDS TO DAY OF THE MONTH.

· NCs/LENs issue CM key N029 to LOS teams as required.

· The SYSCON directs bulk transfer (BT) of List 6 to NCs/LENs as internodal links are installed.

BULK TRANSFER

LIST 6

ASSIGN TRANSFER LIST (ATL)

A ACTION

6 LIST NUMBER

START ID

KEY XMIT

COMSEC ID RANGE

START END E=ELIMINATE

001 - 001 CIRK

003 - 025 U KEYS

028 - 029 CM KEYS

101 - 113 Ti,Te KEYS

224 - 225 M & X KEYS

The SYSCON will authorize each NC/LEN to proceed to phase III when BT is

completed. COMSEC List 6 is part of the standard and local database and can be verified. List

6 entries can be modified using an ATL command. NOTE: Care must be taken not to activate

any RAU beacons or affiliate any DSVTs until the operational keys are transferred.

LINK INSTALLATION - PHASE III

SEN and RAU links are installed IAW established priorities. See SEN/RAU Cold Start Key , Extension Link Installation Procedures and the HUS Allocation Chart.

· NCS COMSEC managers issue "Cold Start" keys to SENs and RAUs in the staging area.

· SEN/RAUs issue CM key N029 to LOS teams as required.

SEN/RAU

COLD START KEYS

* T

N029

K028

** M224

** U

* NSG Te KEY FOR SENS or Te KEY FOR

RAUs/DSVT key for remote RAUs.

** NRI ONLY

EXTENSION LINK  (INSTALLATION PROCEDURES)

· LOAD Te KEY ASSIGNED TO SEN/RAU.

· CONTROLLING NCS/LENS DIRECTS TED UPDATE.

· CONTROLLING NCS/LENS REPORTS LINK "GREEN" STATUS THROUGH THEIR NMF TO SYSCON.


NOTE: TEDs UPDATE CORRESPONDS TO DAY OF THE MONTH.

· RAU markers will be activated on order by the SCC after verification of COMSEC and frequency transfers.

OPERATIONAL MANAGEMENT - PHASE IV 

 The SYSCON assumes operational control upon the conclusion of PHASE III "cold start".

MOVEMENT. Procedures for relocating or re-homing MSE teams (NCs, LENs, SENs and

RAUs) are essentially the same as a "cold start". All teams maintain "cold start" keys in their

KYK-13/KYX-15As; and zero all other COMSEC (i.e., AKDC and TEDs) during movement,

RAUs may keep one RT-1539A and their KY-68 loaded for MSRT capability. Upon

re-opening, MSE teams re-load their "cold start" keys and follow the procedures outlined in this

section. NCSs and LENs will start over with PHASE II procedures and SENs and RAUs will

start over with PHASE III procedures.

SWITCH CRASH COMSEC PROCEDURES. In the event of a switch crash, the affected

MSE team will NOT zeroize their COMSEC equipment. There is no need to reload key after a

switch crash. Processor failures do not have any affect on the COMSEC keys stored in the

TEDs or the AKDC. Key will only be affected in the event of a bad fill battery and a power loss.

SURVEILLANCE. COMSEC managers must continuously monitor the status of the

network in order to detect circumstances that could jeopardize the integrity of the network. Such

incidents will be reported.

ANNEX A

MSE KEYS / PRE-POSITIONED KEY SETS

SUBSCRIBER KEYS.  3 keys are used to protect communications for MSRT, wireline DSVT, and SDNRI (KY-90).


1.  M Key (M224).  Corps -common TEK generated at the PNCS by the BCOR and distributed to 
subscribers through the CMCS.  The M key encrypts the signalling between the RAU and the 
MSRT.  It is also used to encrypt synchronization signalling for MSRT, wireline DSVT, and KY-90 
subscribers initial entry into the network.


2.  U Key.  KEK used to encrypt the transmission of X and V (per call) keys between NC/LENs 
and MSRTs, wireline DSVTs and KY-90s.  Subscribers are assigned to one of twenty five U key 
nets based on their profile. (see HUS reference list for U key assignments).  U keys are 
generated at the PNCS by the BCOR and pre-positioned with all subscribers through the CMCS 
(COMSEC Material Control System).  NC and LENS receive U keys via bulk transfer from the 
PNCS.


3.  S Key (SVAR).  Compartmented TEK used in the DSVT by a small community of users to 
protect highly classified information (TS/SCI).  Subscribers obtain S keys from the CMCS.  MSE 
operators never handle the S key.

SVAR.  Procedures for loading S Key in DSVTs for higher than secret collateral traffic over MSE:

· Subscriber establishes DSVT-DSVT call.

· Both ends load S key into KY-68 SVAR position. (The S key overwrites the existing V key and is valid only for the duration of the call).

· S key must be loaded for each TS/SCI call.

Switch Keys.  The following keys are used by MSE Ncs and LENs for secure calling process.

· CIRK (Common Interswitch Re-key, C001).  KEK used to encrypt the pr call key between NCs/LENs.  Generated at the PNCS by the BCOR and bulk transferred to each NC/LEN.

· BT (Bulk Transfer Key - B002).  KEK used to encrypt the bulk transfer of keys from AKDC to AKDC between NC/LENs.  Generated at the PNCS by the BCOR and pre-positioned with each NC/LEN.

· AIRK (Area Interswitch Rekey).  KEK used to encrypt the transmission of the per call key key across the corps boundary.  AIRK keys are obtained through the CMCS by the BCOR and provided to NCs/LENs as required.

· X Key (DSVT Net Key - X224).  TEK used to encrypt synchronization signalling between NCs/LENs and MSRTs, wireline DSVTs, and KY-90s.  The X key is generated at the PNCS by the BCOR and bulk transferred to NCs/LENs.  X224 is also automatically transferred to MSRTs, wireline DSVTs, and KY-90s during affiliation.

· V Key (Per Call Key).  TEK automatically generated and sent to MSRTs, wireline DSVTs, and KY-90s during call set up.

· MSRV (Message Switch Rekey Variable - U146).  KEK used to encrypt the transmission of the per call key to the An/TYC-39 message switch.  The MSRV is generated at the PNCS by the BCOR and provided to the NC/LEN and message switches as required.

· TED (Trunk Encryption Device, TSEC / KG-194A)

· TEK (Traffic Encryption Key)

Trunk Keys.  Two types of keys are used with the KG-194A TEDs.

1.  Ti (TED initialization - T113)  TEK held by all Ncs and LENs within the Corps.  Generated at  the PNCS by the DCOR and pre-positioned with NC/LENs.  The Ti key is used for initial synchronization of TEDs to allow bulk transfer of Tn keys.

2.  Tn (TED Nodal).  TEK key sued between Ncs and/or LENs.  A separate Tn key is generated and transferred for each link.

PRE-POSITIONED KEY SETS. 

Pre-positioned key sets are issued by the battalion network technician in the staging area or motor pool prior to deployment.

SEN KEY SET

	1
	TXXX
	Designated by BN Te key

	2
	K028
	Corps common CM KEK

	3
	N029
	Corps common CM Net Key

	4
	M224
	M key for KY-90 equipped SENs only

	5
	U025
	U key for KY-90 equipped SENs only

	6
	SPARE
	


RAU KEY SET

	1
	T112
	Corps common RAU Te key

	2
	K028
	Corps common CM KEK

	3
	N029
	Corps common CM Net Key

	4
	M224
	Corps common DSVT M Key

	5
	UXXX
	Designated U key for DSVT

	6
	SPARE
	


REMOTE SCC KEY SET
	1
	TXXX
	Designated BN Te Key

	2
	K028
	Corps common CM KEK

	3
	N029
	Corps common CM Net Key

	4
	SPARE
	

	5
	SPARE
	

	6
	SPARE
	


LOS KEY SET

	1
	TXXX
	Designated BN Te Key (LOS V2 only)

	2
	K028
	Corps common CM KEK (LOS V2/SCC only)

	3
	N029
	Corps common CM net key

	4
	SPARE
	

	5
	SPARE
	

	6
	SPARE
	


NC/LEN KEY SET
	Pre-positioned
	Transferred Via BT List 6

	1. T113 - Ti
	001 - 001 CIRK

	2. B002 - BT
	003 - 025  U Keys

	3. N029 - CM Net
	028 - 029  CM keys

	4. C001 - CIRK
	101 - 113  Ti & Te keys

	
	224 - 225  M & X keys

	Additional keys held by PNCS,

IAW current OPORD
	SNCS, & Leader switches




TACSAT KEY SET
	1
	T11
	TACSAT TED key

	2
	K028
	CM KEK (corps)

	3
	N029
	CM Net key

	4
	TBD
	EAC CM KEK - if required

	5
	TBD
	EAC CM Net Key - if required

	6
	SPARE
	


TROPO KEY SET
	1
	T11
	TROPO TED key - if required

	2
	K028
	CM KEK (corps)

	3
	N029
	CM Net key (corps)

	4
	TBD
	EAC CM KEK - if required

	5
	TBD
	EAC CM Net key - if required

	6
	SPARE
	


ANNEX B

LINK INSTALLATION and BULK TRANSFER PROCEDURES
Internodal Link Installation

· NC/LENs initialize link with T113 - update 1

· Master NC generates T370

· Master NC transfers T370

· NC/LENs re-load TEDs with T370 - update 1

· Master NC performs TED update to correspond with the day of the month.

SEN/RAU Link Installation

· NC/LENs initialize link with designated Te key - update 1

· NC performs TED update to correspond with the day of the month

Orderwire Keys.  Two keys are used with the CM (KY-57) to provide secure orderwire capabilities.

1.  Net Traffic Key (N029).  TEK used to provide protection for confidential CM (communications modem) communication between MSE teams corps-wide.  Generated at the PNCS by the BCOR and pre-positioned with all MSE teams prior to deployment.  Ncs and LENs receive N029 via BT.

2.  Key Encryption Key (K028).  KEK generated at the PNCS by the BCOR and pre-positioned with Ncs, LENs, SENs, and RAUs corps-wide.  K028 is used at the discretion of the BCOR for OTAR between MSE teams.  Ncs and LENs receive K028 via BT.

ANNEX C

52nd DIV (M) COMSEC TRANSFER LISTS

	LIST
	USE

	1-5
	Available for assignment

	6
	Current Network Keys

	
	001-001  CIRK

	
	003-025  U Keys

	
	028-029  CM Keys

	
	101-113  Ti & Te Keys

	
	224-225  M & X Keys

	7
	Next-Up Network Keys

	
	257-257  CIRK

	
	259-281  U Keys

	
	284-285  CM Keys

	
	357-369  Ti & Te keys

	
	480-481  M & X Keys

	8
	Message Switch Keys

	
	125-125  Tg Key

	
	146-155  MSRV

	
	226-226  MSNV


ANNEX D

52nd DIV (M) HUS ALLOCATION CHART

	                                    HUS

	KEYLABEL
	ACTIVE
	RESERVE
	USE

	
	
	
	************ SWITCH KEYS **************

	C001
	001
	257
	CIRK

	B002
	002
	258
	CBTV

	
	
	
	******** SUBSCRIBER KEYS*************

	U003
	003
	258
	Rekey  1:    Profiles   1-2 

	U004
	004
	259
	Rekey  2:    Profile     3

	U005
	005
	260
	Rekey  3:    Profile     4

	U006
	006
	261
	Rekey  4:    Profile     5

	U007
	007
	262
	Rekey  5:    Profile     6

	U008
	008
	263
	Rekey  6:    Profile     7

	U009
	009
	264
	Rekey  7:    Profile     8

	U010
	010
	265
	Rekey  8:    Profile     9

	U011
	011
	266
	Rekey  9:    Profile    10

	U012
	012
	267
	Rekey  10:  Profile    11

	U013
	013
	268
	Rekey  11:  Profiles  12, 13,  14

	U014
	014
	269
	Rekey  12:  Profiles  15, 16,  17

	U015
	015
	270
	Rekey  13:  Profiles  18, 19,  20

	U016
	016
	271
	Rekey  14:  Profiles   21,  22, 23

	U017
	017
	272
	Rekey  15:  Profiles   24, 25, 26

	U018
	018
	273
	Rekey  16:  Profiles   27, 28, 29

	U019
	019
	274
	Rekey  17:  Profiles   30, 31, 32

	U020
	020
	275
	Rekey  18:  Profile     33

	U021
	021
	276
	Rekey  19:  Profile     34

	U022
	022
	277
	Rekey  20:  Profile     35

	U023
	023
	278
	Rekey  21:  Profile     36

	U024
	024
	279
	Rekey  22:  Profile     37

	U025
	025
	280
	Rekey  23:  Profile     38

	U026
	026
	281
	Rekey  24:  Profile     39

	U027
	027
	282
	Rekey  25:  Profile     40

	M224
	224
	480
	Corps Common M key

	
	
	
	*************** CM KEYS *****************

	K028
	028
	283
	CM Key encryption key (DVOW RRV)

	N029
	029
	284
	CM Net traffic encryption key (DVOW CNV)

	
	
	
	************** SPARE KEYS **************

	NA
	030
	286
	Available for assignment

	
	:
	:
	

	NA
	100
	356
	Available for assignment


ANNEX D (CONT.)

52nd DIV (M)  HUS ALLOCATION CHART

	                                    HUS

	KEYLABEL
	ACTIVE
	RESERVE
	USE

	
	
	
	442nd SIGNAL BN

	
	
	
	********************** TED KEYS ****************************

	T101
	101
	357
	Te key: A SENS   SIG BN

	T102
	102
	358
	Te key: B SENS   Not assigned

	T112
	112
	368
	Te key: RAUs, Corps common (442 RAUs corps common)

	T113
	113
	369
	Ti key:  Corps common

	  NA
	114
	------
	Not used

	  NA
	-----
	370
	Tn transfer, per link

	T115
	115
	371
	Tg key, assigned by SYSCON

	:
	:
	:
	:

	T124
	124
	380
	Tg key, assigned by SYSCON

	T125
	125
	381
	Tg message switch (AN/TYC-39)

	
	
	
	****************  SWITCH KEYS  ***************************

	A126
	126
	382
	AIRK, assigned by SYSCON

	:
	:
	:
	:

	A145
	145
	401
	AIRK, assigned by SYSCON

	U146
	146
	402
	MSRV (AN/TYC-39)

	:
	:
	:
	:

	U146
	155
	411
	MSRV (AN/TYC-39)

	U164
	156
	412
	Available for assignment

	:
	:
	:
	:

	U222
	222
	478
	Available for assignment

	NA
	223
	479
	Not used

	M224
	224
	480
	M key

	X225
	225
	481
	X key (net 2/27)

	X226
	226
	482
	MSNV (AN/TYC-39 net 3/28)

	NA
	227
	483
	Available for assignment

	:
	:
	:
	:

	NA
	255
	511
	Available for assignment


ANNEX  D

COMSEC TERMS AND DEFINITIONS

1.  AIRK.  Area Interswitch ReKey.  Used to encrypt per call (V) keys across gateway links.

2.  ABT.  Assign Bulk Transfer.  Command used by NC/LENs to activate, generate,  or transfer COMSEC keys.

3.  AKDC.  (Automatic Key Distribution Center, KGX-93A). Located within NC/LENs.

4.  ANR.  Assign Net Rekey.  Command used by NC/LENs to activate DSVT traffic (X) key.

5.  AOD.  Assign On Line Diagnostics.  Commands used to diagnose faults at NC/LENs.

6.  AVL.  Assign Variable Location.  Command used by NC/LENs to modify standard COMSEC key assignments at NC/LENs.

7.  ATL.  Assign Transfer List.  Command used by NC/LENs to assign COMSEC Keys to bulk transfer lists.

8.  BT Key.   Bulk Transfer Key.  Used to encrypt the transfer of keys between NC/LENs.

9.  BULK TRANSFER.  Electronic Transfer of COMSEC Key from one AKDC to another.

10.  CCI.  Controlled Cryptographic Item.

11.  CIRK.  Common Interswitch Rekey.  Used to encrypt the per call (V) keys between NC/LENs.

12.  CMDSA.  COMSEC Material Direct Support Activity.  Provides Division COMSEC logistic and maintenance support.

13.  CNV.  Corps common orderwire TEK.

14.  DCOR.  Division COMSEC Office of Record.

15.  DIT. Display Incoming Transfer.  Command used by NC/LENs to display log of bulk transfers received by a NC/LEN.

16.  DOT.  Display Outgoing Transfer.  Command used by NC/LENs to display log of bulk transfers sent by a NC/LEN.

17.  HUS.  Hardened Unique Storage.  COMSEC key storage location within the AKDC.

18.  KEK. Key Encryption Key.  Used to encrypt another key during OTARs.

19.  KEY.  A sequence of random binary digits used to initially set-up and periodically change the operations performed by cryptographic equipment.  The MSE system utilizes several different key types to ensure compatibility and security protection.

20.  M key.  TEK used in RT-1539 and the LDX position of the DSVT.

21.  NSG.  Node Switch Group.  Grouping of Mobile Subscriber Equipment, normally assigned to signal companies, for the purpose of COMSEC key management.

22.  OTAR.  Over The Air Rekey.

23.  Te Key.  Trunk Encryption Key.  Used to encrypt links to SEN/RAUs.

24.  TEK.  Traffic encryption key.

25.  Tn Key.  Trunk Encryption Key.  Used to encrypt internodal links.  

26.  U Key.  KEK for the DSVT netted throughout the corps.

27.  V Key.  Per call TEK.

28.  X Key.  TEK encrypts signaling to the DSVT.  Replaces the M key during KY-68 affiliation.  Transparent to the user.

CHAPTER 6

MSE TACTICAL PACKET NETWORK (TPN)

The MSE Tactical Packet Network is a high speed data communications network overlay, utilizing the TYC-19/TYC-20 packet switches.  This equipment is housed in the SENS, LENS, NCS, and the SCC.  The TPN requires all users to possess a minimum of a secret clearance to access the network.  It is ideal for small file transfer and E-Mail.
· TYC-20 Packet Switch  (Description and Capabilities)

· The TYC-20 packet switch is a device that accepts data in the form of packets and routes them towards the destination switch.  The TYC-20 is autonomous, self-organizing, and can be operated unattended,  It is housed in the same shelters as the MSE circuit switches.

· The TYC-20 comes in two versions. Version 1 has 12 ports and is found only in the NCS.  Version 2 has 6 ports and is found in the LEN, SEN, and the SCC.  Each port can be configured with software for use as an Inter Switch trunk, or as an X.25 host access.

· The TYC-20 uses a 5.25 MS DOS compatible Boot disk, known as the start-up disk (used before s PSN is assigned by the NMC) or the working disk (used when a PSN has been assigned by the NMC)

· The maximum allowed distance from the TYC-20 to the local host is four km for X.25 hosts and 185 m for the LAN without a repeater.

· The TYC-20 discovers failed switches and circuits, reroutes traffic and reports failed trunks to the network management center (NMC).

· The TYC-20 uses a routing table to choose which IST a packet is sent ont.  The routing table lists other switche addresses and the time delay.  TYC-20 uses dynamic routing which means that the routing table is updated periodically.  These updates are made when adjacent packet switches share routing information for path time delays.

· As packet switches are brought on-line, they exchange address information with adjacent packet switches.  From this exchange, the routing table is formed.

TYC-19 GATEWAY  (Description and Capabilities)

· The TYC-19 Communications Gateway Processor, also known as the T-20, is an autonomous and self-organizing routing processor that enables the user to communicate with other users on adjacent networks.  The TYC-10 has a DDN compatible Internet router and bridge.  It uses internet protocol switching and supports automatic addressing and re-affiliation of subscribers.  The TYC-19 has 3 ports configured for use.

· One 56 kbps port is used to connect to the TYC-20, one 64 kbps port is used for an IST to another TYC-19, and one 16 kbps port is used for dial-up access.  The dial-up port can be software reconfigured for use as a 64 kbps IST to another TYC-19.

· The TYC-19 gateway is used to connect different packet networks within the same corps, adjacent corps, EAC packet networks, joint services packet network (TCP/IP), NATO packet networks, (X.25/OSI), or commercial TCP/IP networks (x.75).

· The TYC-19 routes traffic, using a shortest path first method.  TYC-19’s share address information and build a shortest and alternate path routing table from this information.

Concentrators

· Concentrators are host computers that allow many users to connect to the TPN.  Concentrators accept files from the users connected to it.  These files are stored and then sent down the network on a first come first serve basis.

· Concentrators are owned, operated, and maintained by the users.  Concentrators have 32 RS-232 ports, an IEEE 802.3 LAN, and X.25 capability.  It also has 64 asynchronous line drivers. 

Tactical Terminal Adapter (TTA)

· TTA’s connect computers to tactical 4W CDI circuits.  They enable compuetrs that are not geographically located with concentrators to connect via the circuit switch.

· TTA’s provide an auto-answer/ auto-dial function over all tactical digital networks.  They accept RS-232 input from the computer and emulate a DNVT.  The TTA uses the standard Hayes modem command set.  A computer connected to a TTA can use any standard communications software package such as ProComm or Blast.  

· TTA’s can also be used for point to point data communications via the circuit switch network.

· TTA’s are user owned, operated, and maintained.

PACKET SWITCH CONFIGURATIONS

NCS Configuration

· One TYC-20 (V1) packet switch has the following port configurations:  Five 64 kbps IST’s to another NCS or LEN, five 16 kbps IST’s to SEN’s or an SCC, one 16 kbps X.25 dial-up port, one 56 kbps IST to the TYC-19, and two IEEE 802.3 LANs.

· One TYC-19 Gateway

· One AN/UYK-86 workstation is located at the Node Center used for man machine interface, TTY, call service position, MTA and TNS maintenance, and loading software from floppy disks.



LEN Configuration
· Two TYC-20 (V2) packet switches which have the following port configuration:  seven X.25 hosts ports, 4 IEEE 802.3 LANs, two 64kbps IST’s and one 16 kbps IST.  The LEN does not have a TYC-19 Gateway Processor

· One AN/UYK-86 workstation as found in the NCS

       

                                                              

SEN Configuration

The SEN has one TYC-20 (V2) packet switch configured with five X.25 host ports, 2 IEEE 802.3 LANs, and one 16 kbps IST.

*See depiction on following page

SCC Configuration
The SCC is connected to the packet switch via IEEE 802.3 LAN for the workstations, and via X.25 port for the NMC.

*See depiction on following page.



Accessing the Network

· Via X.25 host.  The X.25 host can access the network at the SEN or LEN using 4-wire CDI at 16 kbps over a amximum distance of 4 km.  

· Via Local Area Network (LAN).  A host can access the network using RG-58 thin coaxial cable.  The maximum total length of the LAN RG-58 cable is 185 meters.  The LAN provides for local data communications to other hosts on the LAN and access to TPN via the integral gateway (IGW).  One LAN can have 29 hosts.

· Via Concentrator.  Computers can access the network through concentrators.  The concentrators connect to TPN using one of the X.25 ports on the packet switch or connects to the packet switch using an 802.3 connector.  Computers can connect to the concentrator using RS-232 cables, via a voice circuit using a TTA.  The concentrater accepts mail from users.  It delivers local mail and routes the rest to distant concentrators.  Concentrators first send the mail over the TPN.  If that is unsuccessful then it routes mail over a circuit switch.  If that doesn’t work the concentrator gives an error message to the sender.

Internet Protocol (IP) Adresses
· The TPN uses IP addresses in the form of 148.<Network ID>.<Port #>.<Packet Switch #>.

Tactical Name Server (TNS)

· TNS is a computer software process in the NCS workstation.  It is used to hold address information about any user in the network.  The TNS allows a host in the TPN to be addressed by its user name rather than an IP address, which is dependent on the hosts physical location.  It performs the change from physical addressing to logical addressing.

· TNS is able to determine any registered hosts Internet Protocol address, and allows any host to connect to or terminate from any LAN or X.25 port and receive messages.

· TNS user registration.  There are two parts to user registration.  First the user gets an IP address and registers with TNS/MTA.  A computer with an X.25 host gets its IP address by calling the port “zero/zero” with a net ID private facility request.  The TYC-20 responds with an IP address.  A computer on a LAN issues a RARP.  The IGW responds with the computers IP address.  The IP address consists of a port address, PSN ID, and Net ID.  Finally, the host send a registration message to the closest MTA/TNS.

Message Transfer Agent (MTA)

· MTA is a computer process in the NCS workstation that assists in the delivery of electronic mail.  MTS’s are used to move a message from someone using one kind of E-Mail program called a user agent (UA), to someone using a different type of E-Mail program.

· Features.  Multiple address delivery and absent host coverage.

· MTA/TNS interaction.  MTA queries TNS for host IP address.  MTA queries TNS for mailbox resolution.

· E-Mail transport supported by Simple Mail Transport Protocol (SMTP).

Number of channels allocated per IST:

	IST
	Channels
	Data rates (kbps)

	SEN-NCS
	1
	16

	LEN-NCS
	4
	64

	NCS-NCS
	4
	64

	SCC-NCS
	1
	16

	SEN-LEN
	1
	16

	NCS-EAC
	4
	64




TPN OVERLAY ON MSE
Note:  A TYC-19 Gateway is used to connect to EAC and adjacent networks.  A TTC-39D is used at EAC for packet switching.
· Hosts used TCP/IP (Transmission Control Protocol/Internet Protocol) to communicate over the TPN.  When a host has data to send, it makes a request to the TCP/IP processor.  The processor constructs packets out of the data, establishes data paths, and delivers the data to the destination.  Host computers use either X.25 or IEEE 802.3 protocols to gain access to the packet network.

· Upon receiving packets from a host the TYC-20 packet switch reformats the packets using an internal switch-switch protocol and transmits them towards the destination.  The internet protocol is a positive acknowledge protocol.  The receiving switch must acknowledge successful reception of each packet received.  If the sending switch doesn’t receive and acknowledgement then it continues to retransmit the packet until an acknowledgement is received.
· Upon receiving packets from a host the TYC-20 packet switch reformats the packets using an internal switch-switch protocol and transmits them towards the destination.  The internet protocol is a positive acknowledge protocol.  The receiving switch must acknowledge successful reception of each packet received.  If the sending switch doesn’t receive and acknowledgement then it continues to retransmit the packet until an acknowledgement is received.
TAB  1

TACTICAL PACKET SWITCH NETWORK INSTALLATION PROCEDURES

The following procedures will serve as a guide to ensure correct initialization of the MSE Tactical Packet Switch Network.  Requirements for reliable data communications to support commercial and Army Battle Command System (ABCS) computer is growing dramatically across the army.
1. (ALL) Ensure that the LAN terminators (caps) are securely connected on the SEP:NC: ports A9 and A10

LEN: ports A1, A2, A3 and A4 

39D: ports A1, A2 and A3

2. (NC/LEN) Connect the LAN cable between the switch shelter (J14) and operations shelter:

Switch Sw sh Ops sh

NC J14 J8

LEN J1 J10

3. Check the toggle settings on all the PSHTI cards (Ref: MSE SOP Vol 1, pp 2-iii-2 through

2-iii-5.  The standard configuration is as follows:

NC: All switches down: A6: 0402, 0404

A7: 0402, 0404, 0533, 0535, 0537

Bottom switch UP (all other Sw down): A6 0406, A7 0406

LEN: All switches down: A7: 0409, 0411

Bottom switch UP (all other Sw down): A7 0413

39D: All switches down: A13: 325, 326

A16: 315, 316, 317, 325, 326

Bottom switch UP (all other Sw down): A16: 327

Bottom 2 switches UP (Sw 1-4 down): A13: 327

A16: 313

4. (ALL) Verify your IP network (148.14 or 148.15) with the network diagram (OPORD).

Insert correct work disk(s) into the C/3/XA packet switch disk drive(s) and turn it on.

NC: Only one disk is used

LEN/39D: Lower numbered disk in top PS, higher numbered in bottom PS

5. (NC/39D) Insert Gateway disk into the T/20 gateway disk drive and turn it on.

Note: Even if no gateway is to be installed at this switch, turn the T/20 (AN/TYC-19) on.

6. (ALL) Wait 5 minutes and then observe the green LEDs on the PS to ensure it is operating

correctly (Ref: MSE SOP p. 2-iii-1 and p. 3-i-c-1). LEDs 16&8 on at the same time indicate

that the IGW is working. If LEDs 16&8 do NOT come on at the same time, then STOP and

troubleshoot using the PS troubleshooting procedures.

7. (ALL) Check the PS to ensure the IGW is operating correctly. The top row of the PS has 5

LEDs. ALL 5 LEDs should be illuminated. If not, then STOP and troubleshoot using the PS

troubleshooting procedures.

8. (NC/39D) Observe the green LEDs on the PS. LEDs 19&5 on at the same time indicate the

T/20 is connected to the packet switch. If LEDs 19&5 do NOT come on at the same time, then

STOP and troubleshoot using the PS troubleshooting procedures.

9. (LEN) Observe the green LEDs on the PS. After LEDs 16&8 go out, LED 5 should go on,

which indicates the trunk between the two packet switches is up. If not, then STOP and

troubleshoot using the PS troubleshooting procedures.

10. (ALL) After switch is initialized, check the configuration of the MTA/TNS. Go to MTA/TNS

Maintenance menu, then select item 1 (Input Systems Parameters). Verify the following:

Switch Code: XXX (XXX=Your switch code)

NOTE: This is the same code as the one used in ASI.

Domain Name: c5.army.mil

Net ID: Either 148.14 or 148.15 (specified by OPORD or SYSCON)

Packet Switch #: Your PSN (same as on PS work disk).

Do you want to store these changes? Y/N

Type Y if any changes were made OR if MTA and TNS are not both running. (Typing 'Y' here will restart the MTA andTNS).

NOTE:  LENs make the following changes: For switch code, type "L0xx', and for PS# type

'XX,YY', where XX is the bottom (higher) PSN# and YY is the top (lower) PSN#.

11. (ALL) When initializing internodal links, type Packet Switch 'Y' if both switches are in the

same IP network. If the other switch is in a different IP network, then check the OPORD to find

out if PS should be marked 'G' (gateway) or 'N'. If PS is marked 'Y' or 'G', then mark PS

Bypass 'Y'. NOTE: If directed by OPORD or SYSCON to install a LOW-Speed PS link to

another NC/LEN/39D, then follow the Low-Speed Link Initialization Procedures. If directed by

OPORD or SYSCON to install a third HIGH-Speed PS Link (LENs only), then follow the

Third High-Speed LEN Initialization Procedures.

NOTE: LENs do not have a T/20 gateway and therefore cannot have links marked PS 'G'.

12. (ALL) When initializing SEN links (ASR), always mark packet switch 'Y' and tell the SEN

operator what IP network you are in (148.14 or 148.15). This is important for two reasons; (1)

so the SEN operator knows which work disk to put in the PS, and (2) so supported customers

can be told their correct IP Address.

13. Do the following IP ECHO (ping) tests to verify PS operation:

(XX=14 or 15, depending on which IP network you are in. LEN/39D: PSN1=Top PS, PSN2=Bottom PS).

	Step
	SW
	IP Address
	Time
	*Host

	a.
	NC
	148.XX.111.PSN
	0 ms
	Workstation

	
	LEN
	148.XX.111.PSN2
	0 ms
	Workstation

	
	39D
	148.XX.111.PSN1
	0 ms
	Workstation

	b.
	NC
	148.XX.111.PSN
	66 ms
	IGW in PS

	
	LEN
	148.XX.111.PSN2
	66 ms
	IGW in Bottom PS

	
	39D
	148.XX.111.PSN1
	66 ms
	IGW in Top PS

	c.
	NC
	148.XX.5.PSN
	116 ms
	T/20 Gateway

	
	39D
	148.XX.5.PSN1

	116 ms
	T/20 Gateway

	d.
	LEN
	148.XX.56.PSN1
	190 ms
	IGW in Top PS

	
	39D
	148.XX.56.PSN2
	190 ms
	IGW in Bottom PS

	e.
	ALL
	148.XX.56.OTH
	*
	IGW for connected NC/LEN/SEN/39D


* Typical Response Time of IP Echo Test. Response times vary for internodal and extension

links, but should average about as follows: 200-300 ms for radio and cable links; 700-800 ms

for TACSAT links. If the times are a lot higher, then the data is traveling over a different link.

NOTE: Be sure to use the correct NET ID and PSN# for each link.

14. If instructed by OPORD or SYSCON to assign a dial-up PS Port (either gateway or X.25),

then follow the Assign Dial-Up procedures.

PACKET SWITCH NETWORK ASSIGNMENTS

	PLT
	ASSEMBLAGE
	TEAM LABEL
	PSN

	1st
	NC
	40
	1

	
	SEN V1
	E11
	111

	
	SEN V1
	E12
	112

	
	SEN V2
	E71
	113

	2nd
	NC
	41
	2

	
	SEN V1
	E21
	2112

	
	SEN V2
	E72
	212

	3rd
	LEN
	L42
	3

	
	SEN V1
	E31
	311

	HQ’s
	SCC
	SCC
	247


RING CODE ASSIGNMENTS
	TEAM
	RING CODE

	NC 40
	1

	NC 41
	2

	LEN 42
	3

	SENs
	12

	RAUs
	14

	LOS V1
	13

	LOS V2
	13

	LOS V3
	6-8

	LOS V4
	13

	SPARE
	15-16


· Operators will always answer the CM with their type of assemblage and Name. ie NC Switch 40, SGT Light.

· The CM in the bridge mode sometimes fades. LOS operators must be prepared to relay information between NC operator through the CM, or between distant ends during phone conversations.

· Any party who answers or joins a CM call will not drop off the call without announcing his/her intentions to leave the call.

CHAPTER 7

LEADER NOTES

ANNEX  A
PRE-CONVOY BRIEFING/CHECKLIST

Schedules and Time Table

    ____  Uniform

    ____  Current Intelligence and Threat Summary

Convoy Commander's Briefing Checklist

    ____  Hazardous Area

    ____  Route ‑ (hand out strip map)

    ____  Stops ‑ (if necessary)

    ____  Refuel Point ‑ (If necessary)

    ____  Emergency Procedures (fire, attacks, ...)

    ____  Accident Procedures (check dispatch packets & sign safety briefing)

    ____  Distance between vehicles ‑ 100m day, night convoy commanders call.

    ____  Speed.  35 mph Hard Ball, 40 mph catch up, 20 mph off road, 

              and 25 mph off road catch up.

Inspect

    ____  IV hook up & trailer pintle connection

    ____  Fire extinguisher in cab of vehicle

    ____  No extraneous Material & all items on gen. trailer

    ____  Secured canvas

    ____  Commo to call in SP's/CPs and RP's

    ____  Head and tail lights

    ____  Windshield wipers (on drivers side as a minimum)

    ____  Horn

    ____  Brakes

    ____  PMCS then "sign off" 2404

    ____  License of driver

    ____  Insure soldiers wear their SEATBELTS!

    ____ Maps, team packets, OPORD on-hand

    ____ COMSEC devices keyed and properly labeled

    ____ Location of wrecker or towbar

Rehearse  (even if only verbal)

    ____ Actions in case of vehicle breakdown (especially switch or other critical shelter)

    ____ Actions in the event of vehicle accident (MEDEVAC freq., combat lifesavers, nearest medical

             facility.

· Training Tip - Practice a mock vehicle breakdown; make the team evacuate the vehicle with towbar.

ANNEX  B

SITE RECONNAISSANCE / OCCUPATION / DEFENSE

Before conducting the recon it is critical to know the threat level (NBC, enemy activity, movement of major friendly units).  If you don’t get a SITREP from the SCC/SYSCON, ask for one.

The advanced party may consist of the Platoon Leader/Sergeant, NBC Team, LOS Supervisor, the LOS V3 team with the priority link, and when possible one representative from each shelter to serve as ground guides as appropriate.

The advance party will take the following actions:

· Recon route.  Recon/Return by alternate routes if possible

· Mark the location of key antennas and assemblages

· Combat park vehicles in herringbone formation.

· Notify SCC/SYSCON of arrival

· Dismount and assume defensive posture.  Quickly clear the site.

· Place guard w/M60 at dismount point.                                

· Conduct NBC sweep of area w/NBC team. (if NBC threat is indicated in Intel SITREP).

· Establish 360 degree security.

· Determine site layout/consider:


- Location and azimuth of shots specified in team packet.


- Projected antenna field (Always 360 degrees).


- Cover and concealment.


- Masking of antennas and assemblages.


- Shelter and generator positions.

             - Cable lengths.

· Leader Tip - Don’t be afraid to spread out the V3’s - it won’t hurt anyone to walk a little.

· Set M8 Alarm (if needed).

Establish internal communications via TA-312 or DNVT.

· Develop traffic plan.

        - Use cover and concealment.

        - Avoid crossing cable routes.  Bury cables 6 inches under vehicle crossings.

· Inform SCC/SYSCON that site is secure.  Contact main body.

· Inform main body OIC/NCOIC of any changes.

· Complete priorities of work

· Leader Tip - Before conducting the recon make sure you have map, overlay, compass, and team packets for the planned links.  Make sure you have plotted the locations of Nodes, SENS, and remote RAU’s in your area - you may have to shoot to them later!

FORCE PROTECTION & SITE DEFENSE

Site defense is a critical part of force protection.  One of the leadership challenges is balancing force protection (site defense) and mission accomplishment (getting comm’s established).  Force protection must be keyed to the threat level; it is often given lip service (ie..one tired dismount and a strand of concertina) during peacetime.  Bosnia, Haiti, and Desert Storm tell us we can do better.  You are oft skinned - your best defense is effective site placement and camouflage.

OACOK.  All selected sites should be placed with the 5 principles of site defense in mind (Observation, Avenues of Approach, Cover, Obstacles, Key Terrain, and).  After a site has been cleared and secured by the advanced party, the main body will move in and establish a site defense plan.  Look for mines and unexploded ordnance.  If you find any do not handle - they will kill!  Inform higher and request a new grid or to move the site appropriately.

Priorities.  Immediate security then communications has priority when moving into a new area.  Defense of the area in total will follow immediately with all available personnel.  Security, such as OP's and LP's should be maintained at all times.  If an attack is expected, the number of personnel necessary to maintain essential communications will be kept to a minimum and all others will man their perimeter positions

· Leader Tip - Lead by walking around.  Check different avenues of approach and at different times of the night and day.  Ask yourself what the threat is (terrorist, NBC, sniper, truck bomb, accidental weapon discharge) and how can I counter it!

Site Defense Plan.  The OIC/NCOIC will establish a plan to defend the site.  This will include crew served and individual weapons (M16A2 and M203).  All NBC alarms will be positioned upwind.  The site defense will be completed within 30 minutes of occupation of the site by the main body.  When applicable, coordinate with the supported unit for assistance and to tie in the site's defense plan.

Node Center site defense includes:

· M60.

· M203.

· M8 Alarm.

· Chemical Survey team.

· Combat Lifesavers.

· Claymores and anti-tank weapons

· Communications with dismount point LP/OP’s, assemblages and sleep areas.

· Leader Tip - Conduct an informal sand table rehearsal with all key leaders.  Talk through responsibilities and work priorities before jumping.

Site Defense Actions
Stand-To.  Each site holds a STAND-TO both morning and evening to ensure that each soldier adjusts to the changing light and noise conditions; and to ensure that each is dressed equipped, and ready for action.  The morning STAND-TO starts 20 minutes before first light BMNT and continues for about 30 minutes until after first light.  The evening STAND-TO starts 20 minutes prior to EENT and continues for about 30 minutes until after dark.  The starting and ending times should vary.

Perimeter Security:  All Signal sites will establish a 360 degree defensive perimeter if not supported by the unit.  All communications shelters must have fighting positions close to the shelter and integrated into the defensive perimeter.  These positions will be fully manned when an attack is likely or the site is under attack. A quick reaction force drawn from those personnel sleeping can make a dramatic difference if engaged by the enemy.

·  Designate crew-served and individual weapons positions and have range cards prepared.

·  Designate boundary limits and ensure night firing stakes have been emplaced.

·  Emplace LP/OPs.

· Establish a quick reaction force (QRF).  The QRF should rehearse as directed by the commander.  This force is designed for internal security and reinforcement of the site perimeter when penetrated by the enemy.  Make sure the QRF has a TA-312 or DNVT so they can be alerted.

·  Emplace barbed wire, mines, claymores, trip flares, and early warning devices when available.


- Prepare a ground defense plan/sketch.  


- Designate secondary fighting positions.

·  Dismount Point.


  - Must know Rules of Engagement (e.g. fire only if fired upon ....)

 
  -  Will be manned by two (2) personnel, if possible.


  - Access route will be barricaded to force vehicles to stop.

· Leader Tip - Rehearse site reaction to various threats (NBC, ground attack, etc..)  

 Challenge And Password.
·  Should be distributed to all personnel in a uniform manner daily.

·  Running passwords should be given to the LP/OPs and other security personnel who are operating outside the perimeter.  Use the challenge and password in a sentence.

 Site Operations.  The following guidelines should be used to promote overall tactical security:

· Survival Tip - The most junior soldier in the unit must be intimate with the Rules of Engagement - lives literally depend on it.

·  Tactical feeding for field meals.

·  Noise and light discipline will be strictly enforced.

· The site will be kept well policed.

All camouflage netting will be used.  Natural camouflage will be used whenever possible to protect against overhead detection.

· Ensure all personnel know the chain of command.  Ensure personnel know who assumes the duties of leaders killed or wounded.  Ensure subordinates are cross-trained to take over the duties of their superiors.

· Seal off avenues of approach into the site.  Channel traffic into the dismount point.

· Report all unknown military and civilian personnel lurking in the area to the SCC.

· Limit access into the site to authorized personnel only.

·  Emplace triple strand concertina around sensitive and restricted areas.

·  Avoid occupation of cleared areas.

·  Conduct refueling, movement, and other major activities during darkness.

·  Eliminate tracks, markings, and other indicators of movement into the area.

·  Limit movement, heat emitting devices, smoke, and other visual indicators.

·  Take measures to muffle generator noise.

·  Avoid patterns.  Vary times for meetings, etc.

·  Ensure information is disseminated in a comprehensive, timely, and accurate manner.

·  Position vehicles and equipment for hasty exit of the site.

General.  When developing the site defense plan:

· As a Minimum, key leaders must physically walk the perimeter and identify the locations individual/crew-served fighting positions.

· The site defense planner must, as soon as possible, personally show each soldier the location of their fighting position

· Whenever possible, all remote sites (i.e. RAUs, Retrans, Relays) will deploy with at least one M60, M203, M8 Alarm and Combat Lifesavers. 

· Survival Tip - Leaders must walk the site during odd hours ( late at night, off times during the day) and check security and combat discipline of soldiers.

 SITE SELECTION / RECON
Before any tactical signal site is occupied, the OIC/NCOIC of that site will conduct a ground recon and sketch site layout diagram - Annex C, Chapter 7.  At a minimum a map recon will be conducted. When selecting the location, the OIC/NCOIC must determine:

·  Locations on the ground for all antennas regardless of whether they will be erected or not.  Antenna locations should permit their LOS assemblage to setup nearby, and should generally establish a perimeter allowing all other site elements to locate within it.

·  If the location permits shots from 360 degrees.  If not, establish the blind spots using a compass and consult with the SCC for site suitability.

· Locations of the other site elements such Node Center/LEN, MKT, Fuel Point, Motorpool, Dismount Point, etc...   Each location should offer cover and/or concealment, and should be within the general perimeter as established by the antenna field.  Include the planned locations in the site diagram.

·  The defendability of the site.

· Leader Tip - Place markers where to indicate where each antenna and signal assemblage will be parked.  At night small chem-lights of different colors can be used during jumps - make sure everyone knows the color scheme!
· The site layout should include placing markers to indicate where each antenna, signal assembly, and power assembly will be parked. 

· Identify access roads and site defense requirements.

· Make a sketch, Ch. 7, Annex D, include the routing of all cables (signal and power) and the locations of defensive positions. Sketch in contour line changes (high ground), vegetation, roads and trails.

· Planned cable routes will ensure power cables and signal cables are not crossed or laid side by side.

· The access road through the site will be planned and cable overhead points designated.  This will allow new signal assemblages to be added to the site without disruption of existing communications.

· Designated ground guides and supervisory personnel will be briefed on the site layout and the designated entry routes into the site prior to the arrival of the main body.  

· The ground guides will direct the signal assemblages into their positions by the designated route and will provide an organized, efficient site occupation.

· Add the technical information from the SCC (frequ’s, azimuths, polarizations)

 PRIORITIES OF WORK

· Establish 360 degree security.

· PLT LDR with MSRT/FM located w/LOS V3 w/priority link.

· Establish FM communications with other NCS and SYSCON.

· Erect OE-254 and make radio check with SYSCON/SCC.

· Establish a dismount point.  LP/OP’s

· Position signal shelters, ground shelters and begin link installation.

· Position key weapon systems

· Assign sectors of fire

· Establish minimum communications

· Establish TRP’s and fire control measures (range cards etc...)

· Camouflage shelters, generators, and support vehicles.

· Prepare fighting positions

· Coordinate with adjacent units and supporting maneuver units (contact BSO)

· Bury cable and wire at vehicle crossings.

· Camouflage fighting positions.

· Put up tents, establish feeding areas

· Disseminate hasty displacement plan

· Establish CASEVAC plan

· Rehearse 

· After Operation PMCS on all vehicles.

· Weapons cleaned and lubricated daily.

· M8 Alarms serviced.

· Maintain individual NBC equipment.

· Maintain police of site

· Sleep

· Feed

ANNEX  C

SITE LAYOUT DIAGRAM WORKSHEET


ANNEX D


ANNEX  E

GROUNDING

· Power units should be level and correctly vented. Locate the generator so exhaust fumes are not vented into the shelters.  Be sure the wheels are chocked and leg supports are in the down position.

· The generator should be located as close as possible to its shelters.  The maximum distance is 30 feet, limited by the cable length.  Never place the generator in the antenna path.

· The ground strap must be connected to the ground rod before connecting it to the equipment (shelter, etc).  This is done so the operator doesn't become the best ground for the shelter.

· The grounding strap must not be run in such a way that it will become a tripping hazard.  Ideally, the ground rod is placed close to the vehicle or trailer just behind the rear wheel and under the assemblage.

· Grounding rods will be driven into the ground so that no more than 6-9 inches of the rod is showing.

· All connections to grounding terminals will be kept clean, tight, and the length of the ground strap must be kept as short and direct as possible.

· Treating the soil around the ground rod with common table salt (mixed 5 pounds to 5 gallons) or pouring rock salt into the hole and then saturating the hole will improve the quality of the ground.

· Leader Tip - Walk around and check ground rods by twisting the groundstrap connection to the ground rod and pulling the ground rod.

Test the grounding of the power plant first.

· .Using a multimeter, set for AC voltage.

· Connect the positive lead to the green wire at the generator junction box or terminal lugs, and connect the negative lead to ground.

· A reading of over 1 volt indicates a bad ground.  No voltage should register.

Test the grounding of the shelters.
·  Set the multimeter for OHMS.

·  With the power on and signal equipment operating, connect the positive lead to the equipment chassis and the negative lead to ground.

·  A reading of 25 OHMS or more indicates a faulty ground.

·  Safety considerations.  Ensure that all power switches are in the OFF position before connecting the ground strap to the ground rod.  Ensure that all connections are tight and solid prior to applying power to any equipment.

ANNEX  F

NBC
This is intended to provide guidance that will enable the units to accomplish assigned missions under the existing NBC conditions with minimum losses in personnel, time, and equipment consistent with the mission.

RESPONSIBILITIES.

·  Commander.
         (1)  Procure required NBC Defense Equipment.

        (2)  Complete a quarterly inventory of  NBCDE NLT 15 days after the end of each quarter.

        (3)  Maintain NBCDE IAW published standards.

        (4)  Plan for issue and transport of NBCDE.

        (5)  Hold first line supervisors accountable for inspection and maintenance of NBCDE.

· NCO/Enlisted.  The NBC NCO under the supervision of the NBC Officer, is responsible for the daily operations and maintenance of the unit NBC room. They will specifically:

        (1)  Read, be familiar with, and implement all aspects of this SOP.

        (2)  Maintain reference publications.

        (3)  Maintain strict property accountability of all NBC equipment IAW the unit supply SOP.

        (4)  Perform all organizational maintenance on all unit NBC equipment IAW appropriate TM's and Maintenance Management Update.

       (5)  Insure required calibration/certification of all NBC equipment is performed.

       (6)  Maintain maintenance records.

       (7)  Maintain contingency and training stocks.

       (8)  Prepare and maintain a mask control record for each mask (i.e. mask lot #, filter lot #, date mask tested, date mask fitted, date last filter change, size of mask)

· Individual Soldier.  Responsible for the care, maintenance, and periodic servicing of his/her individual protective mask, clothing, and assigned equipment.  He/she will be knowledgeable in the following areas:

        (1)  Individual NBC defense.

        (2)  Characteristics of chemical agents.

        (3)  Recognizing and reacting to NBC hazards and contaminated area marking signs.

        (4)  Operating in an NBC environment.

        (5)  NBC reporting procedures.

       (6)  Maintenance of individual and assigned NBC equipment.

       (7)  First aid in an NBC environment.

       (8)  Decontamination Procedures.

       (9)  Use of all NBC equipment to include unmasking procedures.

LEVELS OF MOPP:
MOPP levels will be directed by the SCC or supported unit.  If requirements come from the supported unit, the SCC must be notified.


MOPP LEVEL
   
  0     
       1               2   
    3                4                                                             


EQUIPMENT     
AVAIL      WORN*    WORN*     WORN*     WORN*


OVERGARMENT  
AVAIL      AVAIL       WORN       WORN     WORN


OVERBOOTS   
AVAIL      AVAIL       WORN       WORN     WORN


MASK        
        CARRIED
CARRIED  CARRIED     WORN*    WORN


GLOVES     

AVAIL   CARRIED  CARRIED  CARRIED   WORN

MASK ONLY - The following situations are appropriate for the mask-only condition:

· Troops are inside the shelter at MOPP3 or MOPP4, and a chemical attack has not occurred.

· Troops are inside the shelter at MOPP4, and the unit is in a downwind vapor-hazard area only.

· An attack has occurred, and the only hazard has been determined to be nonpersistent vapor.

· Leader Tip - Ultimately the decision to go to mask-only for personnel protected from liquid contact rests with the commander.  Mask-only is not an appropriate command when blister agent or persistent nerve hazards exist.

WARNINGS FOR UNIT DEFENSE

 Vocal
· The spoken word (vocal alarm signal) is the first way of informing troops of an NBC hazard or attack. The vocal alarm for any chemical or biological hazard or attack is the word gas.  The person giving the alarm masks first then shouts "GAS" as loudly as possible.  Everyone hearing this alarm immediately masks and then repeats the alarm.

· “THE VOCAL ALARM FOR THE ARRIVAL OF RADIOLOGICAL CONTAMINATION IN A UNIT AREA IS THE WORD FALLOUT”.

Sound
· Sound signals consist of a succession of short signals.

· Rapid and continuous beating on any metal object or three long horn blasts.

· An interrupted 10 warbling siren sound and vocal alarms in situations which the sound is lost because of battlefield noises or in which sound signals are not permitted.

The standard hand-and-arm signal for NBC hazards consists of the following steps:

· Put on the protective mask and hood.

· Extend both arms horizontally sideways with double fists facing up.

· Move fists rapidly to your head and back to the horizontal position.

· Repeat as necessary.

Visual and Audiovisual.  If the automatic chemical agent alarms are in operation, detected agents will trigger a visual and auditory alarm unit.  The person who sees or hears an alarm signal from the alarm unit immediately masks and augments this signal with the vocal signal.  Radio/telephone operators who hear the vocal signal immediately mask and relay the signal over the unit radio and telephone nets.  Personnel reinforce this signal with other sounds or visual signals.

ID OF PERSONNEL IN MOPP.  Personnel will place a strip of Green tape above the right pocket of the overgarment top.  On the green tape in bold black letters place the soldiers last name in permanent marker.  On the right pocket flap of the overgarment the soldier will place a subdued rank insignia to indicate their grade level.  The placement of M9 paper will be IAW STP-21-1 SMCT.

NBC RECON.  The purpose of the NBC Recon is to detect and identify NBC hazards.  For

further guidance see FM 3-19 NBC Reconnaissance.

· Retain freedom of maneuver.

· Orient on the threat.

· Report all information rapidly and accurately.

· Develop the situation rapidly.

· Avoid contact with enemy forces.

· Maximize the capabilities of NBC Recon units.

Actions on NBC contact.

· Stop and report.

· Determine agent type and intensity.

· Choose a course of action for recon.

· Recommend a course of action.

· Commander's decisions.

QUARTERING PARTY.  (Required items)

· Team to be in complete MOPP 4 to include M9 paper.

· Communications.

· Marking Kit.

· Chemical Detection Equipment (i.e. M256 kit, M8 and M9 paper, chemical agent alarm and CAM)

· Radiological Detection Equipment (i.e. IM-93 Dosimeters and IM-174 Radiacmeter.

· Leader Tip -  Once the area has been surveyed for contamination, SCC must be notified.  SCC will then determine further guidance.  At no time is a unit to take it upon themselves to do unmasking procedures or down grading of MOPP levels without guidance from SCC or

      supported unit.

ANNEX  G

 Standard OPORD Format
Copy_____of____Copies

442nd Signal Battalion

Fort Gordon, Georgia 30905

OPORD ___, (Exercise Name)

References:

Time Zone Used Throughout Order:

Task Organization:

1.  SITUATION.

    a.  Enemy.

        (1) Situation.

        (2) Disposition.

        (3) Capabilities.

        (4) Threat to Signal elements


  (a) Ground.


  (b) Air.


  (c) Artillery.


  (d) Chemical & NBC.

    b.  Friendly.

        (1) Front.

        (2) Left.

        (3) Right.

       (4) Rear. 

    c.  Attachment/Detachment.

2.  MISSION.

3.  EXECUTION.

    a.  Commander’s Intent

    b.  Concept of Operation.

    c.  Task to Subordinate Units.

    d.  Coordinating Instructions.

4.  SERVICE SUPPORT.

    a.  General.

    b.  Class I, Rations.

    c.  Class III, Bulk Fuel and Package Products.

    d.  Class V, Ammunition.

    e.  Maintenance.

    f.  Services.

5.  COMMAND AND SIGNAL.

    a.  Command.

    b.  Signal.

6.  SAFETY.

Acknowledge:








CDR NAME








Rank

OFFICIAL

Last Name

S-3

· Leader Tip - Get the troops used to using the standard 5 paragraph format for all briefings - don’t try to make up your own!

STANDARD BRIEFING FORMAT

	PARAGRAPH
	SUBJECT
	DISPLAYED AS

	Situation
	Enemy Forces

Friendly Forces

          Higher HQ (BN) Mission

          Operations Overlay
	Text / Verbal

Text / Verbal

OPS Graphics

	
	
	

	Mission
	Platoon Mission
	Text / Verbal

	
	
	

	Execution
	Commander’s Intent

Concept of Operation

     Timeline

     Convoy Procedure/Site Occupation/  

            Priority of Effort    

     Site Diagram w/defense plan & shots

     Shot Planning & Installation Priority

     Reports

Coordinating Instructions

     Risk Assessment

     Risks & Reduction Measures

     Rules of Engagement (ROE)
	Text / Verbal

Graph

Text / Diagram

Circle Chart

STD Database w/Eng Data & Priorities

Text / Verbal

Matrix

Text / Verbal

Text / Verbal

	
	
	

	Service Support
	Cl I / II / III / V Plan

Maint. Plan & Vehicle Recovery
	Text / Verbal

Text / Verbal

	
	
	

	Command & Signal
	Location of Higher Headquarters

Priority of Communications

SOI Freqs / C&P
	OPS Graphics

Text / Verbal

Text / Verbal


· Leader Tip - OPORDS and FRAGOS at battalion level should always be written.  At lower levels verbal orders may be used to save time.

ANNEX  H

Standard FRAGO Format
COPY____OF____COPIES

442nd Signal Battalion

Fort Gordon, Georgia 30905

FRAGO__ to OPORD__, (exercise name)

REFERENCES:

Map Series: 1: 50,000 Fort Gordon Military Installation Map Sheets

Time Zone Used Throughout Exercise:

Task Organization: See basic OPORD.

1.  SITUATION.

    a.  Enemy Forces.

    b.  Friendly Forces.

    c.  Attachments and Detachments.

2.  MISSION.

3.  EXECUTION.  

    a.  Commander’s Intent..

    b.  Concept of Operations.


    c.  Responsibilities.

        (1)  First Sergeant.

        (2)  Operations NCO.

        (3)  Supply Sergeant.

    d.  Task to Subordinate Units.


  (1)  HQ Platoon.


  (2)  1st Platoon.


  (3)  2nd Platoon.

              (4)  3rd Platoon. 

    e.  Coordinating Instructions.

4.  SERVICE SUPPORT.  No Change

5.  COMMAND AND SIGNAL.

    a.  Command.  No Change

    b.  Signal.  No Change

6.  SAFETY.

    a. Safety briefing prior to movement.

    b. NBC decontamination support.

    c. MEDEVAC support.

ACKNOWLEDGE

                                       CDR NAME

                                       Rank

OFFICIAL

Last Name

S-3

ANNEX  I

 Standard WARNING ORDER Format
1.  SITUATION.

2.  MISSION.

3.  GENERAL INSTRUCTIONS.

    A.  Preparatory Actions To Focus On.

    B.  Uniform And Equipment.

    C.  Time Schedule.


   (1)  Warning Order Received.


   (2)  Time/Place/Uniform Opord/Frago.


   (3)  Earliest Time Of Movement.


   (4)  Sp/ Installation Time.

    D.  Specific instructions to key and subordinate leaders (include special equipment requirements, attachments, coordinating instructions, changes to task organization, etc.).

4.  OTHER CONSIDERATIONS.

· Time Of Early Personnel Attachments.

· Issue Of Equipment And Sois, TECH Data.

· COMMEX Times.

· Test Fires, Zeros, Maintenance Issues.

· Rehearsals.

· Distribute Ammunition.

· Religious Services.

ANNEX  J

SHIFT CHANGE BRIEF

        BRIEF THE FOLLOWING
·  Locations of company assets.

·  Commander’s assessment.

·  Any changes to task organization.

·  Enemy Situation.

·  Future Plans.

·  Division Mission.

·  Brief any scheduled variable changes, ensuring all units have the new variable.

·  Brief any future plans or warning orders.

·  Significant activities within the division area of operation.

·  Location of adjacent units.

 SHIFT CHANGE CHECKLIST

_____ Review 12 hour Operations/Intel SITREP

_____Major Outages:

  Link 
Time Out

Time In 

Reason For Outage (RFO)

_____PAL or Numbers Loaded

_____Jumps in Last 12 Hours

_____Projected Jumps or Swings

_____Major Upcoming Events

_____Problems Numbers

_____COMSEC Problems

_____MSRT Problems

_____Maintenance Problems

_____FRAGO / STATUS

_____12 Hour Intelligence Update

_____MISC Information

_____Location of vehicles / Leader’s off site

· Leader Tip - These are good areas to ask about anytime not just during shift change.
ANNEX  K

 BUG-OUT PROCEDURES

Remote RAU’s and FM retrans are among the most vulnerable signal assets because they are out on their own.  The shifting fortunes of the maneuver battle make them vulnerable to artillery or ground attack.

In the event that the SCC determines that an enemy attack is very likely,  the following procedures will be executed after a signal site is ordered to Bug Out.  

RAUs, Relays, Retrans.   A remote site will be ordered to bug-out if it is within artillery range and if fired upon,  the location becomes a probable target, or if guerrilla activity is increasing in their immediate area.  The remote site will coordinate with SYSCON before executing the bug-out plan.

·  Switch to DC power. 

·  Begin packing up generator and life support equipment;  if possible, hook generator up to truck.

·  Maintain contact with SCC.

·  Await further instruction; prepare to tear down shot.

·  On order from SCC, or if attack is imminent, move to predetermined location.

NODE CENTER.  Included in this category are remaining signal elements (LEN, TACSAT, EPLRS).

· Switch to DC power

· SCC begins plans to swings shots; node center awaits instructions.

· Begin to pack uncommitted rigs (local RAU, V3).  Pack all equipment not in use to install system (i.e.. life support, MKT, motorpool...).

· Non mission-essential trucks prepare for movement (extra trailers, MKT, motor pool).


· Upon SCC order, all elements move with the exception of 1 NC switch and 2 radio rigs, and the minimum number of personnel and equipment to maintain existing links.

· Leader Tips
-  Have a preplanned forward and retrograde location.

-  Don’t wait for orders from SCC--move out, but keep in contact with SCC.

- Zeroize/Destroy or evacuate all COMSEC immediately if under ground attack.

ANNEX  L

ENEMY PRISONERS OF WAR AND CAPTURED MATERIEL
ENEMY PRISONERS of WAR (EPW).  The capturing element assumes the responsibility for properly handling EPW, including civilian internees and detainees.  Remote RAU’s are the most likely to encounter EPW’s.

THE FIVE S's.  Use for handling of all EPW and civilian internees and detainees:

· Search.  Remove rapidly and completely all weapons and documents before the EPW has a chance to hide or dispose of them.

· Silence.  Do not allow EPWs to talk prior to interrogation.  

· Segregate.  Separate EPWs by sex, into officer, NCO, enlisted, deserter, and civilian groups.  This will prevent enemy leaders from taking charge of EPWs, and will protect deserters from harm.

· Safeguard.  Guards should be alert to the possibility of friendly troops attempting to harm EPWs as much as to the possibility of an escape attempts. Guards should be instructed to remain with EPWs until they are turned over to the nearest collection point identified by the S2.

· Speed to the Rear.  Evacuate the EPW as quickly as possible to the nearest collection point.  

NOTIFICATION.  Notify the SCC as quickly as possible after capture about the status of EPWs and capturing element.  Always treat EPWs humanely.

· Leader Tips
· Do not allow an EPW to access any signal shelter.

· Take wounded EPWs to the nearest aid station for treatment and/or evacuation.

· Tag all EPW with EPW Tags when available or improvise a tag with the following information:



- Date and time of capture.



- Place of capture.



- Circumstances of capture.



- Documents or equipment found on EPW.



- Designation of capturing unit to Company level.

· Make sure EPW’s are given plenty of water and never mistreat them.

 CAPTURED ENEMY MATERIEL

(Four of the 5 S's apply not only to captured EPW but to CEM as well)

· Search. Examine abandoned enemy vehicles, installations, positions and dead bodies for documents and materiel.

·  Segregate.  Certain items of materiel are more valuable for intelligence purposes.  G2 provides an "items wanted" list to the S2 to identify those items considered critical for reporting.  

·  Safeguard.  Prevent looting, souvenir hunting and viewing of materiel until arrival of a technical intelligence team or relief by higher headquarters.

·  Speed to the rear.  Evacuate CEM to the nearest collection point specified by the S2.

ANNEX  M

OPERATIONS SECURITY
Operations Security, or OPSEC, involves combining physical, personnel and information security measures with deception techniques and security of Essential Elements of Friendly Information (EEFI) to ensure the security of company operations and personnel in times of peace, low intensity conflict, and war.  Commanders will appoint in writing a commissioned officer, warrant officer, or NCO, SSG or above, to serve as the OPSEC NCO/Officer.

Security Measures.  Each operation or activity will call for unique security measures.  Certain measures should, however, be practiced at all times to make Operations Security part of  standard procedures: 

Physical Security.
·  All Node Centers, Small Extension Nodes, Radio Access Units, and the SCC are restricted areas.  Platoon access rosters will be posted at each NC and signal site.  Control access always.

·  Node Centers, the SCC, and SENs as dictated by personnel strengths should provide roving security patrols.

·  Use signs/countersigns IAW the current SOI to challenge all personnel entering a site.  

·  Account for all weapons and sensitive items by serial number as directed by the SCC.

·  Practice noise and light discipline.

Information Security.
· Ensure that access to classified information and equipment is made available only to persons with a valid and applicable security clearance.  The S2 can verify clearance and access information.

· Ensure that classified information is properly marked and stored during operations.  Use GSA‑approved safes for storage.

· Limit classified information to the minimum essential to accomplishment of the mission.

· Destroy/evacuate classified material IAW the plan developed by the S2 and incorporated into the OPLAN.

· Immediately report the loss, compromise or suspected compromise of classified material or EEFI by the fastest means possible to the S2 or SCC.  DO NOT discuss the loss, compromise, or suspected compromise of COMSEC material over non‑secure transmission means.

Tactical Deception.
· Camouflage all antennas, equipment and shelters to the maximum extent possible.  DO NOT allow nets to come in contact with the equipment which they are covering.  

· Make maximum use of natural cover and concealment.

· Bury wire if it cannot be concealed naturally using brush, grass or foliage.

· Park vehicles under natural concealment or camouflage nets.  Cover windows and headlights.  Turn mirrors face down to the ground.

· Disperse vehicles, equipment, antennas and shelters as much as operationally feasible.

· Disperse personnel at 5‑meter intervals in mess lines, during road marches, and in any other open areas.  Use natural cover and concealment at all time when moving through open areas.

· Minimize the use of light and heat‑producing equipment.  Enforce light discipline to the maximum extent possible.  Always use red or blue filters on flashlights and use blackout drive on vehicles in areas of operations.

ANNEX N

DAILY REPORTS

Knowing who has what piece of equipment and where it is on the battlefield is considered a leaders critical information requirement.  The below chart is a suggested method which can be used to readily identify where sensitive items and key pieces of equipment are.

Note: the following reports will be submitted twice daily - immediately following stand-to.  They are designed for leaders to track personnel and equipment, and project critical logistical needs for future operations.

SENSITIVE ITEMS

	TEAM 

LABEL
	NAME
	VEH /BUMPER #
	VEHICLE LOCATION
	TEAM CHIEF

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


SENSITIVE ITEMS

	TEAM 

LABEL
	NAME
	Weapon Type /

Serial #
	NOD type /

Serial #
	COMSEC Type /

Serial #

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


SENSITIVE ITEMS

	TEAM 

LABEL
	NAME
	PLGR # /

Serial #
	BINO # /

Serial #
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


PERSTAT / LOGSTAT

	Team

Label
	Name
	Rank
	SSN
	Veh Type
	Bumper #
	Fuel

Required
	Generator

Type
	Fuel

Required

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	Class I, II
	Required
	Amount
	
	

	
	
	
	
	III, IV,
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	Total Personnel
	Field
	Garrison
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	Total Weapons
	Field
	Garrison
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	Total Fuel Used
	Veh
	Generator
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


ANNEX  O
 FIELD SANITATION CheckList
FIELD SANITATION TEAM WILL ENSURE THE FOLLOWING:

    ____  That hand washing points are set up at entrance of chow point and latrines.

    ____  The hand washing points have soakage pits.

    ____  The hand washing devices have soap, paper towels, and trash bags.

    ____  The latrines are set up at least 100 meters from the chow point.

    ____  The water trailers have the proper soakage pits.

    ____  Trash point is set up and maintained at all times.

    ____  The trash bags are tied.

    ____  Vehicles used to transport subsistence are clean.

    ____  That special care is taken to protect all food from insects.

    ____  The chow point  is clean and the area around it is policed.

    ____  Immersion heaters are cleaned after each meal.

    ____  Insulated food containers, pots, pans, and utensils are maintained in a sanitary condition.

    ____  Personal hygiene of food service personnel is at an acceptable standard.

    ____  The Supply Sergeant is receiving support from the company or node center (KPs, trash runs,   
 
water runs, etc).

· Leader Tip - Watch soldiers in the chow line check to see if they are washing there hands.  Don’t leave chow out too long - bacteria grow fast and the entire site could get sick.

ANNEX  P

CABLE AND WIRE PROCEDURES

PROCEDURES.
RMC cable tagging.  Each RMC will be tagged with the Signal Entrance Panel port at the LEN, the RMC number (or numbers), and the supported headquarters.  If more than one RMC is connected together (daisy chained), then each RMC will be numbered in sequence.  rocs are numbered 1 through 10. The Signal Entrance Panel Ports are labeled A1, through A8 as shown in  TM 5805-756-12-1 Operator's and Unit Maintenance Manual.

A cable and wire diagram will be maintained in the LEN Node Management Facility showing the location of each RMC and J-1077. Each RMC in Delta Company will be permanently numbered.  This will make it easier to tag the RMC and cable as well as to test and pull maintenance after training.

Signal Entrance Panel tags.  Each RMC, and J-1077 cable connected to the switching shelter curbside Signal Entry Panel will be tagged.  Each tag will list the Signal Entrance Panel Port/J-1077 number and the supported headquarters.  The J-1077 number is the same as the SEP number.  J-1077s are numbered J1 through J-8.

LOS V(4) cable tag.  The PCM cable connecting the LEN and the LOS V4 will be tagged at the Operations Shelter SEP.  The tag will list the SEP port number (either A1 or A2) and LOS V4. At the SEP the cable tag for the cable connecting the LEN and the LOS V4 would look like this:  SEP A2, LOS V4.  If SHF is used, list SHF on the cable tag.


SEN and RAU cable tags.  SEN and RAU cables will be tagged at the Signal Entrance Panel at the LEN.  Tags will be labeled with the SEP port number, and the team designator. For example, if the CX-11230 cable runs from port A8 to R46  the tag would be labeled SEP A8,  L46 - R46.

WF-16 cable tags.  WF-16 connected for on-site phones local to the LEN will be tagged.  Each tag will list the directory number and the location of the phone.  For example, a DNVT for the Node Management Facility would be tagged at the J-1077 as follows: DNVT 7713602 NMF

NCS cable tagging.  All cables will at the curbside switching shelter Signal Entrance Panel of the NCS will be tagged.  It is not necessary to label intershelter cables at the NCS or the Signal Entrance Panel of the LOS V3.  The local J- 1077 junction box will be tagged where the WF-16 connects to the junction box.

        (1)  The CX-11230 cable running from the NCS to the LOS V3 will be labeled with the SEP port number, and the Modified Digital Transmission Group (MDTG) number.  The SEP port number follows the format described in TM 11-5805-766-12-1, Operator's and Unit Maintenance Manual.

Example:  A CX 11230 cable running from the A2 port of the Signal Entrance Panel to an LOS V3 would be labeled like this: SEP A2, MDTG #25.

        (2)  Cable running from the NCS to a SEN or RAU is labeled in the same way except the DTG number will be used. The team label may also be added.

Example:  The PCM cable that runs from the NCS 40 to local RAU 40 from port A7 of the SEP would be labeled as follows:  SEP A7, DTG 9, R40.

        (3)  WF-16 cable tags.  WF-16 field wire will be tagged at the J-1077.  The tag will contain the Directory number and location of the phone connected to the wire.  

Example:  The tag at the J-1077 for a wireline DSVT located at SCC would look like this:  DIR NO. 5601330, SCC.

Recovery operations cable maintenance.  After each deployment, all PCM and 26 pair cable will be tested and tagged as part of post-operations maintenance.  The tag will list the date tested and the initials of soldier who tested. The reverse side of this tag will be used as the cable tag during deployment.

Leader Tip - Disciplined tagging of cable has prevented more than one late night misrouting of cable and a major outage - you would be wise to enforce standards in this area.

ANNEX  Q

SAFETY

Safety is a command responsibility that cannot be delegated.  Commanders are unit safety officers.

FIELD SAFETY PROCEDURES.  Ensure that prior to the exercise all troops are thoroughly briefed on safety procedures, probable accident producing operations, and hazards that can be expected during the exercise, and on initiation of appropriate countermeasures. Ensure that: 

· All vehicle operators are properly selected, trained, and licensed to operate vehicles/equipment.

· Drivers are given an accident prevention briefing prior to assumption of driving duties.  The briefing should cover the driver's mission, routes to take, hazards expected on the route, estimated arrival and/or return times, speed limits and other traffic rules, road conditions, operation of vehicle IAW operator's manual, actions to take if a breakdown or accident occurs, prohibitions against alcohol and drug use, horseplay, or any other unsafe acts, and the driver's responsibility for the safety of passengers and cargo. 

· A responsible person with mature judgment is assigned as a senior vehicle occupant when tactical vehicles are dispatched for transporting personnel or strategic or hazardous cargo or both.  An assistant driver will be assigned for long trips (i.e., 6 or more hours).

· The senior occupant will not permit a driver who appears fatigued or physically, mentally, or emotionally impaired to operate a vehicle. 

· Leader Tip - Cold weather, icy road conditions, high winds, use of pyrotechnics, OPFOR, and night jumps are examples of risky activities.  Risk assessment doesn’t mean don’t do them - just plan the right countermeasures.
ANNEX  R

ACCIDENT REPORTING PROCEDURES

·  DATE AND TIME OR ACCIDENT. 

·  LOCATION OF ACCIDENT (include GRID COORD). 

·  PERSONNEL INVOLVED. (If other than military, state whether, civilian, department of the army civilian, or foreign national). 

· NAMES OF INJURED PERSONNEL.  (Include medical status; i.e., treated and returned to duty, admitted to hospital, type of injury, lost time, etc.) 

·  TYPE OF VEHICLE/AIRCRAFT/EQUIPMENT/MATERIAL INVOLVED. 

·  BRIEF SYNOPSIS OF ACCIDENT.  (State equipment failure if applicable.) 

·  POC FOR INFORMATION ON THE ACCIDENT.  (Name, rank, duty position, telephone.) 

ANNEX  S

RISK MANAGEMENT
1. Risk Management is the process whereby management decisions are made and implemented regarding the control of risk.  Its purpose is to provide safer training, more training realism, combat safety, and mission effectiveness.

2.  Risk Assessment.  A risk assessment is the process of detecting hazards and systematically assessing their overall risk.

3.  Hazard.  A hazard is a condition with the potential of causing injury to personnel, damage to equipment or structure, loss of material, or lessening of ability to perform a prescribed function.

4.  Risk.  Risk is an expression of possible loss a specific period of time or number of operational cycles.

Risk Management guidelines:
·  Accept no unnecessary risk.

·  Make risk decisions at the right level.

·  Accept risks when benefits outweigh costs.

·  Manage risks in the concept and planning stages of operations.

Five steps of safety risk management.
·  Risk  identification.

  (a)  Action 1.  Make an operations analysis.  An operation analysis is simply a description, normal in time sequence, of the events that are expected to occur during the operation.


  (b)  Action 2.  Make a preliminary hazard analysis.  This is list of the various hazards that could occur and result in accidents.  It is developed using experience, the database, scenario thinking, and similar techniques.


  (c)  Action 3.  If necessary, use more in-depth hazard analysis, these are normally used when time permits and certain risks may require more careful considerations to be fully understood.

·  Risk Assessment.   Action 4.  Assess risk.  Determine the relative probability and severity of the various hazards that have been discovered and their potential impact on the mission.

·  Risk control options and decision making.  

        (a)  Action 5.  Develop risk control options starting with the most serious risks first.

        (b)  Action 6.  Complete a Training Realism Assessment (TRA) to assure the suitability of risk controls.

        (c)  Action 7.  Make risk decisions.  Select those risk controls that will reduce the risk to a practical minimum consistent with mission objectives.

·  Implement controls.  Action 8.  Implement the risk control procedures.  This is best accomplished by integrating them as standards in orders, and training operations.

·  Supervises.  Action 9.  Maintain the effectiveness of risk controls.  Assure that risk control standards are performing as expected that they are being maintained at high level.

ANNEX  T

BATTALION SIGNAL OFFICER RESPONSIBILITIES

· Care, feeding, and liaison with supporting SEN team and the TOC.

· BN SIGO is the overall communications planner

· Member of quartering party and recommends TOC placement

· Positions retrans team to support long-distance FM requirements

· Plans redundant means of communication

· Prepare and brief Para 5 (Command & Signal) of OPORD

· Prepare Signal Annex for an OPLAN

· Remain at TOC during operations unless otherwise directed

· Manages status of all communication equipment

· Ensures COMSEC is available from higher HQ as needed

· Manages Commo PSG, Forward Signal Support Teams, & Maintenance Contact Teams (commo).

· Ensures continuous communications training is being conducted.

· Should contact remote RAU teams daily with latest info

· Makes sure signal graphics posted to TOC graphics

· Leader Tip - Link-up with the BSO at the unit supported by your SEN/Remote RAU.  Discuss guard responsibilities, feeding, fuel, notification process/timeline for jumps and any special requirements in the TOC - this coordination helps avoid misunderstandings later.

ANNEX U

RECOVERY PROCEDURES

_____All sensitive items accounted for before leaving site (i.e. weapons/COMSEC).  Notify _____SCC/SYSCON

_____All COMSEC zeroized (including fill devices).

_____SOI secured.

_____All vehicles and trailers properly parked.

_____Vehicles and fuel cans topped off.

_____Trash cleaned out of vehicles, trailers, and shelters.

_____Dispatch completed and returned to motorpool.

_____Weapons cleaned and turned into arms room.

_____Corrective action initiated on any deadlined equipment.

_____After operations checks conducted.

_____All non-functioning CCI and electronic equipment turned in to EMS.

_____Police call of motorpool.

_____Commander’s Inspection.

BATTALION 3 DAY RECOVERY PLAN

	DAY 1
	DAY 2
	DAY 3

	· Notify SYSCON/SCC all weapons and sensitive items are accounted for.
	· Dispatch completed and closed out.
	· Continue Day 2

	· Notify SYSCON/SCC of arrival in motor pool.
	· After operations checks completed
	· Shelter inventory

	· All COMSEC zeroized
	· All non-functioning CCI and electronic equipment turned in for maintenance
	· Update hand receipts

	· Vehicles and fuel cans topped off
	· Tents, camo nets, stoves cleaned.
	· Commander’s Inspection in motor pool

	· Trash cleaned out of vehicles, trailers, and shelters.
	· Police call of motor pool
	· FTX AAR  (AAR may take place on Day 4)

	· Weapons and COMSEC closure report to BN CDR or XO by Company Commander.
	
	


CHAPTER 8

LESSONS LEARNED

(O/C Observations from the National Training Center)

The lessons learned are targeted at Battalion/Brigade Signal Officers at the NTC.  However, many of these can lessons can be applied equally to any Signal Unit.

· MISSION ANALYSIS THREAT. Understand threat in all phases of unit's plan. Know templated enemy air assaults, avenues of approach, chemical strikes, obstacles: DON'T PUT THINGS THERE. Know templated enemy range fans (of more value to TOC locations than retranses: retranses are not the lucrative artillery targets that command post are).

· Stay abreast as templates are confirmed or enemy assets located.

· MISSION ANALYSIS, MANEUVER. Understand your unit's plan thoroughly, in all phases. know how fast they plan to advance, where they'll be when. Look at Branch/contingency plans and be prepared to cover them. Know the most likely, know the most dangerous.

· MISSION ANALYSIS, TERRAIN. Conduct thorough analysis. Height wins over distance in the desert. Look for higher terrain further behind the FLOT. Use the height and protection of corridor walls rather than isolated hills along valley floors. Avoid hills in mobility corridors, ours or theirs.

· Use the S2's terrabase! It gives very useful line of site data. You can duck out of a wargamming session and quickly poke in grids, returning with an answer in minutes.

· Analyze the impact of boundary changes-- they can greatly complicate your life. If they're "on order", have a plan. Figure out how long it would take you to move any accordingly.

· WARGAMING. Be there. That's especially tough on task force BSO's, but the minute you leave they'll do something stupid ( It's Lemza's Law of Combat Stupidity: it rises in direct proportion to the amount of time the BSO spends fixing radios instead of sitting through planning).

· OBJECT. This is no time to be shy. If they're doing things you can't support say so now.  Here's what I recommend. Notify S3/XO if you'll need external assets (i.e,., airborne retrans platforms, help from BDE, use of the engineer retrans, the XO's double - SINCGARS HUMMER for stand-by retrans duty, etc).  Use the people you know to get the mission accomplished.

      Tell them (supported unit operations and plans) where to expect intermittent comms and for how 

      long-- you're best quess.

· Figure out where the commanders will roughly be during the battle: throw in the TOC, TAC, and trains/ALOC and that's your support plan.

· REHEARSAL. Get on the table. Don't waste time mumbling about routine SOI and crypto editions: who cares? Some suggestions:

· Brief all signal assets in your sector. Be sure to include all retranses and any MSE assets. Maneuver CDRs must know where this stuff is. Of course, this assumes you know: task force BSOs, you've got to pull this out of BDE. BDE, provide it to subordinate/slice BSOs.

· Brigade and regimental BSOs especially, get SOMEONE (you, the XO, the S3) to brief TOC and TAC locations by phase. Throw down markers/placecards. If a BDE, ask for Task Force to throw downs "TOC" cards as they move across the table also: it's hard to provide a plan unless you know where they're going.

· Fire support coordination is vital to maneuver; you'll all have a bad day if fire support comms isn't working. It won't matter that it isn't your fault if you're dead.

· RECON AND SURVEILLANCE (R&S) REHEARSALS. Good S2s will have these. All the actual lookers-- scouts, COLTs, maybe retrans-- assemble for a brief from the S2 or his battle captain. Get a rep there to go over the details of who's on specifics of how and under what conditions to AJ (more than once!), go over longwire antennas, etc. These are the actual bodies going out there, so give it to them from the horses mouth.

· EXECUTION. BDE BSOs, get out of the exclusive focus on TOC/TAC comms. You are responsible not only for these, but for all communications into the BDE. This include slice comms-- particularly the fire support nets-- as well as theALOC/FSB and, for the battalions, combat and field trains. Go through and check each of your slice's tracks for problems on their nets; check with the MP lieutenant whenever he swings by the TOC, and stick your head in the ALOC and FSB whenever you or your commo chiefs there.

· It's tough to have time to stay with the planning above-- especially Task Force BSOs. Suggestions: make sure the TOC doesn't call for you; don't answer if they do. Obviously you've got to answer the manic ones (or your boss's if you can't train him better) or pitch in when all hell's breaking loose, but you have got to get out of the business of routinely troubleshooting radios. The TOC should ask for you 31U-smart SPC, not you. Train this, be relentless.

· Another suggestion to task force BSOs; stop wasting commo chiefs at the trains. Put your second smartest guy there-- the guy who will track your maintenance--but keep your E7 at the TOC. That way you can go out with jump TOCs or recons and safely leave commo chiefs to move the TOCs. It also frees you up for the staff planning process, and/or frees him up 

      to visit retranses and companies.

· Command Posts. use O/I to police other nets, including fire support nets; teach TOC RTOs and NCOs to do the same. Additionally, they must understand how retrans works, whether or not their net's being retransed, and which side they're on. Remember, every point you teach is one less 0300 phone call.

· Look at "on order" changes to your retrans team to get more bang for your limited buck. I.e., retrans O/I or scout nets for the recon-counter/recon, moving to CMD just prior to L/D. Or, after the battle switch CMD on order to A/L. And so forth.

· Track equipment. Really. Call MSRT numbers daily, know the status of retrans and retrans substitutes. make a 3x5 card and carry it around-- whatever. BDE, know critical task force and slice assets, including the ALOC and FSB.

· Look at retransing A/L rather than CMD during defenses; mech positions will probably be closed enough to talk CMD. light probably won't.

· Coordinate with the signal battalion to deploy the COMSEC repairman forward at the FSB, rather than at the MSB. This will save hours of driving and down time.

· BATTLE COMMs The night before the battle, and again one to two hours before LD, check the following:

· Are all your task force, FA, and slice MSRTs working? Dial them

· Confirm TF, slice retrans locations. See if they've moved, died.

· Reconfirm TOCs and where they expect their TOCs to be during the fight.

· Check to make sure your major nets are operating off OE254s; square it immediately with the S3 SGM if they're not.

· Closely monitor scout/COLT comms.

· Closely monitor SPOTREPs that effect your systems.

· Combine retrans teams when sensible. Logically BDE retranses can routinely co-locate with engineers and fire supporters, and sometimes also with the FSB's or lead task force's. Deploy them together, sharing optimal high ground and providing extra security and support. See notes above on BSOs knowing each others' plans.

· PCIs still kick us in the backside. Retranses often deploy missing parts of antennas, cable connectors, SOIs, etc.

· Don’t deploy unprepared teams ignorant of the friendly and enemy situation. You owe them a five-paragraph OPORD that not only discusses the maneuver plan in some detail but conveys useful and detailed threat information. At a minimum it should include--

(1) Their casualty evac plan, no matter how forward they go. This includes the locations of the nearest medical support AXPs/FAS/MAS. Paragraph 4 should also include the locations of decon sites and MSR data. Also brief "bug-out" criteria (count out on the map how many grid squares that equates to based on the enemy's expected rate of march. Then use phase lines or key terrain as your trigger to move them). Also include the extraction plan.

(2) Get in the habit of briefing teams off 3 TOC maps: (a) the S3's battle map for BLUEFOR plan, (b) the S2's enemy SITMAP for templated strikes and current threat, and (c) the 'terrain management board", often run by CHEMOs, where all friendly assets are plotted. If they're going to set up near other friendlies- a jammer, an AXP, a stinger team-- this last map should show it. Then they can plan linkups, passage of lines, share battle updates, and defense.

· Remember the SMALL TEAM THEME; WE HIDE WITH PRIDE. Rigs have to be well-hidden, on reverse slopes with wheels dug in, tucked into wadis with OEs stuck up higher on the walls-- whatever it takes.

· Maintain security. Beef your teams up with a third soldier if there's any possible way to do so, even if only for the battle's duration or during the recon/counter-recon battle. The latter may well be the most dangerous time for forward teams.

· Put one soldier on duty with the equipment. The others should sleep, live, and pull security away from the truck-- the enemy will come to the truck.

· Make sure the team has a realistic rally point and route for foot and vehicular evacuation. They should know and understand their withdrawal criteria. Give the team chief authority to make decisions on sitting, withdrawing, etc, This means he must be well trained and well briefed.

· Make every possible effort to get an extra radio with your team, even if it's just a man-pack. The BSO or Comm Chief can then update the team during battles, passing general battle info, spotreps, or orders. The team can also use the extra radio to relay spotreps or call for fire (some S2s put retranses on their R&S plan, a great idea that requites only modest training).

· Pick two alternate positions for every phase; make sure your team has them. If chased off their hilltop they can then move to "ALT1" without driving back to the TOC to request orders. And you know where to start looking if you lose contact.

· Plan realistic casualty evac. Don't let them "die of wounds" because you didn't have a plan.

· Take advantage of Dustbowl (or any TAA or staging area) time to round up TOC NCOs and RTOs, even officers (HA!), and poop them up. Recommended topics follow:


(1) retrans. How it works, how to troubleshoot


(2) A/J, how to. How to A/J retrans.


(3) how to remote MSRTs (should be SOP!)


(4) MSE, as needed


(5) Packet, and how to LAN


(6) how to use other TOC nets--O/I, FSE

· Put the hairy eye on planning for other special operations: Passage of Lines, forward or rear, link-ups of any sort, and eyes forward as discussed above. Don't let them get away with a hand - wave.

· Prep requisitions in advance before deployment; drop them immediately in you TAA (the Dustbowl, in this case) when accounts are first opened.

CONCLUSION. Being a BSO is a peculiar job-- you have no power, no authority other than what you create with your own personality and competence. This is no place to be shy, and since your every pronouncement has "bet your bars" implications, don't even try to hide. 

CHAPTER  9

REFERENCE

STANDARD TELEPHONE DIRECTORY

	
	PHONE
	PROFILE

	1st PLATOON (PAL #40)
	
	

	NCS OPR CSP
	560-4000
	199

	NCS SW SUPV
	560-4001
	199

	NMF DNVT 1
	560-4002
	199

	NMF DNVT 2 **
	560-4003
	199

	SPARE  **
	560-4004
	199

	SPARE  **
	560-4005
	199

	SPARE  **
	560-4006
	199

	NMF DSVT
	560-4008
	105

	NCS PLT LDR
	560-4009
	199

	E11 (DNVT IN VAN)
	560-4010
	199

	SPARE ** (Hooked off J-Box)
	560-4011
	199

	E12 (DNVT IN VAN)
	560-4020
	199

	SPARE ** (Hooked off J-Box)
	560-4021
	199

	E13 (DNVT IN VAN)
	560-4030
	199

	SPARE ** (Hooked off J-Box)
	560-4031
	199

	E71 (DNVT IN VAN)
	560-4040
	199

	SPARE ** (Hooked off J-Box)
	560-4041
	199

	GLU LOCAL RAU (40)
	560-4057
	238

	LOCAL RAU DSVT (40)
	560-4059
	015

	NRI OPERATOR
	560-4060
	040

	REMOTE RAU GLU
	560-4067
	238

	REMOTE RAU DSVT
	560-4069
	015

	
	
	

	2nd PLATOON (PAL #41)
	
	

	NCS OPR CSP
	560-4100
	199

	OPR DNVT
	560-4101
	199

	NMF DNVT 1
	560-4102
	199

	NMF DNVT 2 (FAX)
	560-4103
	199

	SPARE  **
	560-4104
	199

	SPARE  **
	560-4105
	199

	SPARE  **
	560-4106
	199

	NMF DSVT
	560-4108
	015

	PLT LDR
	560-4109
	199

	E21 (DNVT IN VAN)
	560-4110
	199

	SPARE ** (Hooked off J-Box)
	560-4111
	199

	E22 (DNVT IN VAN)
	560-4120
	199

	SPARE ** (Hooked off J-Box)
	560-4121
	199

	E23 (DNVT IN VAN)
	560-4130
	199

	SPARE ** (Hooked off J-Box)
	560-4131
	199

	E72 (DNVT IN VAN)
	560-4140
	199

	SPARE ** (Hooked off J-Box)
	560-4141
	199

	GLU LOCAL RAU (41)
	560-4157
	238

	LOCAL RAU DSVT (41)
	560-4159
	015

	NRI OPERATOR
	560-4160
	040

	GLU REMOTE RAU (41)
	560-4167
	238

	REMOTE RAU DSVT (41)
	560-4169
	015


	
	PHONE
	PROFILE

	3rd PLATOON (PAL # 42)
	
	

	LEN OPR CSP
	560-4200
	199

	LEN OPR DNVT 1
	560-4201
	199

	LEN NMF DNVT 2
	560-4202
	199

	                 (FAX)
	560-4203
	199

	SPARE  **
	560-4205
	199

	SPARE  **
	560-4206
	199

	SPARE  **
	560-4208
	199

	LEN PLT LDR
	560-4209
	086

	E31 (DNVT IN VAN)
	560-4210
	199

	SPARE ** (Hooked off J-Box)
	560-4211
	199

	GLU LOCAL RAU (L42)
	560-4257
	238

	LOCAL RAU DSVT (L42)
	560-4259
	015

	TACSAT OPERATOR
	560-4290
	199

	TACSAT SPARE **
	560-4291
	199

	GLU REMOTE RAU (42)
	560-4297
	238

	REMOTE RAU DSVT (42)
	560-4299
	015

	
	
	

	SYSCON/SCC (PAL #42)
	
	

	TECH DNVT
	560-4300
	199

	MGT DNVT 1
	560-4301
	199

	MGT DNVT 2
	560-4302
	199

	         (FAX)
	560-4303
	196

	SPARE  **
	560-4304
	199

	SPARE  **
	560-4305
	199

	SPARE  **
	560-4306
	199

	
	
	

	*D/442 COMMANDER
	560-4309
	015

	*1ST BDE COMMANDER (DNVT)
	655-1000
	199

	*2ND BDE COMMANDER (DNVT)
	755-1000
	199

	*3RD BDE COMMANDER (DNVT)
	855-1000
	199

	
	
	

	SYSCON/SCC MSRT (stand-alone)
	
	


NOTE:  These four numbers will be loaded by the Primary Node Center via the APL screen as manual entries.

FIXED CALL SIGNS

	TITLE
	COMPANY NET

	BN Commander
	Python  6

	BN CSM
	Python  9

	BN XO
	Python  5

	BN S-3
	Python  3

	BN Network Tech
	Python  25

	
	

	Commander
	Viper  6

	Executive Officer
	Viper  5

	First Sergeant
	Viper  9

	SCC/SYSCON
	Viper  49

	Company CP
	Viper  41

	SCC/SYSCON (student battle captain)
	Viper  99

	Headquarters Platoon
	

	Platoon Sergeant
	Dragon  6

	Operations NCO
	Dragon  3

	Supply Sergeant
	Dragon  4

	Motorpool
	Dragon  12

	Student Platoon Leader
	Dragon  99

	1st Platoon
	

	Platoon Sergeant
	Rattler  6

	NC 40
	Rattler  40

	E11
	Rattler  11

	E71
	Rattler  71

	Student Platoon Leader
	Rattler  99

	2nd Platoon
	

	Platoon Sergeant
	Bushmaster  6

	NC 41
	Bushmaster  41

	E21
	Bushmaster  21

	E22
	Bushmaster  22

	Student Platoon Leader
	Bushmaster  99

	3rd Platoon
	

	Platoon Sergeant
	Cobra  6

	LEN 42
	Cobra  42

	E31
	Cobra  31

	Student Platoon Leader
	Cobra  99

	
	

	Expanders and Spares
	

	Driver
	D

	RTO
	R

	Forward/Jump
	J

	OFF asst/OIC
	V

	ENL asst/NCOIC
	E

	Spare 1
	Z

	Spare 2
	G










SITE DISCIPLINE STANDARDS

· Personnel will be camouflaged at all times except when conducting personal hygiene

· All equipment (Kevlar, LBE, mask) will be worn when outside the camouflage net.

· There is no eating, smoking, or drinking in any work area.

· All personnel will sleep, eat, conduct personal hygiene, only in designated areas.

· Personal hygiene will be conducted daily including shave, clean feet, and change socks.

· Weapons will be cleaned daily and checked by the first line supervisor.

· All baggage will be packed and ready to move when not sleeping.

· NBC gear will be readily available (if there is a threat).

· Vehicles will be camouflaged.  Vehicles booted to SICPS will be light-proofed.

· Weapons will be on SAFE with no round chambered.

· Each soldier will conduct a thorough shift change brief whether he/she is rotating into or out of a shelter or guard duty.

· Sensitive items checks will be made continuously; especially after a contact or displacement.

· Equipment will be waterproofed as specified by the Plt Ldr/Plt Sgt.

· All vehicles will be ground guided in hours of limited visibility.

· All leaders will check the above to ensure compliance.

 ACRONYMS AND ABBREVIATIONS

ADSO

assistant division signal officer

AKDC           
automatic key distribution center

AUTODIN     
automatic digital network

AUTOVON  
automatic voice network

BDE              
brigade

BECS        
battlefield electronic CEOI system

BN                    company

BSO              
brigade/battalion signal officer

BT                     bulk transfer

CAV              
cavalry

CDR              
commander

CDE              
chemical defense equipment

CCA              
circuit card assembly

CO                    company

COMSEC      
communications security

C2                     command and control

CNR              
combat net radio

CP                    command post

CPU       
central processing unit

CSS                  combat service support

CT                     communication terminal

DCOR            
division COMSEC office of record

DISCOM     
division support command

DNVT             
digital nonsecure voice terminal

DSVT             
digital subscriber voice terminal

DVOW            
digital voice orderwire

ECCM             
electronic counter-countermeasures

ECM                 electronic countermeasures

EGRU               EPLRS grid reference units

EPLRS             enhanced position location reporting system

EPUU               EPLRS user units

EW                   electronic warfare

FLOT                 forward line of own troops

FM                    frequency modulation; field manual

FRAGO           
fragmentary order

FSB                  forward support battalion

G-6
            division signal staff section

GLU                  group logic unit

GM                   group modem

GRU                 grid reference unit

GTE                 general telephone and electronics

HHC                 headquarters and headquarters company

HMMWV         high mobility multi-purpose wheeled vehicle

HUS                 hardened unique storage

IAW                 in accordance with

ID                      Identification

IEW                  intelligence and electronics warfare

IOM                   installation, operation, and maintenance

INTEL               intelligence

I/O         
input/output

KEK       
key encryption key

LAN                   local area network

LBE 

load bearing equipment

LEN         
large extension node

LGM              
loop group modem

LKG 

 loop key generator

LNS  
              leader node switch

LOG

 logistics

MAINT 
              maintenance

MCS                   maneuver control system

MD                     modem

MDTG                multiplexed digital transmission group

MOI                   memorandum of instruction

MOPP               mission-oriented protective posture

MRE                 meal, ready-to-eat

MSE                 mobile subscriber equipment

MSG       
message            

MSRT              mobile subscriber radiotelephone terminal

MUX                multiplex

NA                   not applicable

NBC                nuclear, biological, chemical

NC                   noncommissioned officer in charge

NCS                net control station; node center switch

NLT                 no later than

NMF               nodal management facility

NRI                 net radio interface

OCU               orderwire control unit

OIC                 officer in charge

OPS               operations 

OPCON          operational control

OPORD          operations order

OPLAN           operations plan

OPS/INTEL    operations/intelligence

OTAR             over-the-air-rekey

PLL               prescribed load list

PLT               platoon

PMCS            preventive maintenance checks and services

PNCS            primary node center switch

RAU  
         radio access unit

RETRANS    retransmission

RMC             remote multiplexer combiner

RR   
        radio relay

RRAU          remote radio access unit

SCC            system control center

SEN            small extension node

SEP            signal entry panel

SHF            super high frequency

SIG             signal

SOI               signal operating instructions

SOP               standard operating procedures

SW                switching

SCC               system control center

TACSAT            tactical satellite

TED               trunk encryption device

TEK               traffic encryption key

TGC               trunk group cluster

TGMD              trunk group multiplex/demultiplexer

TOC               tactical operation center

TNG               training

TSB               trunk signaling buffer

VEH               vehicle

W/                with

W/O               without

XMIT              transmit
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