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Data-At-Rest Encrypting File System Guide for Users
Purpose: To provide users with a step-by-step guide on use of the Microsoft Encrypting File System (EFS) to protect sensitive data-at-rest (DAR).  As of AGM 9, your encrypted files will be using your CAC Encryption Certificate.  
Additional Information
· If you try to encrypt a folder that cannot be encrypted, and you ignore the error messages as instructed, the files within that folder that can be encrypted, will be. You can also encrypt individual files by simply navigating to the folder and beginning the process with step 6.

· Moving unencrypted files into an encrypted folder will automatically encrypt them. 

· Moving encrypted files into an unencrypted folder will NOT automatically decrypt them. 

Should a user change the CAC card due to expiration of the card or lost card, the user must access https://ara-1.c3pki.chamb.disa.mil/ara/Key to retrieve and install the old certificate.  Instructions are located at http://www.gordon.army.mil/nec/documents/CAC_AutomaticKeyRecovery.ppt
Getting Started
The system by login has previously created and encrypted an “Encrypt” folder under “Documents” located in the user profile.  The user can store sensitive/PII Documents in this folder.
If a user wants to encrypt folders other than the “Encrypt” folder, they should use the following procedures:

Identify a folder that you will keep all your sensitive files in. Many users prefer to designate the ‘Documents’ folder. This simplifies the implementation of the DAR guidelines because the folder is standard on all Windows Vista user profiles. These instructions will reference the Documents folder. If you wish to encrypt a different folder, simply substitute the name of that folder into the instructions. Before beginning, close all open programs or files to prevent errors.

1. Right-click on Start. Select ‘Explore’. 

2. In the left pane, click the plus sign to expand ‘Computer.’ 

3. Click the plus sign to expand ‘Local Disk’ (usually C). 

4. Click the plus sign to expand ’Users. 

5. Finally, click the plus sign to expand your username. See Figure 1. You should see several folders in the right pane, including the ‘Documents’ folder that we will now encrypt.

6. Right-click the ‘Documents’ folder in the right pane. 

7. Select ‘Properties.’ 

8. Click on the ‘Advanced’ button. 

9. In the ‘Advanced Attributes’ window, under Compress or Encrypt attributes, check the box for ‘Encrypt contents to secure data’. See Figure 2. Click OK.
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Figure 1.
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Figure 2.

10. In the ‘Documents Properties’ window, click the ‘Apply’ button. A new window will open. See Figure 3. 

11. In the ‘Confirm Attribute Changes’ window, verify that there is a green dot next to ‘Apply changes to this folder, subfolders and files’ option. Click OK.

12. A new window will open, showing that the files and folders are being encrypted. See Figure 4. Don’t believe the time remaining estimate; it has no basis in reality.

NOTE: If you receive any error messages stating that a particular file or folder could not be encrypted, click the ‘Ignore’ button. 

13. When encryption is completed, you will see the ‘Documents Properties’ window. Click OK.
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Figure 3.
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Figure 4.

14. Now your window will be almost identical to the one shown in Figure 1. The only difference is that the name of the encrypted folder will be displayed in green. In Figure 5, the ‘Random stuff’ folder is encrypted. You can see that the folder name is green in both the left and right panes.
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Figure 5.
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