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The enemy, without information of
their movements and not in a
condition to reconnoiter, having no
resource but in his bayonets and
certain of safety only in the
concentration of his columns, is like a
blind man.!

—Baron Antoine Henri Jomini

Electronic Warfare (EW) and
Signals intelligence have gained
immense public notoriety in recent
years, resulting initially from the
revelations of F.W. Winterbotham’s
1974 book, The Ultra Secret. The
importance of Allied Signals
Intelligence on operations in World
War IT also contributed to EW’s
popularity;? there is a greater
appreciation of Soviet Radio Elec-
tronic Combat (REC) and its potential
combat destructiveness: and EW’s
contribution to Israeli successes in the
1967 and 1973 Arab-Israeli wars and
recent military actions in Lebanon.
Finally, the creation of Military
Intelligence (MI), Combat Electronic
Warfare and Intelligence (CEWI)
battalions and groups at division and
corps have combined to stir new
interest among US Army officers.

The field of EW is viewed by many
as a recent dimension and
revolutionary aspect in warfare. In
fact, its history dates to World War I
when the French Army employed a
radio jammer on the Eifel Tower to
disrupt German military radio
communications.? There remain a
number of striking and significant
lessons that should never be forgotten
in this field in mobilization, command
and control, technology and research,
tactics, and organizational structures,
As technology significantly changed
the face of war during the era of Sun
Tzu with the introduction of the
crossbow and cutting weapons of high
quality iron, so to may EW prove to be
the key technology for success on the
airland battlefield.

This article is intended to survey
EW and signals intelligence as an
element of ground warfare in Europe
and North Africa during World War
II. Historical studies and articles
reporting on the air war and British
scientific success in defeating German
radars and rockets?; the decipherment
of Japanese codes’; and, Ultra
intelligence and codebreaking of
German high level communications
have focused attention on the overall
strategic aspects of Signals
Intelligence and Electronic Warfare.
Yet, little has been written to



highlight the numerous
accomplishments and the importance
battlefield Electronic Warfare and
Signals Intelligence units had in
support of ground commanders.

As noted by Admiral Thomas H.
Moorer, former Chairman of the Joint
Chiefs of Staff, “If there is a World
War III, the winner will be the side
that can best control and manage the
electromagnetic spectrum”’. Electronic
Warfare provides ground commanders
a tool to disrupt the enemy’s strategy
and gain time to maneuver forces and
employ his firepower.

EW consists of offensive, defensive
and “listening in” measures (Figure
1). In the offensive, jamming or Elec-
tronic Countermeasures (ECM) are
intended to disrupt and deceive enemy
communications, radars, and sensors.
Defensive measures, or the protection
of friendly communications and
signals, 1s known as Electronic
Counter-Countermeasures (KCCM).
Finally, actions taken to intercept,
identify and locate enemy signal
transmitters are known as Electronic
Support Measures (ESM).

An historical perspective

The Army Signal Corps had the
responsibility for EW from World War
I to September 1945 when it was
transferred to Military Intelligence
and the Army Security Agency.®
During World War I, Signal Corps

Radio Intelligence units came under
the staff supervision, signal intercept,
signal intelligence training, research
and development, printing, and
distribution of and accounting for
intelligence material.?

From the conclusion of World War I
to American participation in World
War II, United States Army Signals
Intelligence and Electronic Warfare
activities were almost nonexistent.
Perhaps the efforts of William F.
Friedman to sustain a small Signals
Intelligence system between the wars
provided the principal base for both
the Army’s tactical and strategic
preparations for World War I1.# No
doubt, Friedman'’s efforts in solving
the Japanese diplomatic code system
provided a point of departure for
future efforts in solving Japanese
military and naval codes.

United States Army indoctrination
in the combat value of this field came
from the British Eighth Army experi-
ence in North Africa; and, then
“breaking of the German high
command’s ‘Enigma’ code system
providing intelligence designated by
the code name ‘Ultra’™. At that time,
commanders had to balance jamming

versus listening operations. Often, the
decision was to listen and collect
intelligence; but, jamming provided
an edge in offensive operations.

Perhaps the first Allied effort to use
jamming in World War II against
ground maneuver units was
conducted in November 1941 during
the Libyan compaign. Six British
Wellington bombers with 50 watt
transmitters were used in an effort to
jam German panzer communications.
Although the immediate effects were
not noticeable, reports from German
prisoners noted that during the time
they were jammed, they were without
voice or telegraphic communications.
Long term effects would never be
determined because after the first two
days of battle, Gen. Cunningham’s
campaign stalled...and of his six
jamming aircraft, four were destroyed
by the Germans.?

With US entry into the war in
Europe, the Signals Intelligence
partnership with the British
blossomed. The British “Y” Service
(Signals Intelligence) and the US
Signals Intelligence Service (SIS)
represented the international
interface for this Intelligence. With
this marriage, common security
regulations to protect this source of
intelligence and cover code names
were devised to protect against enemy
disclosure.?? For instance,
Cryptologic Intelligence was called
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“Pearl”, traffic analysis of signals
and direction finding was called
“Thumb”; and “Rabid” was another
name for “Ultra” intelligence.!?

The United States was quickly
indoctrinated into the operational and
technical arena by the British.
Problems in British signal security in
North Africa’? and German use of
communications imitating British
signals’3, led to Army training of
communication security in radio
schools!, directives and posters. In
part, German field success in North
Africa was due to radio intelligence.
Col. Bonner Frank Fellers, a US
Army Liaison officer to the British
Eighth Army, transmitted numerous,
comprehensive Eighth Army
situation reports to Washington via a
compromised code system!5, Gen.
Rommel’s forces were provided with
information from Feller’s reports and
from British communications
carelessness through his highly
praised Radio Intelligence Company
under a Capt. Alfred SeebohmZ6.

With US participation in the North
African campaign in November 1942,
the Army deployed the 117th, 122nd,
123rd, 128th and 849th Radio
Intelligence Companies to support
ground operations.’? North Africa
became the Army’s radio intelligence
classroom in gaining battlefield expe-
rience with British assistance. The
lessons were applied by these and
additional units in Allied operations
in Italy and on the continent.
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In preparation for the invasion of
Europe at Normandy, France, a joint
US and British Radio
Countermeasures Committee was
established. Their mission was to
protect the Allied signal frequencies
while jamming and deceiving radars
and Luftwaffe fighter communica-
tions that could find, disrupt and
destroy the Allied naval flotilla
crossing the English Channel. British
naval and air jammers called Ground
Cigar, Benjamin, Domino, Aspirin,
Ground, Grover and Tuba among
others were readied for the invasion.?8
Of note was the British Ground Cigar
Jammer (Figure 2) at Brighton,
England, which was to be used to jam
German fighter communications. On
June 6, 1944, the day of the invasion,
perhaps the only EW measure
employed was by the Royal Air Force.
In Operations Taxable and Glimmer,
the RAF dropped chaff along the
English Channel to simulate a naval
task force movement towards the Pas
de Calais area of France.’”? Ultra
Intelligence revealed that this opera-
tion was recognized by the Germans
as a chaff deception ploy. In
consideration of the 85 reported
incidents of jamming, the final D-Day
after-action report identified all but
three of these incidents as
interference caused by Allied use.2!

For Army ground forces, the first
Tactical Radio Intelligence unit, the
113th Signal Radio Intelligence
Company, landed at Omaha Beach on
June 13, 1944.22 Although an anemic
beginning, by the end of the war
almost every corps and Army

headquarters had an Organic Radio
Intelligence company and Army
Group Headquarters had a battalion
(Figure 3).

In August 1944, First US Army,
under Gen. Bradley, planned to con-
duct airborne jamming against
German panzer radio nets. The
mission was to be conducted by the
US Eighth Air Force. Operationally,
it was to be conducted by four
liberator aircraft supported by a fifth
plane designed to monitor German
radio transmission through the
jamming. Apparently this mission
was never conducted.?? Yet, in late
August, SHAEF sent a directive to
subordinate headquarters on the
employment of airborne jamming in
support of ground operations.23

As Ultra Intelligence was supplied
to the commands on the continent, the
Radio and Signal Intelligence
companies and battalions also
provided invaluable information.24 In
fact, all levels of Signals Intelligence
were interconnected so that intercepts
in the field were fused with high level
Intelligence (Figure 4).

In December 1944, and prior to the
German winter offensive (Battle of
the Bulge), Ninth Army requested
airborne jamming of 6th Army
Panzer radio nets. With 6th Panzer
Army suspected in the zone between
British forces and First Army, Ninth
Army sought to break up a potential
panzer attack. Ninth Army’s request
was rejected by Eighth Air Force
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because in order to effectively jam
these signals, the aircraft would have
to be flown in an area of heavy flak
and known heavy fighter aircraft
concentration.?’ However, from
December 29, 1944 to January 7, 1945,
Third Army received airborne
jamming support at the Battle of the
Bulge. Twelfth Army Group reported
inconclusive findings on the
effectiveness of this jamming?6, but
German prisoners of war in another
report indicate that the jamming was
very effective.??

Mission

The missions of Radio Intelligence
units can be divided into three
echelons. At corps level, the primary
missions were the intercept, direction
finding and traffic analysis of low
grade communications, plain text and
low grade ciphers with a secondary
mission of exploiting medium grade
signals. At Army, exploitation was
directed against medium grade com-
munications traffic.?® At theater level,
emphasis was on the interpretation
and dissemination of Ultra
Intelligence provided from England.
Ultra Intelligence was sent to Army
units through the Signals Intelligence
Service to Signal Security Det “Ds”’.
These “security’”’ detachments were a
cover organization within the G-2
staff. They processed Ultra
Intelligence, provided Signals
Intelligence technical guidance and
fused Signals Intelligence collected by
Corps, Army and Army Group units

with Ultra. The cover mission
description of a security Det was:
...specialized officers from the
Combat Intelligence subsection for
research into German organizations,
such as government, civil service,
Shutzstaffel, Sturmabteilung, Bund
Deutsche Madel, Hitler Jugend, the
school system, and organizations of
teachers, industrialists, and
technicians.?®
Because the Security Dets were the
focal point for Signals Intelligence,
the initial Radio Intelligence
companies deployed to Europe came
under the command and control of
these detachments.3¢

Mobilization

Perhaps the most significant factor
in US mobilization in support of the
Signals Intelligence field was the lack
of language-qualified personnel. This
was emphasized often as a serious
shortcoming.?! Additionally, Army
requirements to activate units with
highly skilled technicians and
linguists failed to keep up with the re-
quirements from field commands. For
example, 12th Army Group repeatedly
requested, but never received, 14
additional companies.32

The industrial production of com-
munications equipment and Signals
Intelligence devices called for
astronomical quantities of equipment.
For instance, for the Normandy
invasion, 30,000 high frequency
transceivers, 10,000 very high
frequency radios, 3,000 radars and
100 radar ECM systems were used.33
By the end of the war, 4,100 jammers
and intercept receivers of various

types were in use. SHAEF’s Radio
Countermeasures Division’s total re-
quirement was for almost 10,000
ground and airborne jammers and for
nearly 1,500 tons of chaff.3¢

Command and control

Signals Intelligence units came
under three separate organizations for
command and control. First, these
units were assigned to the Signal
Corps and under Signal Corps
command. Next, these Intelligence
units were under the technical control
of the Signal Intelligence Service.
Technical information was fused with
all levels of Signals Intelligence both
vertically and laterally.3’ The radio
and communications nets to support
this flow of information (Figures 4
and 5) indicate how this flow worked.
Finally, the units came under
Intelligence requirements direction of
the G-2. For instance, with G-2
Intelligence collection requirements,
Radio Intelligence units met the
Intelligence needs through a daily
activity report. The report consisted of
six sections:

An Intelligence Summary

Decodes and Translations

Technical Summary of Nets Heard

Direction Finding Bearings

Message Count and Set Allocation

Code Identifications and Cipher

Values36

The companies provided this activity
report along with signals intercepts in
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both German and English translation
“as soon after daylight as possible”.
In addition, a high priority was given
to current combat information or spot
reports that could be quickly
responded to by maneuver or artillery
units.

These reports, along with Ultra
Intelligence, were fused together and
compared to other Intelligence. An
illustration best shows how this
reached the commander:

At 12th Army Group Hdgtrs (sic),
Gen. Bradley was briefed daily at
small private session. Present were:
CG,C/S, G2, 3&4and usually three
Asst G-2s. The situation was
developed and the G-2 views stated.
Questions by the CG then brought out
any additional points of interest to
him. (Thus) capabilities and their
priorities (or in effect “enemy
intentions”) were fully developed.

In addition to this there was an
open session daily with about forty
officers present, at which the G-2 and
G-3 general situations were developed.
Certain Sensitive information was not
brought out at these meetings.
Capabilities and priorities were not
discussed.
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G-2, 12th AG, also put out a weekly
Intelligence Summary which listed
capabilities and discussed priorities.
This did not discuss information from
most Sensitive sources but did reflect
that information wherever safe to do
50.37

The operational and technical
internal control in these units for
ECM and direction finding is
illustrated at Figures 6 and 7.

Technology

Victory in these techniques would
ultimately go to the Nation that best
utilized its brains, that produced
suddenly needed equipment faster,
that played the game with greater
ingenuity. It became a strange
combat of Intelligerice, of science, of
production, of planned integrated
tactics behind the men who fired the
guns, flew the planes, and dropped
the bombs.38

Technological surprise is the most
ominous aspect in this field of
warfare. It was vital that Signals
Intelligence/EW equipment be
produced and fielded to cover the
electromagnetic spectrum of known
and anticipated enemy signals; be
designed to the technological stan-
dards of the time; and be flexible in
design.

In 1942, to meet this challenge, the
Army Communication and Equip-
ment Coordination Board completed
studies on US Army requirements for

signals, radio intercept and jamming
equipment needs for the war.?? As the
Wedemeyer Victory Plan was to
projecting the wartime personnel and
unit mobilization needs for war in
1941, this plan was to signals and
Intelligence needs.

The National Defense Research
Council (NDRC) had overall
responsibility for technological
research, and development of
systems. Divisions 13
(communications), 14 (radar), and 15
(countermeasures) were the
contributing agencies for equipment
and research in the Signals
Intelligence and Electronic Warfare
field.#0 Their research was conducted
at the Camp Evans Signals
Laboratories, Camp Coles Signal
Laboratories, the aircraft radio
research laboratories, and the Radio
Research Laboratories (RRL) at
Harvard University.

These scientists developed a variety
of equipment for the rapidly
expanding Signals Intelligence field.
Several unique items planned and/or
produced included multi-van intercept
and direction finding systems;*?
portable direction finding equipment
like the SCR 206;*3 and, an
expendable parachute delivered
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jammer known as CHICK (AN/CRT-
2) and an expendable radar jammer
(RADAR CHICK (AN/CPT-1) which
would produce a low power jamming
signal.# Additionally, improvements
were designed into existing
equipment. For instance, the
PIMPERNEL jammer was improved
so that it would skip the frequencies
used by our own forces and operate in
a multi-scan role.

In early May 1944, a team of these
scientists from Division 15, were sent
to England to form the American-
British Laboratory Division 15 (ABL-
15). Stationed at Great Malvern,
Worcs, England, they provided tech-
nical advice and assistance in the
Signals Intelligence and ECM field.

Tactics

Corps and Army Radio Intelligence
units worked for their assigned
command under the staff supervision
of the G-2. As a result, corps
companies were concerned with the
communications of opposing divisions
with emphasis on unencrypted voice
signals; Army units concentrated in
the high frequency (long distance
communications) spectrum with
emphasis on the morse code signals of
all units opposing the Army.*7

Often, the companies were divided
into forward and rear echelon units
and located on the battlefield where
the signals could best be heard.#*
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Communications jamming on a
large scale was avoided and only the
selective use of jamming communica-
tions was preferred. This procedure
was desired because it was expected
that when jammed, the enemy would
fall back on fixed wire and cable
communications. As noted in one text
¢_..Intelligence to be obtained...was
considered to be of more importance
than the benefits derived from
jamming. Selective jamming was
considered to require excessive per-
sonnel and equipment.”’#?

In anticipation of their deployment
across the English Channel, units
trained and were tested in their tech-
nical and linguistic abilities. The
units trained against German units

across the channel in work shifts. For

example, units at Wincham Hall,

England organized into three shifts to

conduct Signals Intelligence:

Operators working at these receiving
sets were given a priority search list
of communications stations to find
along with master listings of com-
munications as an aid. This master
listing provided information on fixed
station communication systems, call
signs, and the peculiarities of the
stations noted.5¢

Because these units operated in a
sensitive Intelligence field, they had
to be selective in the location of their
field positions. In order to acquire the
strongest signals, they had to be lo-
cated “well forward”; conversely, they
had to be “well screened and secured
from enemy action, especially
capture”.5! This meant that direction
finding baselines were established by
the Radio Intelligence companies with
the direction finding sets seldom
positioned forward of division
command posts.’? However, the
direction finding capabilities of the
equipment used often cited as poor in
accuracy.

Force structure

The organizational makeup of
Radio Intelligence companies varied
considerably from their Table of Or-
ganization and Equipment (TOE).
The original companies were
organized under TOE 11-77 published
in 1939. Corps’ companies consisted of
four officers and 100 enlisted men
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responsible for manning eight to ten
communications intercept positions
and one direction finding position. At
Army level, the organization
consisted of eight officers, 150 enlisted
personnel, 12 to 15 intercept positions,
and up to three direction finding -
systems.5?

Throughout the War, the structure
was adjusted to meet field
requirements. For instance, the TOE
was found lacking in security guards,
and this had a direct impact on how
far forward the intercept positions
could be employed.’* By manning
equipment and exceeding
authorization levels, units expanded
upon their capabilities. The 113th
Radio Intelligence Company,
assigned to First US Army in
England, used up to 24 intercept
positions and six direction finding
stations.?®

The US Army Signals Intelligence
Service, ETOUSA, which was
responsible for providing Ultra
Intelligence liaison personnel to Army
field commanders, consisted of 46
officers and 207 enlisted personnel.

Modifications to equipment and
personnel structures in field
operations were characteristic of Elec-
tronic Warfare operations. For
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instance, the Radio Set SCR-596 was
modified by a unit to jam in the radio
bands used by panzer units. Using
this equipment, a corps radio
intelligence company established
ECM teams of approximately four
officers and 37 enlisted personnel.?®

Conclusion
Therefore determine the enemy’s

plans and you will know which
strategy will be successful and which
will not: agitate him and ascertain the
pattern of his movement... probe him
and learn where his strength is
abundant and where deficient.57
—Sun Tzu

Military leaders throughout history
have always placed great emphasis
upon the lessons of military history.
The principles, tactics, mobilization
issues, technological demands and
command and control principles in
World War II show striking
similarities with EW issues today.

Current notoriety in this field of
warfare and the development of
Military Intelligence (MI), Combat
Electronic Warfare Intelligence
(CEWI) units represents a renaissance
with roots to United States Army
employment of Radio Intelligence
units in North Africa, Italy, and
Northern Europe.

Several similarities exist between
US Army World War IT experiences

and the present. Of those of particular
note, the most crucial is the require-
ment for linguists. Throughout World
War II, the Army was hard-pressed to
provide linguists to tactical radio
intelligence units. The highest
attendance percentage of students in
US modern-language study was just
prior to World War II. In the main,
this situation has deteriorated.
Nationally, only 3,500 high school
students are studying Russian beyond
their Sophomore year; 197 are in their
third or fourth year of Chinese
language studies; and, only 81 high
school students are taking Polish
beyond the second year. The civilian
manpower base to support and
sustain future defense needs is
diminishing rapidly.5¥ Although
efforts to automate work and phrase
recognition as demonstrated by
International Telephone and
Telegraph and Bell Laboratories may
help, linguists will still be required to
go beyond machine or phrase
recognition.5?

Second, mobilization and the
reserve forces influx of officer and
enlisted linguists, analysts and
technicians were the principal source
of both initial and sustaining person-
nel and units in Signals Intelligence
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and Electronic Warfare. To fight the
First World War, 58 divisions were
activated and 42 went overseas. In
World War 11, 89 divisions and
supporting troops were raised and
deployed. The reserve forces Elec-
tronic Warfare community in the past
and on the airland battlefield will be a
significant element in meeting and
sustaining operations.®’

Next, and in the field of tactics
during World War IL, the G-2 and G-3
had to balance the advantages of
jamming, against the benefits of
remaining silent and listening to the
enemy. If jamming was employed, it
was used to disorganize an enemy
attack; to strain existing and
supplemental communications; and,to
force him to expend materials,
manpower and time to overcome our
jamming strategy. US Army ECM
strategy today parallels the principles
of 40 years ago.

Finally, the backbone of World War
II radio intelligence units was the
junior non-commissioned officer. The
resourceful, often ingenuous field
developments and sophistication of
these units can be attributed to their
leadership. The parallel between
World War II and today is evident.®!
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