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B.
Blue Legacy Signal Units

	
	Number
	Vehicles per unit number
	PAX


	Equipment
	Total Equipment

	Legacy/Force 22nd Signal Bn Assets- V Corps
	1
	
	410
	
	

	HHC
	1
	
	27
	
	

	Command Gp
	1
	3 M998-A1
	6
	
	

	OPNS/Intel
	1
	1 M998-A1

1 M1097
	6
	
	

	Company HQ
	1
	2 M998-A1

1 LMTV

1 M 1089

1 M 1091
	15
	
	

	Division Nodal Network Co
	2
	
	64
	
	8 NS

14 HCLOS

4 TMS

12 STAR-T

4 TROPO

1 GBS

4 Predator

4 Shadow 200

	HQ Platoon
	1
	2 M 998-A1
	4
	
	

	Nodal Network Platoon
	2
	6 M998-A1

8 M1097
	30
	2 NS

4 HCLOS

1 TMS
	4 NS

8 HC LOS

2 TMS

	Division Network Extension Co
	1
	
	127
	
	

	HQ Platoon
	1
	2 M998-A1
	4
	
	

	JTRS Relay Platoon
	2
	2 M998-A1

6 M1114
	14
	6 HC LOS
	12 HCLOS

	TACSAT Platoon
	2
	2 M998-A1

12 M1097
	38
	6 STAR-T
	12 START

	TROPO Platoon
	2
	1 M998

4 M1097
	7
	2 TRC-170
	4 TRC-170

	TIP Team
	1
	1 M 999

1 M 1097
	5
	1 GBS
	1 GBS

	Division Network Support Company
	1
	
	128
	
	

	HQ
	1
	2 M 998-A1
	4
	
	

	Network management teams
	2
	4 M998-A1
	15
	1 JCPMS
	1 JNMS

	G6 Teams
	2
	2 M998

3 M 1097
	19
	
	

	UAV Platoon
	4
	2 M998

4 M1097
	14
	1 Shadow 200

1 Predator
	4 Shadow 200

4 Predator


	
	Number
	Vehicles per unit number
	PAX


	Equipment
	Total Equipment

	Legacy/Force XXI Div Sig Assets for 35th Signal, 18th Signal, 1st Signal , 141st Signal
	1
	
	216
	
	4 NS

14 HCLOS

2 TMS

6 STAR-T

1 GBS

2 NMS

	HHC
	1
	
	27
	
	

	Command Group
	1
	3 M 998-A1
	6
	
	

	OPNS/Intel
	1
	1 M 998-A1

1 M1097
	6
	
	

	Company HQ
	1
	2 M 999-A1

1 LMTV

1 M1098

1 M1091
	15
	
	

	Div Nodal Network Co
	1
	
	64
	
	

	HQ Platoon
	1
	2 M998-A1
	4
	
	

	Nodal Network Platoon
	2
	6 M998-A1

8 M 1097
	30
	2 NS

4 HCLOS

1 TMS
	4 NS

8 HC LOS

2 TMS

	Div Network Extension Co
	1
	
	53
	
	

	HQ Platoon
	1
	2 M998-A1
	4
	
	

	JTRS Relay Platoon
	2
	2 M998-A1

6 M1114
	14
	3 HC LOS
	6 HCLOS

	TACSAT Platoon
	1
	2 M998-A1

6 M 1097
	16
	
	6 STAR-T

	TIP Team
	1
	1 M 999

1 M 1097
	5
	
	1 GBS

	Div Network Support Co
	1
	
	72
	
	

	HQ
	1
	2 M998-A1
	4
	
	

	Network Mgt Teams
	2
	4 M998-A1
	15
	
	2 NMS

	G6 Teams
	2
	2 M998-A1

3 M1097
	19
	
	


1st Signal Battalion is assigned to 1st CAV Division

18th Signal Battalion is assigned to 82nd Enhanced Division

35th Signal Battalion is assigned to 10th Infantry Division

141st Signal Battalion is assigned to 1st AD

C.
22nd Signal, 35th, 1st, 18th, and 141st Battalions (Legacy)
Blue Communication Suites

1.
LaserComm 
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Capability: Covert short-range communications capable of high capacity short-range communications links while stationary (up to 40 km) or on the move between vehicles (up to km), OTM vehicle to UAV, and UAV to UAV.  May be applied to AAVs as well at greater range and data rates.  Laser communications will be applied as a complementary capability to RF able to adapt to atmospheric conditions of light smoke, haze, fog and rain through the application of adaptive optics to correct for atmospheric distortions.  LaserComm will be capable of 155 Mbps communications while OTM and 1 GBps while stationary.  LaserComm will use lasers in the .8-1.5 micron range.  The narrow beam communications will be RF silent and unjammable except through the application of obscurants that match the wavelength of the laser.  Intended for use on the commanders and commanders staff vehicles down to brigade level and with scout vehicles.  Not hardened against HEMP and EMP.

	Data Rate
	Usage
	Range
	Platform

	1 Gbps
	TOC-TOC ATH
	40 km
	C2 vehicle/TOC

	155 Mbps
	TOC-TUAV
	3 km
	C2 vehicle/TUAV

	155 Mbps
	TUAV-TUAV
	3 km
	TUAV

	155 Mbps
	Scout-TUAV
	3 km
	Scout/TUAV

	1 Tbps
	AAV-AAV
	1,000 km
	AAV-AAV


2.
Universal Handset (PCS- Personal Communications System)

[image: image5.wmf]  Operational Characteristics

  Altitude:      Maximum          25,000’

                      Operating           15,000’

  Endurance:  Maximum          >20 hrs

  Radius of Action:                  500

 nm

  Speed:         Maximum          110-115

 kts

                      Cruise                65-70

 kts

                      Loiter                 60-65

 kts

  Climb Rate:                           168 m/min

  Deployment Needs:               Multiple C-130 sorties

 Payload and Links

  

Sensors:                                EO, IR and SAR

  Data Link(s): Type               C-band/LOS; Ku-band/SATCOM

                   

      Band width    C-band/LOS:  20

 Mhz

                                                Ku-band/SATCOM:  5

 Mhz

                         

Data Rate       C-band/LOS:  20

 Mhz

 Analog

                                                Ku-band/SATCOM:  1.544

 Mbps

  

C2 Link(s):                           Through Data Link

Capability:  Referred to as the Hand Held Device by WIN-T.  Single communications handset capable of transmitting digitized voice and data over multiple communications modes (terrestrial PCS, satellite (commercial and military), peer to peer and local loop).  Capitalizes on third generation commercial technology to provide data rates up to 2 Mbps in PCS and peer-peer mode and 64 Kbps transmit and 1Mbps receive via satellite.  Incorporates military security features for LPI/LPD, type 1 encryption and anti​jam features making it suitable for use in high EW/EMI environments.  Dismounted soldiers will be able to communicate at all echelons on the battle​field without the need of a fixed or pre planned communications infrastructure due to the capability of the Handset to network and self organize with other handsets.  Not HEMP and EMP hardened.  Intended for use by company com​manders and above in both objective and legacy units.  Battalion Commanders and above would carry spare handsets in HEMP/EMP hardened cases.  

	Data Rate
	Mode
	Range
	Transmit/Receive

	64 kbps
	Satellite, UAV or TUAV
	Up to GEO
	Xmt

	1 Mbps
	Satellite, AAV, UAV or TUAV
	Up to GEO

	Rx

	256 kbps
	AAV
	120,000 feet
	Xmt

	2 Mbps
	PCS Secure
	1 km from base station
	Xmt/Rx

	2 Mbps
	PCS Unsecure
	5 km from base station
	Xmt/Rx

	2 Mbps
	Peer-Peer with full LPI/LPD
	1 km from base station
	Xmt/Rx

	2 Mbps
	Peer-Peer
	5 km from base station
	Xmt/Rx


3.
JTRS

[image: image6.wmf]System Composition

4 Air Vehicles (

AVs

), 1 Ground Control Shelter

(GCS), 1 Ground Data Terminal (

GDTs

), 1 Trojan

Spirit II Dissemination System, and Ground Support

equipment (GSE).

Air Vehicle

Dimensions:  Wingspan             48.7’

                       Length                  26.7’

                       

Height                  7.3’

Weight:          Empty                  1200

 lbs

                       Fuel Weight         650

 lbs

                       Payload                450

 lbs

                       Max Takeoff        2300

 lbs

Launch and Recovery

Runway (760m / 2,500 ft)

Communications Payload Capabilities:

Data Rate

Mode

Links/Users

15

 Mbps

OTM user/ 

      4

 

crosslink

45Mbps

Direct Link

      4

1

 Mbps

PCS

    32

155 

Mbps

Laser

      2

Capability:  Radio provides LOS communications with routing.  It is a software radio that is capable of having up to 4 waveforms operating simultaneously.  It can be reconfigured to a different waveform in a matter of seconds.   Legacy Army, Navy, and AF waveforms are available as well as the objective force waveforms and commercial waveforms (i.e. 3rd and 4th Generation PCS) simply by downloading a small piece of code (like an applet) to configure radio.  Hardware suite is compatible with narrowband and wideband operation.  Tailored suites of hardware for RF radiation are available for LPI/LPD, optimum operation in certain frequency windows (Low - VHF, Mid -UHF, and High -mm wave), high gain antennas, body armor antennas, as well as antennas on a mast type configuration.  Messages will be routed fragmentally where instead of using a single link from one radio to another for a full message; multiple links are used to transmit units of a single message or file. This results in the appearance of very high bandwidth to the user.   The radio is a routing radio and can act as a router (or relay in some sense) for the terrestrial network.  In LPI/LPD configuration, the radio will seek out frequencies for transmission that are not being utilized.  It will seek bandwidth for use for fractions of a second by selecting frequencies of opportunity (e.g., 10 KHz from one band, 20 KHz from another, etc. enough bandwidth is available for transmission).

	Data Rates
	Frequency
	Range
	Comments

	Up to 10 Mbps
	2 MHz – 2 GHz
	LOS
	Specifics are waveform dependent
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4.
Warfighter Information Network-Terrestrial (WIN‑T)

The WIN‑T program integrates three essential network components: the network itself, integrated network management and information assurance to improve network survivability. The WIN‑T network allows the seamless transport of information between the Army and the Joint force. The network is employed at all Army echelons from Theater to maneuver battalion for legacy forces not the objective forces. The WIN‑T network will also connect to Allied and non-DoD agencies. Every node in the WIN‑T network acts as a relay the other nodes. Airborne relays are employed to increase network survivability and improve force protection of Signal soldiers who now man relays on hilltops.

The systems has four variants; the largest being a High Mobility Multi-purpose Wheeled Vehicle, (HMMWV) with shelter housing all the network essentials for the more static tactical operations centers (TOCs). For maneuvering TOCs, the network will be embedded into command and control (C2) vehicles.  Key leaders will have a personal communications device, Handheld Device (HHD), that allows continuous voice, data, and video connection to the net. 

WIN‑T network planning and engineering begins in garrison using WIN‑T NMS. While enroute single channel satellite communications (SATCOM) will provide connectivity to rear HQ and forward-deployed elements.  UHF line of sight (LOS) communications will be used between aircraft. As forces arrive to secure airstrips and ports, the HHD and other WIN assets such as single channel SATCOM provide reachback to the sustaining base.

Combat net radio and wideband, digital radio located in Integrated Subscriber Nodes (ISNs) provide C2 on-the-move (OTM) voice and data capabilities for the fighting force.  ISN can interface with multi-channel SATCOM.   Wireless local area networks (LANs) facilitate connectivity among maneuver TOCs at quick halts. As the force continues to build, the deployed WAN and subscriber nodes use multichannel tactical SATCOM to extend DISN services to the warfighters and establish connectivity with Joint forces. Full voice, data, imagery, and video is now available to the Division and Brigade TOCs.  Access to specialized services such as DMS, GBS and interfaces to Joint and coalition forces are provided through WIN‑T.

As forces continue to flow into the theater, WIN‑T’s common infrastructure throughout all echelons expands the network and allows seamless information flow from platform to sustaining base. Transmission Relay terminals are used where needed. The Remote Access Subscriber Interface (RASI) is used to expand subscriber services to users in remote locations. Throughout the deployment the HHD accesses tactical “cellular” systems, backed up by satellite coverage. IA and Network Management is an integral part of every aspect of the network throughout the operation.
5.
TIP/GBS:  Theater Injection Point for Global Broadcast System:
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[image: image9.wmf]number of 

platforms

data rate

percentage of users

link loading capacity

amt of time node utilizes link

Troops

12,800

       

 

1,440,000

      

 

0.2000

0.4

0.5

256,000

         

 

0.8000

0.4

0.5

Vehicles

927

            

 

8,000,000

      

 

1.0000

0.4

0.5

Capacity

737,280,000

   

 

524,288,000

   

 

1,483,200,000

 

2,744,768,000

 

6,861,920,000

                   

 

Ground to TUAV

274,476,800

   

 

traffic arriving at tuav

686,192,000

                      

 

Ground to AAV

137,238,400

   

 

traffic arriving at aav

343,096,000

                      

 

Ground to Leo/Meo

68,619,200

     

 

traffic arriving at L/M

Ground to GEO

68,619,200

     

 

traffic arriviting at GEO

TUAV to Ground

137,238,400

   

 

.5 of traffic arriving at TUAV

343,096,000

                      

 

AAV to Ground

109,790,720

   

 

.8 of traffic arriving at AAV

274,476,800

                      

 

LEO/MEO to Ground

54,895,360

     

 

.8 of traffic arriving at L/M

GEO to Ground

68,619,200

     

 

All of traffic coming from GEO, coming from out of theater

TUAV to AAV

137,238,400

   

 

.5 of traffic arriving at TUAV

AAV to LEO/MEO

20,585,760

     

 

AAV to GEO

6,861,920

      

 

Assumptions:  

12,800 Troops, each equipped with JTRS+ like radio capapble of up to T1 data rates based on distance, terain, etc.

Assumming ground traffic is 20% at T1 and 80% at 256 Kbps

927 Vehicles, each capable of 8 Mbps. 

Data pipes are contention based and should not be loaded over 40% to insure timely traffic throughput times

max

min

Capacity

troops

18,432,000,000

              

 

3,276,800,000

          

 

vehicles

7,416,000,000

                

 

7,416,000,000

          

 

total

25,848,000,000

              

 

10,692,800,000

         

 

TUAV

2 transponders (uplink), 2 

transponders (1-downlink, 

1-uplink to AAV)

45 Mbps/transponder, 

2 transponders / bird, 

12 birds

1,080,000,000

                   

 

AAV

8 transponders (uplink), 8 

transponders (4 

transponsders downlink,  2  

crosslink, 2 uplink to SAT)

360 Mbps x 3 AAVs

1,080,000,000

                   

 

548,953,600

   

 

Needed capacity in 

space withTUAVs but 

without AAVs:

274,476,800

                      

 

Bottom Line

2)  Without the AAV at a minimum, we will need the equivalent of 3 dedicated DSCS satellites or two 100% 

3)  Use of space layer performance for sensor to shooter will be unacceptable due to propagation delays

4)  If the system is implemented as layed out here, there will be sufficient capacity to achieve adequate 

Needed capacity in space 

without TUAV or AAV 

assuming xDMA access 

(not contention based)

Total traffic generated on 

the ground

Bandwidth Required (total traffic / 40%) assumming 

contention based channel access

1) Without airborne layer, there will be insufficient capacity (terrestrial or space).

Capability: Theater Injection Point (TIP) for Global Broadcast Service was designated as a joint program on 27MAR96, by direction of the Under Secretary of Defense for Acquisition. Global Broadcast Service provides Joint Tactical Operations high speed, multimedia communications and information for deployed, on the move, or garrisoned forces. GBS took advantage of 1990’s technol​ogy and information transfer systems to support modern war​fare. The Global Broadcast Service augments and interfaces with other communications systems to provide high-speed flow of multi-megabit video and data products.   The TIP with trailer mounted uplink antenna capable of 4 frequency carri​ers, each at 23 Mbps/transponder (per carrier) in broadcast mode to a Global Broadcast Satellite package.  The GBS package is a 16 transponder pack​age for broadcast with 2 transpond​ers used for reachback on each of 5 GEO synchronous satellites sup​porting 4 downlink spot beams that operate simultaneously through electronically steer phased array antennas.  The antenna is config​ured such that it may uplink to 2 separate satellites simultaneously to facilitate reachback.  The GBS transponders are operated in satura​tion thereby providing jam resis​tance and prohibit an enemy from capturing the uplink.  The TIP is also equipped with 16 received suites to monitor the downlink on an entire GBS package. The shelter and electronic components are resistant to HEMP, EMP, and HPM.

Information Dissemination Management—Tactical:  Through the use of smart push and brilliant pull technology provides the capability transmit highly tailored broadcast information directly the commander down to battalion level.  Broadcast data includes ABCS, digital imagery, logistics data, weather data, maps, operational orders and video.  Data is transmitted via the wideband GBS satellite service at 23 Mbps per transponder (16 transponders per satellite) and transmitted to the Battalion commander through tactical networks.  Using commander and mission profiles, only information designated as critical by the commander or by higher echelons will be received greatly reducing the amount of data that has to be processed.  Data and video compression techniques will also be utilized to double transmission capacity.

	Data Rate
	Usage
	Range
	Transmit/Receive

	23 Mbps/ transponder
	Broadcast uplink while stationary

Downlink OTM and stationary
	1 degree Spot Beam:  200 nm  
	Uplink  and Downlink (received up to 16 downlinks) 

	10 Mbps/ transponder
	Reachback while stationary
	1 degree Spot Beam 
	Uplink

	1.55 Mbps/ transponder
	Reachback
	1 degree Spot Beam
	Full duplex, intended for use with OTM ground vehicles


6.  SUPER HIGH FREQUENCY (SHF) TRI-BAND ADVANCED RANGE EXTENSION TERMINAL (STAR-T) AN/TSC-156(V)3 
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STAR-T operates at C, X, K bands (includes Ku and Ka bands).  It can also transmit to and receive from a GBS satellite transponder if needed.  It is highly mobile (set up and tear down in under 10 minutes) but must stop to deploy dish.  It can receive GBS from small dish while on the move. Super High Frequency (SHF)  (C, X and K band (includes Ku and Ka bands) Tri-Band Advanced Range Extension Terminal (STAR-T) is a Heavy High Mobility Multi-purpose Wheeled Vehicle (HMMWV) mounted, multi-channel Tactical Satellite Ter​minal (TACSAT). It has a tri-band capacity in the SHF band and will operate over commercial and military SHF satellites. Selected terminals will also have an integrated switch that will interface with both commercial and joint military switching systems. The STAR-T has strong joint service applicability and potential for cooperative investment to replace current SHF multi-channel TACSAT terminals and some switching systems. Capable of transmit​ting and receiving to a GBS satellite transponder if needed.  Highly mobile (set up and tear down in 10 minutes) but must stop to deploy dish.  It can receive GBS from a small dish deployed on the move.  System is HAEMP and EMP hardened.

Transportation Characteristics/Limitations: Heavy HMMWV Mounted with C-130 Roll-on/Roll-off capability.
	Data Rate
	Usage
	Waveform
	Transmit/Rec

	2 Mbps
	C-band
	Commercial
	Full Duplex

	4 Mbps
	X-band
	Military Advanced SHF
	Full Duplex

	12 Mbps
	K-band
	Commercial Ku 
	Full Duplex

	12 Mbps
	 K-band
	Military Ka and Commercial Ka
	Full Duplex
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7.
AN/TRC-170(V)2 AND (V)3, Troposcatter Radio Terminal (TROPO)

Capability:  The AN/TRC-170(V)2 & AN/TRC-170(V)3 are air and ground transportable troposcatter radio terminals. The terminals provide secure digital long haul radio trunking between major nodes of ACUS com​munication networks and interface with other ACUS systems such as assemblages of Digital Group Multiplexer (DGM) equipment or various switching facilities. The terminals may be used in stand-alone applications as transmission links not associated with switching facilities. The ter​minals provide for the transmission and recep​tion of digital voice and digital data over a nominal 150-mile path for the (V)2 radio and a nominal 100-mile path for the (V)3 radio by means of troposcatter. Line-of-sight propagation may also be used in the 4.4 gigahertz to 5.0-gigahertz frequency range. The terminals provide for trunk group communications at switch selectable bit rates from 128 to 4608 kilobits per second in addition to orderwire traffic. 

EMP/HEMP Hardened.

COMPOSED OF:

(V)2 - M923 5-ton truck carries S-280 shelter towing  M1061E1 5-ton trailer with two 30-kilowatt power units. M35A2 2-1/2-ton truck carries antennas on Low Profile Pallet towing M105A2 1/2-ton trailer with HFR radio.

(V)3 - M1097 (Heavy HMMWV) carries S-250 shelter towing M116A2 3/4 ton trailer with Quick Reaction Antenna (QRA). M1097 carries 10 KW power unit and HF radio towing PU-753/M 10 KW power unit.

8.
[image: image12.png]


Shadow 200
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Capability:  Small, lightweight, tactical UAV system that is transportable by two military wheeled vehicles. It features a small, suitcase size control station with dual (C-band and UHF) command link and a redundant back-up link. The Shadow 200 can be operated from remote unprepared locations by just three crewmembers.  A pneumatic launcher launches the Shadow 200. After launch, the UAVs robust climb rate (1,000 - 1,500 fpm) and dash speed enables it to transit rapidly to the directed operating ceiling or required operating location. The quick dash and cruise speed (80-135 knots), coupled with a minimum speed capability of 49 knots, makes the Shadow 200 an ideal quick response tactical UAV. The Shadow's compact size and lambda tail design produces a very low radar cross section, making it very difficult to detect. While carrying a wide assortment of payloads that include communications, electro-optical, EW payloads and various sensors, the Shadow 200 is capable of operating out to 200 kilometers for 6-8 hours. Following the mission it can be recovered in a small area with parachute deployment at low altitude. Recovery can be accomplished manually or with an auto recovery, during which an air bag is deployed prior to touchdown to cushion the landing and protect the vehicle and payload. The UAV has the capability of a 200-km mission radius, and can remain over the designated area of interest for 2-3 hours. Communications payload capable of providing either PCS area coverage, direct link high data rate bent pipe connection or airborne switching and aerial crosslinks between TUAVs and up to UAVs.  Communications capable of  RF and Laser Communication.  Payload capabilities are interoperable with legacy systems.  Deployed to interim force.  Payloads not HEMP or EMP hardened.  Ground stations are HEMP/EMP hardened.

Mission radius:  200 km

Endurance:  6-8 hours

Payload Capacity:  50 lbs

Weight:  300 lbs

Ceiling:  15,000 ft

Tactical, portable, 3-man operational.  Manual or automatic (parachute) recovery.  Deployed by echelons at division and below

Payload Capabilities:

	Data Rate
	Mode 
	Links/Users
	Altitude
	Footprint

	15 Mbps
	OTM user/crosslink
	4
	8,000 feet
	25 mile diameter

	45 Mbps
	Direct Link
	4
	10,000 feet
	30 mile diameter

	155 Mbps
	Laser
	2
	12,000 feet
	35 mile diameter

	1 Mbps
	PCS
	32
	15,000 feet
	50 mile diameter


9.
Predator Medium Altitude Endurance (MAE-) UAV

The system provides long-range, long-dwell, near-real-time communications relay or imagery intelligence (IMINT) to satisfy reconnaissance, surveillance and target acquisition (RSTA) and communications mission requirements for the Joint Task Force and Theater commanders. De-icing equipment now allows transit and operation in adverse weather conditions. Communica​tions payload capable of providing PCS area coverage, direct link high data rate bent pipe connection, airborne switching and aerial crosslinks between TUAVs and up to UAVs, AAVs or satellites.  Communications capable of simultaneous RF and Laser[image: image14.png]/
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.

Launch:  Conventional wheeled (runway) takeoff. Predator needs a 5000 foot long, 125 foot wide hard surface runway with clear line-of-sight to each end from the GCS to the air vehicles. All components must be co-located on the same airfield.

Transport:  broken down into 6 main components and is designed to be rolled into a C-130.  The largest component is the GCS.  It is designed to be rolled into an C-130. The air transportable TROJAN SPIRIT II consists of two HMMWVs, a 6.1 meter satellite dish, a 2.4 meter dish, and associated support equipment.
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D.
Information Assurance:

[image: image18.wmf] Information Assurance is a system of systems that have been implemented to provide protection of com​munication networks.  The following para​graphs contain a brief description of the capabilities.

The military will encrypt the control channel for handheld communications.  Military will have a mask when using commercial services so that the databases of user locations kept by commercial systems will not contain valid information regarding military users-only a default value. End to end encryption will be used on all data, classified and unclassified.  Quantum encryption and Ellipse encryption are used.  User anonymity through header encryption will be provided.  Once decrypted, user is authenticated.

Greater cooperation between Government and Industry in the early part of the century has enabled much better IT protection products.  While all NATO, and UN countries have agreements regarding IT security.  However, not all countries have put IT security measures in place worldwide.

Communications support multi-level security.  Transmissions will transverse a heterogeneous mix of military and commercial networks in an encrypted format such that all bits (including headers) are encrypted at sufficient level to prevent breaking the encrypted code prior to traversing the commercial network. Ubiquitous autonomous software agents will be used detect and protect against malicious code and virus resident on all systems used by government.  All software resident on government communications and network nodes (routers, switches, etc.) will be continuously monitored to prevent new software from being executed on these systems without anyone’s knowledge.

The blue forces have the capability to present a credible threat to IT attackers with a high deterrent value. IT embedded detection response management will be closely coordinated with the PSYOPs offensive operations to target against individuals believed to be responsible for this network hostile activity.

The Blue forces have the ability to instantly track down attacker (people responsible for attack), send them messages informing them that it is in the best interest of their health (and their family’s health) to cease and desist the attack.

Through the use of honey pots (see below), PSYOPs offensive operations are able to do a variety of counter attacks to include passing mis-information to the attacker(s).   

All software delivered and used will be tested for malicious code prior to use in a military environment.

The networks will support a threshold mechanism for traffic throttle based on 5 levels of message content precedence.  Traffic can be further throttled based the degree of trustability (i.e. information source(s) and destination(s) are within very trusted, trusted, or not trusted environment.  To protect against denial of service attacks,, network traffic nodes (routers, gateways) will be limited (throttled back to permit) to only trusted (and higher level) information/data sources.  Trusted and Precedence users will be verified via Biometrics and PKI.  (See below)

Communication assets in a captured position will be rendered useless with out security mechanisms (valid thumb blood vessel pattern, body (thumb) temperature, heart beat pattern, smart card pin, etc.).  Any tampering with the outer cover of radio devices will result in the erasing or destruction of all encryption devices (including memory chips) (one method is a drop of acid that is released and destroys upon tampering)

The networks will support a threshold mechanism for traffic throttle based on 5 levels of message content precedence.  Traffic can be further throttled based the degree of trustability (i.e. information source(s) and destination(s) are within very trusted, trusted, or not trusted environment.  To protect against denial of service attacks,, network traffic nodes (routers, gateways) will be limited (throttled back to permit) to only trusted (and higher level) information/data sources.  Trusted and Precedence users will be verified via Biometrics and PKI.  (See below)

Training will stress importance of combating social engineering.

Three mechanisms are in place and available to the blue forces for IT defense/offence.

Honey Pots:  This is a trap mechanism that traps an incoming information stream from a malicious user, diverts to a dedicated platform so that analysis may be made on the attack, and it feeds mis-information back to the attacker without the attacker being able to detect that he has been compromised.

Biometrics identification and authentication will be used based on unique identifiers (blood vessel pattern in thumb) that can measure body temperature, heartbeat, and level of consciousness. The mandatory use of biometrics along with smart cards and  “pin codes” for normal and compromised operations will limit the ability of an enemy to spoof a “cleared” user.   Biometrics provides greater level of accountability and non-repudiation for personal actions.  

PKI:  Public Key Infrastructure along with Ellipse encryption (over 1024 bytes) and quantum encryption will provide the strongest encryption key strength available which will continue to evolve as the world commercial markets continue to evolve such that the encryption used is strong (large) enough to require an extreme effort (taking months to years) to decrypt the code.

Information Assurance Capabilities:

	Capability
	Performance

	Intrusion Detection
	Detects 90% of attack signatures and mitigates

Detects 75% of anomalous behavior

	Network Access Control
	Prevents 99% of external unauthorized access attempts to the network 

Prevents internal unauthorized network access 99% of the time

Detects 99% of all unauthorized modifications of transmitted data

	Code Modification
	Detects 99% of unauthorized modifications to system software

	Security Tool Integration
	Adds additional 5% overhead to network performance


E.  Operational Planning

1.  Global Information Grid (GIG) Communications Architecture

a.  Ordering Services-  DOD or leased-  GNOSC/ RNOSC/ CINC J6

b.  High Altitude Airborne Vehicles-  High data throughput

c.  DOD SATCOM

d.  Fiber Optic

2.   10th Corps Signal Element Assets

a.  High Altitude Autonomous Airborne Vehicles (HA AAV)- Objective Assets

b.  Network Management

3.  Overall Legacy Concept

a.  Integrated Architecture

b.  Military Backbone Systems

c.  User Systems

d.  UAVs

e.  Reach

4.  Effects on Communications Systems

a.  Space Weather

b.  Terrestrial Weather

c.  EMP/ (Microwave)

d.  Loss of GPS/ PNT

5.  Format for Concept of Support (Annex H (Signal))

References:

Time Zone used throughout the plan:

Task Organization

General.

Purpose.
1.  SITUATION.

E.
Misc. Capacity Information:

The info that follows shows how the capacity numbers were arrived at.
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Height vs. Range Nomograph:

[image: image21.wmf]G.
Diameter of Coverage vs. UAV Altitude:

H.
Diameter of Continuous Coverage:
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Not Continuously Covered

R = Terminal to UAV Separation

D = UAV Turning Diameter

If R = 50 miles, and d = 6 miles, then

Coverage
=
R + (R-d)


=
50 + 44


=
94 miles

I.
Effect of Platform Altitude on Footprint Size:
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Assumptions:  

12,800 Troops, each equipped with JTRS+ like radio capapble of up to T1 data rates based on distance, terain, etc.

Assumming ground traffic is 20% at T1 and 80% at 256 Kbps

927 Vehicles, each capable of 8 Mbps. 

Data pipes are contention based and should not be loaded over 40% to insure timely traffic throughput times

max

min
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7,416,000,000
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Bottom Line

2)  Without the AAV at a minimum, we will need the equivalent of 3 dedicated DSCS satellites or two 100% 

3)  Use of space layer performance for sensor to shooter will be unacceptable due to propagation delays

4)  If the system is implemented as layed out here, there will be sufficient capacity to achieve adequate 

Needed capacity in space 

without TUAV or AAV 

assuming xDMA access 

(not contention based)

Total traffic generated on 

the ground

Bandwidth Required (total traffic / 40%) assumming 

contention based channel access

1) Without airborne layer, there will be insufficient capacity (terrestrial or space).
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Sheet1

				number of platforms		data rate		percentage of users		link loading capacity		amt of time node utilizes link

		Troops		12,800		1,440,000		0.2000		0.4		0.5

						256,000		0.8000		0.4		0.5

		Vehicles		927		8,000,000		1.0000		0.4		0.5

		Capacity

						737,280,000

						524,288,000

						1,483,200,000

										Bandwidth Required (total traffic / 40%) assumming contention based channel access

		Total traffic generated on the ground				2,744,768,000						6,861,920,000

		Ground to TUAV				274,476,800		traffic arriving at tuav				686,192,000

		Ground to AAV				137,238,400		traffic arriving at aav				343,096,000

		Ground to Leo/Meo				68,619,200		traffic arriving at L/M

		Ground to GEO				68,619,200		traffic arriviting at GEO

		TUAV to Ground				137,238,400		.5 of traffic arriving at TUAV				343,096,000

		AAV to Ground				109,790,720		.8 of traffic arriving at AAV				274,476,800

		LEO/MEO to Ground				54,895,360		.8 of traffic arriving at L/M

		GEO to Ground				68,619,200		All of traffic coming from GEO, coming from out of theater

		TUAV to AAV				137,238,400		.5 of traffic arriving at TUAV

		AAV to LEO/MEO				20,585,760

		AAV to GEO				6,861,920

		Assumptions:		12,800 Troops, each equipped with JTRS+ like radio capapble of up to T1 data rates based on distance, terain, etc.

						Assumming ground traffic is 20% at T1 and 80% at 256 Kbps

				927 Vehicles, each capable of 8 Mbps.

				Data pipes are contention based and should not be loaded over 40% to insure timely traffic throughput times

								max		min

		Capacity				troops		18,432,000,000		3,276,800,000

						vehicles		7,416,000,000		7,416,000,000

						total		25,848,000,000		10,692,800,000

						TUAV		2 transponders (uplink), 2 transponders (1-downlink, 1-uplink to AAV)		45 Mbps/transponder, 2 transponders / bird, 12 birds		1,080,000,000

						AAV		8 transponders (uplink), 8 transponders (4 transponsders downlink,  2  crosslink, 2 uplink to SAT)		360 Mbps x 3 AAVs		1,080,000,000

		Needed capacity in space without TUAV or AAV assuming xDMA access (not contention based)				548,953,600				Needed capacity in space withTUAVs but without AAVs:		274,476,800

		Bottom Line		1) Without airborne layer, there will be insufficient capacity (terrestrial or space).

				2)  Without the AAV at a minimum, we will need the equivalent of 3 dedicated DSCS satellites or two 100% dedicated cml birds

				3)  Use of space layer performance for sensor to shooter will be unacceptable due to propagation delays

				4)  If the system is implemented as layed out here, there will be sufficient capacity to achieve adequate throughput performance (networking nirvana?)
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