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Chapter 1.  Introduction
Organization of the Paper

The introduction provides the scope and the purpose, as well as the context of the document.  It presents “10 Big Ideas” around which future Army Battle Command will develop. These ideas describe how future Battle Command will be qualitatively different. The body of the paper discusses the supporting concepts and briefly relates the necessary capabilities that support each big idea. The final section of the paper is titled “Implications”, and it briefly addresses the impact of future Battle Command in terms of doctrine, training, leader development, organizations, materiel, personnel and facilities (DTLOMPF).  Eight annexes describe supporting concepts in greater fidelity:

· Annex A.  Theater Organizational Model

· Annex B.  Staff Structure and Process 

· Annex C.  Build and Sustain Combat Power

· Annex D.  Knowledge in Army Forces Beyond 2010 

· Annex E.  Networked Fires

· Annex F.  Unprecedented Information Network Dependability  

· Annex G.  Required Capabilities
· Annex H.  Acronyms
Purpose
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Army forces provide the joint force commander with land combat power that translates into dominant maneuver. Dominant maneuver involves positioning and repositioning tailored forces from widely dispersed locations to gain a positional advantage, establish control of the battlespace, and accomplish operational objectives quickly and decisively. The Army tailors forces with unique capabilities to achieve this. Battle Command provides the necessary leadership, direction, motivation, and integration of Army forces with other joint forces, multinational forces, and interagency elements to conduct dominant maneuver, focus logistics, execute precision fires, and provide full dimensional protection. 

The broad principles in this paper will shape Battle Command for Army forces beyond the period of 2010, although specific capabilities discussed in the annexes may evolve as the Objective Force matures.  Three specific objectives further define the purpose:

· Obtain consensus among senior leaders on the future direction of Army Battle Command.

· Provide sufficient detail to drive Army Battle Command resource and investment decisions.

· Provide sufficient detail to direct the development of human, organizational, and technical solutions.    

Scope

This paper examines Army Battle Command requirements for Army Objective Forces operating in 2010 and beyond. As such, it complements and supports Objective Force (OF) operational and organizational (O&O) concept documents for Unit of Employment (UE) and Unit of Action (UA). This concept paper provides horizontal and vertical integration of these echelons, exactly analogous to the function of Battle Command on the battlefield. The specific focus of organizational ideas presented in the annexes is units of employment, those echelons above the brigade whose principal function is command and control. For ease of understanding, this paper refers to UE and UA in terms of applicable echelon, e.g. corps and division level headquarters for UE, and brigade, battalion and smaller units for UA.  Note that while addressing these organizations in traditional terms, the organization and behavior of these elements within the Objective Force will be different - in some cases radically so.

The inherent danger in future force concept documents is the tendency to express requirements and capabilities unconstrained by either technology or human factors.   Therefore, this examination of Battle Command concepts must be bounded by realistic appreciation of both areas. In terms of technology, the operational requirements documents (ORD) for the Joint Tactical Radio System (JTRS), Warfighter Information Network-Tactical (WIN-T), and the Future Combat System (FCS) orient this study on what should be achievable by 2010. Other joint systems provide further direction for Army system development.  In human terms, current Army doctrine provides the necessary background, anchored solidly in combat experience.  

Chapter 2.  Overview

 

The Objective Force concept series provides the conceptual foundation for the development of future Army forces and capabilities to achieve the Army Vision of a transformed force that is strategically responsive and dominant at every point in the spectrum of conflict-from decisive, combined arms operations in major theater war to smaller scale contingencies to support for counter-terrorism and homeland security.  Objective Force (OF) concepts are anchored on the existing body of Army doctrine, most notably FM 1, The Army, and FM 3-0, Operations, but extend beyond it, describing new ways and means of conducting prompt, sustained land operations in support of combatant commanders, within the evolving joint framework.  Thus, OF concept development is harmonized with similar efforts by sister Services and deliberately synchronized with Joint Transformation and the development of joint concepts, including Joint Vision 2020, Rapid Decisive Operations (this decade), Joint Operational Warfare (next decade), and the four integrating "pillar" concepts of Dominant Maneuver, Precision Engagement, Focused Logistics, and Full Dimensional Protection.  Three core concepts(the overarching Objective Force concept (TP 525-3-0), the Unit of Employment Concept (TP 525-3-92), and the Maneuver Unit of Action Concept (TP 525-3-90)(comprise the conceptual foundation for OF operations at the strategic, operational, and tactical levels, respectively.  As a body, the Objective Force concepts account for the emerging joint framework and support Objective Force development from the foundational perspective of maneuver warfare.




















Chapter 3.  Battle Command for Army Forces
Land warfare in the early twenty first century can be characterized by the degree to which it differs from industrial age warfare of the preceding century, and the extent by which it remains unchanged. In terms of change, our adversaries will tend to be far more adaptive and asymmetric than in the past.  We can reasonably expect them to study us intensively and gauge the benefit of military action against the possibility of engagement with US forces. We will often be in the position of not knowing for certain what combinations of military and non-military means by which our opponents will attempt to realize their ends. We cannot assume that our entry into an operational area will go unchallenged, nor can we assume that the American homeland will remain an inviolate sanctuary from which we can project and sustain our operations. No matter the threat, Army forces will continue to operate as a closely knitted, infinitely variable combined arms force. Through combined arms, we complement and reinforce constituent elements in order to produce a whole that is much more than the sum of its parts. Battle Command provides both the adhesion and catalyst that make combined arms effective. 

In future operations, Army forces will depend upon a degree of joint interdependence that exceeds that exhibited in any previous operation.  We will accomplish operational and tactical missions using forces that operate at higher tempos while distributed across much larger operational areas. These forces will often operate in non-contiguous areas of operations, in non-linear patterns that may appear bewilderingly complex to less advanced enemies. The strategic and operational mobility of Army forces will confront adversaries with dilemmas leading to swift and violent clashes that achieve our campaign objectives before the enemy is in position to achieve his. To a greater extent than any industrial age land force, Army forces will depend on support from the continental United States. At the same time, homeland security will shape strategic and operational requirements for the Army.

Many facets of land warfare will remain constant in the midst of this shift from industrial age to future warfare. No matter how violent the blows that shatter the enemy’s coherence, land forces will secure enduring change.  The endurance of Army forces, their ability to function in close proximity to non-combatants, the requirement to enforce peace on a hostile or sullen population, or secure and dismantle the infrastructure that threatens regional or global security are all factors that continue to shape Army forces. But presupposing these abilities, Army forces must be formed, trained, and equipped to dominate in the environment of close combat.  While the means of close combat have evolved, its nature remains the same as it was at Gettysburg or during Operation Anaconda(violent, emotionally searing, and intensely human. Ultimately, the success of Army units depends on human factors that are intangible - leadership, discipline, endurance, morale, cohesion, and courage.

Commanders Provide Purpose, Focus and Vitality

Because land operations will continue to depend as much or more on the human dimension as on technology, the Army views Battle Command as the essential bridge between technology and soldiers. Commanders provide purpose for individuals and organizations. They provide focus for organic and supporting activities.  They provide vitality to overcome inertia and move through friction and fog. Implicit in Battle Command is the contest between hostile, thinking, and adaptive enemies attempting everything in their power not only to deny accomplishment of the mission, but also to destroy the force itself. The distinction between art and science becomes vital, because land operations involve human factors to a larger degree than other domains of combat. The key to improving Battle Command is to delineate between the art and science and integrate people and machines appropriately, with people focused on the art and machines enhancing the science. In that respect, Battle Command embraces a larger concept than the joint construct of Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR). C4ISR does not focus on the art of operations - the human elements of leadership and decision-making. At its essence, improving Battle Command involves changing an army while preserving its focus on the constants of warfare, and not just fielding an advanced information system.
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All military operations may be viewed as a continuum of planning, preparation, and execution. (See Figure 1) The time and effort associated with each step may vary according to circumstance, as do the individual activities within each. Battle Command may be viewed as the central impeller that drives the operational process, while exerting sufficient control and regulation needed to accomplish the mission. Battle Command entails the continual collaboration between commanders, subordinates and staff. Activities common to the exercise of Battle Command at any echelon include:  

· Receive or generate a mission

· Specify commander information needs

· Acquire and distribute relevant information

· Apply judgment and analysis to understand the situation

· Visualize the operation 

· Describe intent and provide guidance to accomplish the mission 

· Motivate, direct and enable subordinates 

· Supervise actions

· Execute

· Assess and revise

Note that while these activities may be enabled by technology, they are of and in themselves not dependent on technology.  For example, Napoleon communicated his intent and directed his subordinates without recourse to modern telecommunications. However, the depth, distribution, and tempo with which objective Army forces will conduct operations mandates the careful integration of information technologies with human capabilities to realize the potential combat capability of the force.

Challenges for Battle Command
A successful merger between the arts of decision-making and leadership with the science of information management requires an assessment of the challenges inherent in future Battle Command. Our current Battle Command systems and processes reflect the heritage of industrial age warfare. Existing systems were developed for sustained and intensive conventional combat in a generally linear and contiguous environment of ground combat. Our training, staff structures, and decision- making procedures bias us toward staff and process-centric approaches that do not adequately address commander’s needs in an increasingly execution-centric, ultra-fluid, and rapidly changing environment.  Although major theater war involving massive land forces is still possible, it is only a portion of our full spectrum responsibilities. While acknowledging the importance of our responsibility for major war and the level of difficulty it entails, the likelihood of major theater war is lower than the probability of conducting smaller scale contingencies. The Battle Command challenge is how to preserve and improve the capability for extended conventional combat while radically improving our capability to perform our full spectrum operations.

US forces lead all militaries in the integration of space, aerospace, maritime, and ground elements into campaigns, operations, battles, and engagements. Future operations will demand a degree of joint action that will transcend our current notions of interoperability. This unprecedented interweaving of all forces can best be characterized as joint interdependence – from tactical echelon all the way to the strategic level. Army forces must exercise Battle Command through a system that is joint, and not merely interoperable. Army operations must become transparent to other components, as theirs are to Army forces.  

The frequency with which Army forces campaign has increased.  Within these campaigns the tempo of operations has also increased.  Future operational concepts point toward even shorter intervals between major operations.  Indeed, we may find it useful to characterize these campaigns as one continuous land operation marked by transitions between predominantly offensive, defensive, stability, and support activities. Unless our Battle Command system becomes more commander and execution – centric, Army forces will not be able to cope with the rapidity of action and transition, nor will they be able to exploit their full capabilities. This is not pejorative to staffs and planning, but rather a shift in emphasis and style.  

A challenge inherent in constructing a balance between art and technology is the tension between appetite and consumption of information. New information systems allow us to create and transmit more information than ever before. The key is ensuring that relevant information gets to where it is needed, when it is needed, in an appropriate format. Therefore, operational demands drive the development and integration of information technology and space based capabilities that increase the capacity of systems and organizations to absorb and manage information.  At the same time, we must curb an almost insatiable appetite for data without regard to its utility. For example, we must question the real utility of distributing live video feed from a robotic attack platform into a division or corps operations center.  Other than its questionable entertainment value, the transmission requires a significant portion of the bandwidth available to the headquarters.  At the same time we improve information systems we must sharply refine information management and focus on getting the right information to the right people at the right time.  
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The balance between control and initiative presents a continuing challenge.  Technology affords senior commanders with the opportunity to monitor and intercede in the conduct of subordinate elements to a degree that was unthinkable a decade ago. The tendency to centralize decision-making, affording subordinate leaders with little latitude to exercise independent judgment, is a growing concern among junior leaders.  While technically feasible, the exercise of highly centralized decision-making degrades the effectiveness of Army forces in the chaotic realm of land combat for two important reasons. No matter how advanced the information systems adopted, they will not remove the uncertainty concerning the situation of an adaptive, thinking enemy. More importantly, land combat demands the application of initiative with leadership, often face to face, and the recognition of the attendant human qualities of responsibility and risk taking that leadership must embrace and subsume.

Chapter 4.  Meeting the Challenges – 10 Big Ideas
The goal of Army Battle Command is to enable dominant maneuver through combined arms operations. Combined arms land operations are by nature complex undertakings. Combined arms operations embody all of the Joint Vision operational concepts - dominant maneuver, precision engagement, focused logistics, and full dimensional protection - tailored down to the tactical level.  Within the larger aegis of the joint campaign, Army forces focus on dominant maneuver, while providing the joint force commander critical support in terms of focused logistics, precision fires, and full dimensional protection, all enabled by information superiority. Battle Command integrates Army capabilities with joint requirements. The degree to which we will operate jointly, and the tempo and depth of our operations entails rethinking the way that we command and control our forces. The concept for Battle Command that emerges must allow humans to do what humans do best in what is an intensely human business, while realizing the enormous potential of 21st Century technologies. 

This paper outlines 10 ideas that direct our rethinking of Battle Command. Collectively, these 10 ideas comprise the organizational and operational concept for future Battle Command. Individually, they focus required capabilities for the system.  While there are numerous ways to relate the ideas, this paper organizes them into three tiers according to the way we will need to implement them. First, we need to train and organize the Army for Objective Force Battle Command. Second, we need to develop and integrate the right technology. Third, we need to capitalize on the first two and take full advantage of what it gives us. The caveat is that none of these ideas is pure science or pure art. Taken as a whole concept however, they provide a realistic and necessary combination of both to achieve dominant maneuver.  

The first tier embraces those concepts that are largely independent of technology development.  This does not imply that they are not supported by information systems.  Rather, these ideas depend more on changing the way we think about and organize to command combined arms operations.  Changing the way we think and organize is the precursor to achieving objective force capabilities. This first tier includes three big ideas:

1. Commander Driven – Purpose Oriented ( Knowledge Based – Mission Orders. Very high tempo, widely distributed land operations in a complex environment will overwhelm any system that attempts to centrally control execution. Decentralized execution by all arms becomes mandatory. Maximum initiative, driven by commander's intent, will allow us to apply combined arms at the tempos we envision.  

2. Echelonment of Command is not the same as Echelonment of Unit Formation. The completely flexible tailoring of forces is central to combined arms warfare and dominant maneuver. The appropriate mix of Battle Command, maneuver, maneuver sustainment, and maneuver support is mission dependent, and not tied to organizational convenience.  

3. Battle Command Resourced for Sustained Operations. The Battle Command System must be designed for the long haul in terms of both distance and duration. 

The second tier embraces ideas that depend principally upon the development and fielding of improved technology to realize the benefit of the concept.  Again, this does not suggest that there are not training and organizational issues associated with the concepts, but that the concept is driven principally by technology improvements.  This tier includes five ideas:

4. Battle Command - Anytime, Anywhere. High tempo, very fluid maneuver from strategic distance will require the commander to exert personal presence at points of decision across vast areas. The Battle Command system must allow commanders to move and command effectively, from alert through redeployment, from wherever circumstance requires.   

5. Teaming of Commanders and Leaders - On Demand Collaboration. Distributed operations and high tempo maneuver will demand rapid synchronization, swift adaptation of plans and control measures, flexible groupings of distributed staff elements, and direct exchanges between commanders across unit hierarchies.

6. Fully integrated: Space to Mud, Factory to Foxhole. Joint interdependence demands that Army forces dominate maneuver, execute precision fires, efficiently support Army and joint elements, and provide full dimensional protection. Army combined arms will complement and reinforce each other and other joint elements throughout the campaign. The Battle Command system will become the catalyst for effective multinational operations. The system will link Army operations to the industrial sustaining base. Interagency operations will be integrated at tactical and operational levels.  The system will provide Army forces with full access to space and space expertise.

7. One Battle Command System. A unitary Battle Command system empowers tactical elements to execute combined arms maneuver more effectively than any army in history. The same system that controls wartime operations will regulate activities in garrison and in training. Because the Battle Command system will be a joint system, Army forces will easily support and be supported by joint elements throughout the campaign.   

8. Unprecedented Information Network Dependability. A multi-tiered network will allow commanders to reach across tactical boundaries, across theater and intercontinental distances to access and share actionable information. The system will allow humans to apply judgement and experience exploiting vast amounts of information managed more effectively (by machines and humans) than ever before. The network will tie together global maneuver, maneuver support, and maneuver sustainment and provide the redundancy and security to protect it. 

The third tier depends upon the achievement of both cultural changes and technological advances in order to realize the potential benefits of the idea. In this tier there are two ideas:

9. Modular, Scaleable, Tailored Battle Command. Highly tailored and responsive Army forces will require Battle Command matched and positioned precisely to theater needs. Just as Army forces are task organized, The Battle Command system will constantly adapt, moving, expanding and contracting in size, and adjusting capability as the situation demands.  

10. Dramatically Smaller Deployed Footprint. The pace and scope of maneuver, in and outside of the theater, mandates a Battle Command system that is equally maneuverable. Reducing the deployed footprint of Corps and Division command posts by a factor of ten makes the Battle Command system tactically, operationally, and strategically responsive.

Chapter 5.  Cultural and Organizational Changes

As both a society and a military power, technology and machinery fascinate Americans.  But the truth remains that in order to fully realize the benefits of advanced technologies we must first exploit the full range of human capabilities, while reconciling human frailties with the challenges inherent in military operations.  The first three ideas presented address cultural and organizational shifts that must be made within the Army to capitalize on the technologies now maturing into operational tools.

Commander Driven – Purpose Oriented – Knowledge Based – Mission Orders

By early 1945, Army forces in the European Theater had emerged from the cauldron of the Ardennes campaign as combined arms, combat-hardened, fast-moving formations.  If we examine selected division orders from this period we are struck by their brevity(as little as one and one half pages, plus supporting annexes. Today, voluminous orders down to battalion task force have become commonplace. Some division orders might run to more than 100 pages. A disinterested observer might conclude that modern orders reflect very little trust in the initiative and judgment of subordinates when contrasted with orders issued 60 years ago. The observer might further conclude that modern orders reflect an intense preoccupation with process and documentation, as though putting every imaginable situation down on paper will somehow prepare the force for the chaos and contest of wills that mark land combat. Actual operations depend less on the volume of published information than on the abilities of commanders to distill information down to actionable essence and then direct and lead subordinates to accomplish the mission. That is the essence of Battle Command. Army commanders in 1945 absorbed this lesson in combat. The system of Battle Command must be commander-driven, focused on knowledge required to make consistently better and faster decisions than opponents, and driven to produce mission orders that allow subordinate commanders maximum latitude to exercise their judgment and initiative.
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Commander-driven Battle Command requires “mission command”. Battle Command is not about consensus, but impelling action. Such a culture places a premium on technically and tactically proficient commanders willing to accept risk and take action independently, guided by a clear understanding of what their superior intends. The immediate staff needed to support the commander comprises only those needed to provide actionable information necessary to make and implement decisions. 

The outgrowth of mission command is the mission order. Mission orders return to the brevity and simplicity of the late WWII orders.  Mission orders assume initiative and competence on the part of subordinate leaders within the construct of the higher unit’s mission, intent, and concept of operation. Commanders provide their subordinates the minimum control and the maximum latitude to accomplish assigned missions, fully recognizing the environment of land operations. The staff’s primary role in a commander centric environment built around mission orders shifts from the production of elaborate documents to the continuous coordination of support from outside the task organization. A measurable percentage of the staff effort will deal with information(human analysis and judgment applied to add knowledge. Staff members focus far less on the accumulation and presentation of information, and much more on identifying and providing to the commander actionable information.  Other elements of the staff will assist the commander with control of the operation.  Some staff will stay in close proximity to the commander, but much of the staff support may be distributed over the globe.

Time takes on a new meaning within the 21st Century operations environment. The military decision making process (MDMP) will evolve but still be important for deliberate planning. However, time constrained planning will be the norm as operations unfold. Commanders and leaders must accept and demand continuous updates to their tailored view of the situation – the common operational picture (COP). The adage that “no plan survives first contact with the enemy” becomes a new rubric, “plans adapt ahead of every contact with the enemy”. Commanders and leaders must plan quickly, issue concise mission orders, and update plans as rapidly as the operation unfolds—dynamic plans become the norm. Plans and orders must be more clear and flexible than ever before. Micro-management of smaller units will not work in the mission command environment; rather updates give flexibility to knowledge-empowered commanders and leaders. 

Mission command does much more than complement the human element. It provides the combat redundancy inherent in the system. Our opponents will target our command and control systems for destruction and exploitation. The success of those attacks will vary widely. Even if the opponent succeeds in interrupting portions of the system, individual initiative must bridge the gaps. That initiative must be the product of training and command climate, instilled across the force long before enemy offensive information operations disable components of our information systems. The commander who micromanages subordinates will discover that the enemy can exercise not only a vote, but also a veto on operations.

Echelonment of Command is not the same as Echelonment of Unit Formation

The wrong question asked in future operations will be “What/How many echelons?” The right question will be “What command capability and what functional capabilities are required to satisfy combatant commander’s operational needs?” Joint mutual support becomes the key factor in determining the apportionment of Army headquarters and forces. The range of missions assigned to Army forces will compel a disassociation of traditional echelon of command from the size and number of units assigned to that headquarters. Army corps and division task force headquarters will support the combatant commander with the command structure appropriate for land operations. The rank of the commander and the functions of the headquarters will not necessarily correspond to the numbers of forces assigned to it.  This change requires a major shift in traditional force structure as higher headquarters relinquish “ownership” of brigade and smaller level formations in garrison locations. 

For example, a stability operation might involve relatively few combat forces, totaling a brigade or less (3,000 - 4,000 troops).  An additional array of combat support and service support forces might raise the total deployed US force to around 6,000.  The headquarters commanding the force could be a division task force, with a major general, functioning as both the tactical force headquarters and Army force headquarters (ARFOR).  None of the forces assigned to the task force may have deployed from the home station of the division task force.  The requirements leading to the deployment of a two-star task force headquarters are independent of the normal association of multiple combat brigades with a division task force.  

Higher headquarters (units of employment) will be organized and equipped to exercise Battle Command over highly flexible task organizations made up of combined arms and functional units of action. (In the case of the corps echelon, this could extend to control of joint forces.) In many operations, the number and composition of subordinate units will differ dramatically from industrial age warfare echelons.  As the operation proceeds, the makeup of the deployed Army force will evolve, shifting in composition as the mission and circumstances require. The headquarters must become expert in all of the various forms of operations and the transitions between.

A change in the role of operational headquarters implies a major shift in Army command culture. There is a natural tendency today on the part of headquarters to deploy assigned subordinate elements regardless of the mission.  In other words, if we send the division commander, we send the division, too. No longer will this be the case.  For senior commanders, the shift requires great flexibility as their focus shifts from traditional division and corps operations to a broader range of structures and missions. Rather than spending the majority of their time at home station training assigned subordinate units, these headquarters will train for their own missions, often with geographically diverse formations task organized for the event. While units that are stationed with the headquarters may align for training and readiness, actual operational groupings will be based upon mission requirements.

Battle Command Resourced for Sustained Operations

There is an inherent tension in Battle Command between strategic responsiveness and human endurance.  By their nature, land operations persist over extended periods and include transitions to post conflict operations.  The ideal Battle Command system would operate continuously for as long as the operation lasted.  It will be robust and have the personnel and equipment to operate for long periods of time.  The ideal organization for long-term operations is not the ideal organization for strategic responsiveness.  All operations are constrained by lift, and every rapid deployment is a compromise between what the commander would like to deploy immediately and the lift to move and sustain it. For deployment and logistical reasons, the command structure deployed to the theater must be as small as possible.  The small command post is then challenged during protracted operations. While it may grow over time with continued deployments from home station, each deployed soldier and piece of equipment increases the logistics and security requirements, and decreases the mobility of the command post. Future Battle Command will incorporate many ideas already in use by Army contingency forces.
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The top half of Figure 2 depicts the cold war environment of a contiguous, linear battlefield.  The command post echelonment was restricted by communications.  In 2015 the operational environment states we will fight in a noncontiguous, nonlinear battlespace.  With the access to the Global Information Grid and a robust communications capability, now the human dimension becomes the limiting factor. 

The division air ground task force and corps headquarters will incorporate a tiered deployment capability that includes an early entry command post (EECP), one or more deployable command posts (DCP), a home station operations center (HSOC), and a mobile command group (MCG). The early entry command post is designed for rapid deployment by airlift to a theater of operations. It is not resourced for extended operations, and provides a very austere but functional capability from initial entry to the arrival of the deployable command post. While the early entry command post can support the commander, a deputy commander normally deploys with it. The early entry command post provides reach back and in-theater links with the joint force commander and other components. It deploys simultaneously with the initial brigades entering the theater.

The deployable command posts follow the early entry command post into the theater and absorb it.  Deployable command posts are resourced for 24-hour operations from alternating locations, or they may combine into one larger command post during some situations. The deployable command posts multiply the in-theater links to the joint force and allow the division to expand to become the ARFOR and the corps to become the JTF headquarters, as required. The commander will normally use the deployable command post as the primary operations center for the division or corps.

Home station operations centers (HSOC) distinguish the corps and division (UE) echelons.  The HSOC does not deploy from its home station, but redistributes personnel for 24-hour operations with emphasis on supporting the deployed force.  The HSOC is a major command post.  It will be larger and have many more civilians than command posts deployed to the theater of operations.  The HSOC can assume control of all forces deployed in the theater in the absence of the deployable and early entry command posts, but its function is extended support to any of the deployed command posts. It has the necessary communications with the combatant commander, other joint forces, and service major commands (MACOMS) to provide perspective, depth, and clarity between deployed commanders and supporting commands.

The mobile command group supports the commander wherever the commander moves. It is very small and includes both aerial and ground vehicles. 

The assignment of deputy commanders, with a clearly defined succession of command, permits rapid transfer of command as circumstances dictate. The location and responsibilities of the commander and deputy commanders vary with mission. The tiered command post structure supports rapid deployment and extended operations, while minimizing the deployed size of the headquarters. Annex A discusses the organization of command posts in more detail. 

Chapter 6.  Technology Driven

The next five big ideas focus on exploiting the power of information technologies to alter the way that Army commanders exercise Battle Command.

Battle Command - - Anytime, Anywhere

There are two inherent challenges in exercising of Battle Command anytime, anywhere.  The first challenge is to equip and support the commander with the ability to exercise leadership and decision-making from anywhere that circumstances and the commander dictate. The second is to equip and organize deployed command posts so that the command post may displace rapidly and often, with only minimum interruptions in its functions.

Objective Force commanders will exercise continuous command over their forces.  This encompasses the full deployment cycle, from time of alert to redeployment. From whatever location the commander chooses, commanders should have access to the common operational picture, the ability to collaborate with other commanders, and the ability to access key members of the staff. Commanders retain this capability whether they are at home station, enroute to the area of operations, operating from their own command post, exercising command from a subordinate or adjacent command post, moving inside their command vehicle, or on foot with a personal digital device.  Refer to Figure 3 for a depiction of this idea. 
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The commander’s physical presence at critical locations will remain a primary method to influence the outcome of operations. The distributed nature of Objective Force operations will compel commanders to move often to different points in the area of operations (AO). The AO will often be large and operations more noncontiguous than today. The commander may move to the location of a subordinate unit engaged in close combat. At the division task force and corps level, the commander must have a small and highly mobile ground command group that moves with the commander. The commander must also have a similar airborne capacity. The ground and aerial platforms will permit the commander to access the Global Information Grid (GIG) from any location.  As commanders move to the point of decision, they will take with them a few selected staff advisors (normally 2-4) and a small security detachment.  From wherever they are in the area of operations, commanders will remain linked to the other command posts. The combination of very mobile air and ground platforms for the commander, cyclic rotation of deployable command posts, and home station operations center oversight will distinguish Battle Command at the UE level. 
Future operations will demand that Army forces deploy rapidly and often for missions that are both complex and different from those anticipated in strategic plans. The forces available to conduct operations may be different than those with which the division or corps has recently trained.  Rehearsals may prove to be the crucial margin in mission success during entry operations. Army commanders must have the ability to plan and conduct virtual rehearsals while deploying. The same capability that allows commanders to remain in command as they move to the theater permits them to collaborate with other deploying commanders to rehearse the operation through simulation.  As the commanders and their staffs collaborate, they receive continuous updates to the situation, refine the operations plan, and gain a thorough understanding of respective intents. A vital benefit of this ability to conduct long-range rehearsals will be the opportunity to adjust the force deployment sequence within narrow and critical margins prior to entry of the force into theater. 

Teaming of Commanders and Leaders  - On Demand Collaboration

By the end of WWII, German commanders came to rue the remarkable operational and tactical cooperation and flexibility of American forces.  The willingness of these experienced commanders to collaborate and adjust to the situation without waiting for direction from higher headquarters baffled their opponents.

Future Battle Command systems will empower Army commanders with a far greater capability to “see first, understand first, act first, and finish decisively.”  Across the future battlefield, commanders and staffs will collaborate to develop and refine plans before and during operations. The future battlefield will feature teams of subordinate and adjacent commanders, supported by their linked staffs, cooperating from distributed locations to execute land operations. These teams will form, expand, and disperse across the GIG.  To a much greater extent than today, these teams of commanders will form without prompting or direction from the senior commander, although that commander may be part of the collaboration.  A climate of mission command and mission orders will facilitate a degree of cooperation among Army and joint forces that will bewilder less integrated opponents. Effective collaboration will eliminate awkward transitions between one operation and the next.  This ability to team across the battlefield will blur the traditional hierarchy of command and function as control and direction of particular actions and forces shift according to operational requirements. The full power of on demand collaboration will require a suite of capabilities matched with cultural shifts in order to realize the full power of the idea. Refer to Figure 4 for a depiction of this idea.
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In terms of cultural shifts, Army commanders and staffs must become comfortable with rapid transitions between “supported” and “supporting” force as dictated by the operation. At different points in the operation, a particular commander may require additional support from other forces distributed in and around the area of operations.  The ability of commanders to collaborate on an immediate issue will lead to redirection of resources and priorities, as well as rapid adjustment of control measures.  Often, this will be done between commanders, as the team executes. Informal partnerships and working relationships between commanders, often without regard to relative rank of the individuals, will characterize engagements.  The higher commanders will monitor the events, but will not interrupt the teaming, since a) they can monitor and participate, and b) a climate of mission command encourages disciplined initiative and aggression within the commander’s intent. Army forces will become highly opportunistic, with lightning exploitation of enemy failures becoming the hallmark of operations. Rigid adherence to chain of command, refusal to act unless ordered, and awaiting orders will be enemy weaknesses Army forces exploit continually.

The degree of cooperation between commanders and subordinate leaders will correlate directly to the standardization of tools, doctrine, procedures, and the quality of leader development and training.  In that respect, force modularity and collaboration demand the same capabilities. A common operational picture and continuous communications will provide the basic tools with which commanders collaborate.  But the COP is only a means to an end.  Human dimensions of Battle Command act as the catalyst for rapid teaming and understanding. Just as infantrymen talk constantly to one another as they [image: image20.wmf]FUNCTIONAL REQUIREMENTS
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assault a building, commanders will communicate about the situation, adapt and adjust plans and operations, and support one another without waiting to be told what to do. 

The concept of collaboration is not exclusively the domain of objective Army forces. It is a product of mission command and mental flexibility. The ability to collaborate and team requires initiative, mental agility, and communications - exactly what successful commanders in 1945 enjoyed. New technology coupled with traditional American flexibility of command will lead to unprecedented versatility and agility of Objective Force Operations.   

Fully Integrated: Space to Mud – Factory to Foxhole

The Army emerged from Desert Storm facing a new challenge in the conduct of land warfare.  Highly predictable battle in known locations was gone.  In its place was the need for a rapidly deployable force that stressed the needs for flexibility to operate across the spectrum of conflict.  The Army cannot meet this challenge by itself.  In fact, services must go beyond interoperability as we currently think of it—services become interdependent with one another.  September 11th showed the vulnerabilities of not being integrated with other government agencies as well.  To achieve this interdependence, Objective Forces must be fully integrated.  This includes being able to work in a distributed fashion from home station to the point of decision.  It also entails being able to exploit sensors, analysis and capabilities resident throughout the battle space—not just organic and not just Army.  “Space to mud” is more than just a bumper sticker; it must reflect the attitude, practice, and organization of the Objective Force.   

At the heart of this notion of interdependence is the need for Army forces to be fully integrated.  Integration is more than a system of putting data bases together.  It is an art and science that breaks through traditional battlefield operations system stovepipes and makes them interdependent on one another - focused on a common task and purpose.  Integration also links the different levels of warfare: strategic, operational and tactical.  It accomplishes this through three key means: common sensors fused together for a specified purpose, inter-active data bases linked to joint forces as well as different agencies in the US Government, and interoperability with multinational as well as legacy and interim forces.

Sensor fusion brings together all sensors on the battlefield including space assets, sister service assets and multi-echeloned Army assets down to the individual soldier.  When taken collectively with knowledge centers from national agencies through battalion analytic nodes, fusion expands the current concept of “persistent ISR” to provide information for every entity on the battlefield that needs it:  shooters, deciders and analysts.  Sensors include every entity that can conduct reconnaissance, surveillance, and target acquisition on the battlefield.  Sensors can be both human and technical.  Sensor fusion transcends all three dimensions of the battle space including land, air and sea.  It dictates an organic space staff element to ensure that this new battlefield dimension is fully integrated as well.  

Completely interactive database architecture must provide common software solutions that facilitate automation and enable reach from mud to space.  Additionally, these databases must display a common operating picture that provides required information on all aspects of operations including environmental conditions, systems availability and senor status. 

Objective Forces must operate with legacy and interim Army forces, as well as multinational forces.  Complex relationships projected in future operations also dictate that Objective Forces will need to operate with non-government organizations (NGOs) as well as other entities in the area of operations. Complete interoperability with command and control systems that were never designed to operate with our advanced Battle Command is not possible. However, judicious design of the system, coupled with extensive use of liaison elements, and a climate of mission command will mitigate some of the difficulties.   

One of the significant benefits of integration is that it reduces the deployed footprint through distributed operations.  Because fully integrated forces have improved visibility and communications, it is no longer necessary to bring everything and everyone forward to the point of decision.  Recent experience in Afghanistan demonstrates that taking only required operational capability forward is feasible and desirable. Reach(virtual connectivity to planning, sensor fusion and analysis capabilities(maintains necessary awareness of the situation, and sharply reduces the deployed footprint.   

Integration relies on the operation and management of reliable information architecture. This architecture must be compliant with Department of Defense Global Information Grid (GIG) standards to ensure fully interoperable communications among all services and elements. Information Management (IM) is key to ensuring GIG systems are leveraged to provide the commander with information at the right time in a useable format. This critical staff function guides and synchronizes all IM activities - collection, processing, storage, display, and dissemination - to facilitate situational understanding and decision making while maximizing the effective use of available information resources. Through their staff, commanders issue continually updated guidance to adjust IM activities. IM, along with Network Operations (NETOPS - including Network Management, Information Dissemination Management, and Information Assurance) is described in more detail in Annex F.

Commanders will manage their network by establishing the information management and relevant information policies that will create the profiles that network management and IDM systems (software) will use to automatically manage information network functions and format information into usable packages.  These functions include such tasks as identifying those people or systems granted access to the network, those whose access will be limited or denied if the network is degraded, which information goes ahead of other information, which information will be delayed or not be passed if network operation is degraded below a certain threshold.
One Battle Command System

The Battle Command system for Objective Force commanders must be developed as one system, and it must be optimized for the needs of the commander and sufficient for the needs of the supporting staff. Our current Army Battle Command System (ABCS) is challenged to integrate the outputs of battlefield operating systems into applications tailored for the commander.  This stems in part from the original design decision in the 1980s to develop separate systems for each battlefield operating system (BOS).  The unintended effect was to create vertical stovepipes that were optimized for the staff officer rather than create integrated systems optimized for commanders.  This produced staggering amounts of information that was difficult to process, analyze, store, distribute and use across BOS boundaries.  The commander had better information than his predecessors - but not to the degree envisioned for either current operations or Objective Force operations. 

The system must be one reliable hardware system with open architecture, and designed and built with simplicity and reliability as key criteria.  The information in our current separate systems must be adjustable to commanders needs and mission requirements.  It must be one integrated and interdependent system with other modernized joint systems and must be at least interoperable with legacy, interim, inter-agency and multinational systems.

The system must emphasize fixed standards, instead of fixed designs, and be designed with easy upgrade capability.  It must emphasize a graphical, intuitive user interface that has commonality with software designs in business and educational applications to promote ease of training and interoperability outside of purely military organizations. The system must be designed with extensive line unit user input early in the design process and integrated throughout the entire design cycle.   The applications must be designed to meet the substantive information and presentation needs of the commander to preclude requirements for manual alteration into redundant presentations modes such as MS PowerPoint. The applications must be tailorable, scalable, and accessible to the extent to preclude the need for formal briefing updates in favor of very brief shift changeovers for staff and on demand collaboration for commanders. The ubiquitous and near real time nature of knowledge and the near universal access to that knowledge should make routine, lengthy briefings obsolete.  They will become the exception rather than the norm. 

The future Battle Command system must be one system that is the same in garrison, in field training and in actual operations.  This requirement will generate a dramatic reduction in training challenges, particularly if it is designed with the same “look, see, feel” of universal commercial and educational systems and applications such as MS Windows and the MS Word application that this concept paper uses.  It must address the current challenges of training and operating in unclassified vice classified modes and should embed training and staff applications that reinforce Battle Command attributes.  One system will extend the reach of the commander, deployed command posts, and home station operations center to any point in the world with reduced linkage and interoperability challenges. Figure 5 depicts this idea.
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Unprecedented Information Network Dependability

Legacy communications networks from the Mobile Subscriber Equipment generation of digital switches were certainly an improvement over prior analog systems, both in terms of reliability and network robustness. However, the equipment of that era was designed to form a relatively brittle, inflexible network backbone that could be reconfigured only with intensive management. The limited ability to “maneuver the network” placed constraints on the commander’s scheme of maneuver, and ability to conduct mobile C2 operations. This was acceptable in an era of large, slow-moving command posts. Also acceptable were the network’s limited capability to transmit large volumes of data, the limited “threads” of connectivity between command posts, and the large footprint and lift requirement of the equipment.

Because Objective Force network components will be largely embedded in the maneuver platforms, the network is inherently more mobile. Robust network connectivity is achieved using multi-layered communications architecture - terrestrial, airborne and space - to ensure continuous connectivity, from home station, enroute, during entry, and while deployed regardless of how austere the area may be. The multi-layered network removes single points of failure.  Equally important, this design presents a difficult targeting problem for adversaries, since it would be difficult and costly to repeatedly target multiple components in all layers of the network. With these new levels of mobility and connectivity, Objective Force networks will realize enhanced reliability and redundancy.

The WIN-T and JTRS programs will provide Objective Force communications and network management components. These programs will leverage advanced technology to ensure greater reliability at the component level. Jointly interoperable and compatible with legacy and interim C4 systems, WIN-T and JTRS will be designed to operate as an integral part of the GIG, compliant with data standards to facilitate vastly improved sharing and dissemination of information.

Underlying communications and information security methods are needed to protect information even as it is made available to authorized users and systems anywhere in the GIG. Unprecedented dependability depends greatly on how well the network is protected against attempts to degrade its operations. The multi-layered approach provides some inherent protection against attacks, but Information Assurance measures are also needed to provide an in-depth defense of information systems. Information assurance measures are further discussed in Annex F. 

Chapter 7.  Hybrid Ideas 
The first eight “big ideas” provide the necessary concepts and capabilities to achieve the remaining two. Modular, Scaleable, Tailored Battle Command and a Dramatically Reduced Deployed Footprint for Battle Command reflect the integration of the changes in organization, equipment, and culture required to transform Battle Command.  

Modular, Scaleable, Tailored Battle Command 

There are three basic elements that make up Battle Command for Division and higher (UE) headquarters. These are the home station operations center (HSOC), the deployable command post (DCP)(which includes the early entry command post, or EECP) and the commander’s mobile command group (MCG). Each DCP is identical in size and capability.  The three elements together will form an interdependent Battle Command grid that stretches from home station to whatever point from which the commander elects to direct the force. Through this grid, commanders will move wherever they can personally have the most impact on operations, without loss of contact with the larger structure.  This command post structure will provide the commander with a modular deployable capability.  Figure 5 depicts three possible alternatives.  The HSOC will always be operational to develop the initial COP and deploy the EECP.  In a stability or support operation the commander may elect to collocate the DCPs command posts providing a more robust longer duration command post.  Or the commander may elect to split his DCPs to control two separate operations or utilize one DCP to execute the current mission, while the other DCP is planning for the follow-on mission. Refer to Annex A for a more complete discussion.
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The home station and deployed command posts will be built around a base of staff functions, supported by assigned communications and intelligence elements. Regardless of the nature of the operation, these control functions will be exercised over any formations placed under the command of or in support of the headquarters.  In addition to this base of capabilities, the HSOC and deployed CP will expand and contract through the addition and subtraction of various modules provided by other headquarters and assigned units of action.  For example, a corps headquarters could receive a command and control element from an engineer formation, NBC defense formation, air and missile defense formation, and sustainment formation.  It would also receive liaison elements from other services, as well as other government agencies. All these elements will insert their configured workstations into the network of the corps and interface their applications into the information architecture of the corps. In some instances, for example a multinational force, the liaison element would provide its own hardware, to which the corps would connect within technical limits. In other instances, the corps could improvise connections, as might be the case when dealing with a non-governmental or foreign agency. 

In many instances, the link between the supported headquarters and the supporting headquarters and elements will be virtual, dependent upon the global information grid and military networks. This will be the case as commanders, leaders, and staffs team and collaborate.  It will be very common at the home station operations center, as collaborative teams of experts are formed to plan and monitor operations. For example, a deployed corps may encounter widespread toxic contamination in the area of operations. A virtual team would attack the problem. This might include the NBC defense formation of the corps, the deployed corps CP, the reconnaissance units of adjacent brigades in the area of operations. In the meantime, the corps commander moves to a nearby brigade to assess in person the confusion and fear he senses in the soldiers who have initially encountered the problem. In the continental US, a liaison team from the government regulatory agency deploys to the home station operations center, a selected group of civilian scientists join from their universities, and theater and national collection assets respond to requirements developed by the HSOC. All assist the commanders in the AO to understand the situation and mitigate its effects. 

As the operation transitioned, some modules would depart the grouping, while others join. Thus a division task force headquarters might begin an operation configured principally for offensive operations.  As the operation moved to post conflict, the missile defense element might redeploy, replaced by a civil military operations element, construction engineering team, and various government agency liaisons.

The entire system is designed to support commanders not through a standard fixed design, but one that is capable of adapting around a small core of functions according to the mission (See Annex B).  For any given operation, the basic elements would remain recognizable, but the specific composition would vary widely. The applications across the network and system will require upgrades as required, but remain interoperable throughout the operation. 

All applications running within the command posts will be tailored to present actionable information without conversion to another format.  Specific development of systems and software will eliminate expenditure of countless man-hours currently wasted in preparing twice-daily “updates” for the commander that become ends unto themselves.  In other words, the system assembles and displays information in such a manner that commanders are aware of the situation, and understand the implications intuitively or with very brief communication with the staff. As command posts become separated over vast distances, this becomes a crucial enabler to 24-hour operations conducted across many time zones.

The mobile command group will move with the commander and function continuously on the move. It will normally include only those people required to support the commander, such as an aide-de-camp, selected multifunctional staff officers, and a translator, for example. When collocated with another command post, the mobile command post will attach directly into the communications network of that CP, thus “disappearing” into a larger information grid.  While on the move, the mobile CP will provide the commander with a tailored common operational picture and connect the commander with anyone across the global information grid. It will allow the commander to collaborate with the deployed and home station command posts, higher, lower, and adjacent commanders and their staffs. 

Dramatically Smaller Deployed Footprint

Each American soldier deployed to a theater of operations substantially increases the amount of support required in theater. Any reduction in deployed personnel and equipment pays immediate benefits in terms of reduced demand on initial lift, and even greater returns in terms of total theater support over time. Reduction in command post size also pays substantial dividends in tactical mobility, survivability, and acquisition costs. The objective of Battle Command in 2010 is to reduce the number of deployed personnel by a factor of 10, with comparable reduction in deployed command post materiel. Figure 7 further depicts this idea.
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The reduction of deployed footprint does not necessarily equate to a reduction in the total number of personnel supporting the operation.  The capability and complexity of the home station operations center, particularly for corps headquarters will increase.  The home station command center will assume many of the functions now carried out in theater, with deployed personnel serving as the human connection between the home station and conditions in the theater.  Communications reach from the distant theater will permit exact tailoring of the size and composition of the deployed staff and command post. 

The amount of equipment required by the deployed command post will also drop sharply.  Every HMMWV for the staff is a measurable percentage of cubic volume that could be employed to bring something more important to theater, or redirected to support another theater.  The transportation allocated to the deployed command post will be just sufficient to pack it and move it in one lift.  Additional transportation may be added through local procurement and subsequently reduced by local disposal.  But organizational design and deployment planning will focus on “just in time” delivery and common user transportation solutions.

Within the command post, multifunctional personnel will be the norm. We cannot afford to deploy hundreds of subject matter experts to a specific theater when their expertise is needed across the total force. Subject matter experts will influence operations from a distance, providing on demand input from the home station operations center or through the global information grid. Multifunctional staff members will integrate the information as required.  To a much greater extent than ever before, staff functions will be distributed across the organization, and not duplicated at succeeding echelons. For example, if the planning process demands input on tactical missile defense, the plans section at the air and missile defense headquarters may provide it directly from their own location, or by sending a planning section to the supported headquarters temporarily.    

Chapter 8.  Impact across the Force

There are profound implications for the Army as a whole as we modernize Battle Command across the Army.  Some of these impacts have been discussed directly in the preceding sections of the paper.  Some transcend the specific area of Battle Command and should be examined fully as the Army moves to advanced Battle Command.  This final section of the paper touches on some of these aspects in terms of the future Army imperatives - Doctrine, Training, Leader Development, Organizations, Materiel, Personnel and Facilities (DTLOMPF). There is a unifying idea across all of these imperatives.  The Army must become a learning organization to a greater extent than ever before. 

Doctrine:  Doctrine will adapt as the force transforms. The doctrinal concepts necessary to initiate the organizational and cultural changes described here are promulgated in FM 1 The Army, FM 3-0 Operations, and FM 6-0 Command and Control.  These new manuals, however, are not objective force doctrine. As the Objective Force nears operational readiness, these documents will evolve to keep pace. Our system of doctrine production and dissemination must become more responsive and precise.  The nature of Army doctrine must change as well. The degree of modularity we envision requires some doctrine that that is much more authoritative and prescriptive than presently. Doctrine for techniques and procedures will become field regulations to ensure standardization.  At the same time, tactics and operational doctrine must stress the art of operations - flexible and adaptive solutions that depend upon human creativity. 
Training:  Units will continue to fight as they are trained. The evolution of Army structure toward adaptive force tailoring with modular Battle Command will place particular demands on our training management system. Constructive, virtual, simulation and live exercises, emphasizing standardized operating procedures across the Army, must ensure both readiness and flexibility. One Battle Command system, with standard embedded training tools, will permit flexible training events linking together units of action with units of employment in realistic and efficient training without dependence on traditional hierarchy or ownership.

Leader Development: Changes of the magnitude discussed here will not occur overnight. Doctrine will provide the intellectual foundation, and constant training will convert knowledge into practice. Our system of leader development must focus on the human qualities of initiative, flexibility, trust in subordinates, and teamwork to realize full benefit from the Battle Command system. Our education system must provide a balance between leadership and decision-making in an environment of superior knowledge.   We must instill audacity in our leaders and condition them away from passivity in the absence of certainty. Significant changes will also occur within the mix of specialist and generalists that comprise our staffs. 

Organizations:  The direct organizational changes required to implement Battle Command in 2010 are described by this document. Second and third order consequences initiated by these changes must be postulated and reviewed concurrently with documentation for the new command structure. This concept for Battle Command is a line of departure and not a completed mission. The modular command post and staff organization arrangement proposed here will require intensive research and experimentation to arrive at the ideal combination for the Objective Force. 

Materiel:  This Battle Command system requires technical development that supports the concept rather than adjusting our concepts to a smorgasbord of disparate technical advances. These include but are not limited to programs in development such as Win-T, JTRS, and FCS.

Personnel:  The modular and distributed Battle Command system proposed will require new combinations of uniformed and non-uniform personnel.   The HSOC, in particular, will rely on civilian personnel to provide the expertise needed to support global operations. The right combinations of Active and reserve component, Army civilian and contractor attendant to each UA and UE level can only be determined through research and exercise.
Facilities:  Army installations will continue to evolve into strategic platforms for global operations. Installation information facilities will enable distributed information sharing among the sustaining base and deployed forces during all phases of an operation. Prior to deployment, these fixed facilities can collect and process large volumes of data such as terrain databases that must be pre-positioned down to platform level prior to deployment. Installations hosting home station operations centers in particular will require suitable facilities to house the command post and full network access to support operations. During an operation, the HSOC’s access to high-speed data networks, will allow it to filter and disseminate just what is relevant to the deployed elements. The HSOC will reside on the installation, but will not control the installation. The installation will support the HSOC and deployed forces. Specific implementation resources, plans, and procedures must be initiated with sufficient lead to reach maturity with the Objective Force.
Annex A

Theater Organizational Model for Battle Command in 2010 and Beyond

Overview
Future Combatant Commanders will be expected to accomplish operational and tactical level missions across the full spectrum of operations using forces that operate at significantly higher tempos while distributed across much larger geographical areas.  This environment will require an organizational structure that is innovative, responsive, flexible, and meets the commander’s requirements for Battle Command.  This structure must have an echelonment approach that integrates with current and proposed joint models.  Simply digitizing legacy organizations and procedures will not achieve the level of improvement we are seeking for future Battle Command, instead, a new Theater Organizational Model is required to satisfy the needs of the Combatant Commander with the enduring capability of sustained land operations.

Theater Organization

Debate on the utility of standing joint task force headquarters and the continued utility of service component commands within each Geographic Combatant Commander’s AOR is ongoing at the Department of Defense level.  Regardless of the outcome of these discussions, Army forces and headquarters will continue to be an essential component of the Combatant Commander’s mix of capabilities (See Figure A-1).  METT-TC will determine the operational level Unit of Employment (UE) deployed and if a UE2 or UE1 will command the Units of Action.
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Figure A-1

The composition of forces and headquarters will evolve to enable the concepts of warfighting that we have articulated for the Objective Force.  This new theater model has several distinguishing characteristics that differentiate it from the current model.  First, it recognizes the ongoing initiative to establish a new role for the garrison commander in the framework of regional garrison commanders reporting to the Assistant Chief of Staff for Installation Management (ACSIM), thus freeing line headquarters to focus more exclusively on training and operations.  Second, it promotes a different relationship with subordinate units of action from the traditional “ownership” view.  Third, it force pools units of action at different echelons compared to traditional pooling.  Fourth, it emphasizes greater flexibility in the tailorability, scalability and responsiveness of headquarters.  Fifth, it reapportions traditional roles and missions among headquarters.

Operational headquarters are currently challenged with the simultaneous training and administration of assigned units, the management of infrastructure and the requirement to be operationally proficient and responsive.  There is an inherent dilemma in accomplishing all three if the headquarters deploys in part or whole.  The ACSIM initiative to assume responsibility of the installation infrastructure affords the operational headquarters the opportunity to focus its attention on training and operations to a greater degree.

In the new theater model, units of action may reside at the same post, camp or station as a unit of employment.  However, they may not be an organic element of that UE.  In conducting training oversight, UEs will assist in the training and administration of proximate units of action but the primary responsibility for those functions will reside with the chain of command of those UAs.  The UE’s primary focus will be on generating and maintaining the proficiency and responsiveness of providing effective operational headquarters to prosecute operations on the behalf of the Combatant Commander and his subordinate commanders.  Any UE will be able to accept and employ any mix of functional UAs without regard for garrison provenance.

Unlike the historical model, where the division is the primary level where forces are allocated and task organized for operation, the new model suggests a different approach.  In the new model, combined arms UAs will be force assigned to brigades to account for the complexity of teaming at the decisive point in ground combat.  Functional UAs, such as engineer, reinforcing artillery, etc will be pooled primarily at the Corps level.  Pooling of units at the division level will be reduced and support only those capabilities that the division requires routinely to achieve air-ground teaming and the precision strike of key enemy assets. The division will function primarily as a higher tactical level headquarters to achieve decisive tactical outcomes at the point of decision chosen by the commander.  It permits the aggregation of combat power for prolonged, intensive combat and overcomes the challenge of span of command.  Company and smaller functional organizations will be organic to either functional or combined arms UAs. 

Freed from infrastructure management, divisions and corps will focus primarily on operational matters and be capable of responsively and globally deploying one, two, or three star headquarters specifically tailored in support of Combatant Commander needs.  Currently, Corps or Division headquarters are not routinely deployed without some or all subordinate units.  This concept allows for a more tailorable, scaleable and responsive headquarters.  Joint planning and operations will be core competencies of the corps headquarters.   Division headquarters will normally conduct ARFOR responsibilities and will be capable of joint planning and operations. 

Finally, the functional emphasis of divisions and corps headquarters will change in the new model. As we evolve our thinking on operational planning and its attendant impact on tactical operations, divisions and corps will emphasize different roles.  Corps, acting as JTFs, will plan and conduct campaigns and major operations.  Corps acting as JFLCCs or ARFORs will plan and conduct battles and series of engagements.  Divisions as ARFORs will plan and conduct battles and will conduct precision attacks of key enemy capabilities setting conditions for decisive action by Brigade and below units of action.

Figure A-2 provides an EXAMPLE of organizational structure, unit pooling and functions.
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Figure A-2

UE Command Post by Echelonment

The current Tactical (TAC), Main and Rear Command Posts structure resulted from communication limitations and logistical requirements.  Commanders are tied to their command posts in order to achieve the battlespace information and situational understanding they need to make effective decisions.  This immobility decreases the commander’s ability to execute the leadership portion of their battle command responsibility.   However, this is no longer necessary.  

The proposed UE Command Post echelonment consists of a Home Station Operations Center (HSOC) and up to two modular Deployed Command Posts (DCPs), with Early Entry Command Post (EECP) functionality.  The EECP is the rapid deployment element of each DCP.  Upon closure the EECP is reintegrated into the DCP. The command posts are optimized for tailorability at corps and division level for deployment of three, two, or one star level CPs dependent upon the level of operation, political considerations and Combatant Commander requirements. This echelonment facilitates full spectrum operations. This organization of redundant Command Posts (CP) allows for continuous battle command, regardless of the unit operational posture and includes an EECP capability.  The two deployable CPs (CP1/CP2) concept operates on a cyclic rotation with one CP planning and executing a given operation, while the other CP is planning the next operation or “down” for cyclic resupply/recovery.  Both DCPs are able to perform independent operations in non –contiguous AOs.  The mobile command group, with ground and aerial platforms, provides the commander with battle command wherever his location on the battlefield.  The deployed command post staff members serve as the human connection between the HSOC and conditions in theater (focus and clarity).  The HSOC and DCPs possess redundant staff capabilities.  UAs will have the same DCP and mobile command group structure, but will not have a HSOC.  We must train and develop modularity.  See Figure A-3 for the proposed UE objective force command post echelonment. 
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Figure A-3

UE Command Structure

Future operations present operational environments in which units of employment may be greatly dispersed and will perform multiple missions concurrently.  A corps or division commander could maintain battle command of multiple units conducting different missions in several locations throughout the Area of Operations (AO).  This type of environment requires multiple deputy commanders and command posts.  See Figure A-4 for the proposed UE Command Structure.
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Figure A-4

UE/UA Deployed Command Post Functions

The paradigm shift towards conducting reach operations to obtain operational support from the HSOC reduces the number and complexity of functions conducted in the deployed command post.  The reduction of functions conducted in the DCP supports a smaller deployed footprint.  Officers, Warrant Officers and NCOs must have a wide breadth of knowledge, understand and perform the functions in several skill areas, and be capable of understanding and using the products generated by the HSOC. Multi-functional Officers capable of supporting the commander’s information requirements and providing clarity and focus to the HSOC are required in the DCPs.  Functional specialization will reside in the Warrant Officers and NCOs.    See Figure A-5 for the proposed UE/UA Command Post Functions.
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Figure A-5

UE Home Station Operations Centers

Home Station Operations are maximized to reduce the deployable footprint.  The level of operation in the Home Station Operations Center (HSOC) will mirror the level of operations in the theater. This is a change from the past where home stations have traditionally conducted routine garrison and rear detachment type functions.  With the addition of the HSOC, augmentee LNOs and the increased operational level of the HSOC, the HSOC will maximize the commander’s ability to conduct reach operations and his staff’s ability to support the commander’s battle command requirements.  The HSOC will perform the majority of detailed plans and analysis functions and will link with the appropriate joint, interagency, industrial and sustainment base, and multi-national organizations.  The HSOC will collate analyze, and package information for transmission to the DCPs.  This will reduce the bandwidth requirements of the DCPs.  The HSOC will have both subject matter expertise and multi-functional staff personnel.  The HSOC will receive LNOs/elements from subordinate units, joint, interagency, and multi-national organizations.  HSOC will also send LNOs as required to the Combatant Commander and JTF.  Figure A-6 identifies some of the required functions that will be performed at the HSOC.  
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Figure A-6






Conclusion

Theater organizational structures must support future battle command requirements.  Battle Command will require mobile, flexible and smaller command post capable of sustained combat operations in a various levels of operation.  CPs will possess redundant capabilities capable of continuous operations in support of war fighting operations.
Annex B

Revised Staff Structure and Process

Overview

Our current staff structure and processes have evolved over time to meet functional requirements in specific, individual areas of expertise. However, the structure and processes that we use day-to-day in garrison bear little resemblance to how we operate in the field. During training or deployment for real world operations, we group our staff elements and soldiers differently, use different hardware/software solutions, and employ different processes to communicate and solve problems.

This inconsistency suggests at least consideration of a new structure and process that routinely uses the same logic for garrison, field training and operations. A reorganization of the staff structure and staff process so that the staff uses the same structure and tools regardless of environment may pay huge dividends in proficiency and may dramatically reduce the challenge of training and staff leader development.

This annex articulates a strategy for changing our current staff structure and ideas for investigating alternative processes. Structural and process changes require experimentation to provide the analytical underpinnings necessary to make informed decisions about implementing such changes.

Evolution of Staffs

Since antiquity, armies have detailed individuals to attend to the specialized needs of the force. Ennobled leaders of pre-gunpowder armies generally had advisors and attendants, as well as messengers, but there was no formal structure to the bureaucracy of the military force. With the spread of heavy cannon, and the emergence of scientific engineering in fortification and siege warfare, specialists in the science of warfare assumed responsibilities advising the commander and for the conduct of special activities. By the time of the American Revolution, armies included various staff officers such as the adjutant, paymaster, commissary officer, and others. While these individuals carried out the support and administration of the force, the commander still planned and directed operations with a handful of trusted aides, assisted by selected junior officers. Napoleon instituted the first real operational staff, headed by his trusted subordinate, Marshal Berthier. Although not organized like our current staffs, this French system integrated planning and administration and heralded the emergence of the modern staff. 

Modern war in the industrial age compelled greater change.  The Prussian and later Imperial German Army led all others in the development of a true general staff, with highly trained officers responsible for full integration of operations, administration, and sustainment. The success of their reforms was proven in the Franco Prussian War of 1870. Generals William T. Sherman and Emory Upton drove similar reforms in the US Army after the Civil War. Secretary of War Elihu Root, had the greatest impact through the so-called "Root Reforms" at the turn of the last century.  In 1903, the General Staff Act created an American General Staff and unified the "line" and "staff" branches of the Army.  From 1903 onward, the US Army instituted the staff system still in use today, with evolutionary changes driven by continued advances in the technology of war.            
Today’s Staff Structure

Our current structure of G1-Gx or J1-Jx, depending on the level of organization, does an excellent job of developing staff officers with functional expertise in narrow areas and of providing unprecedented amounts of information within these functional lanes for the commander. However, it often produces the unintended effect of providing the commander information that is either irrelevant or insufficiently vetted. It puts too much workload on the commander to sift through and package information that he requires to execute his leadership and decision making functions. This is true despite using filtering constructs such as Commander Critical Information Requirements (CCIR), Priority Information Requirements (PIR), etc. The staff uses other techniques to organize and present information to the commander in forums such as mission analysis briefings or staff/battle update briefings, where each officer representing a functional area briefs his standard set of functional information, whether that information is pertinent or not. Information is only useful to the extent that it is tailored to the commander’s needs and the task and purpose at hand.

When field training or real world operations begin, we routinely organize staffs differently from how we operate in garrison because our staff structure does not support the way we organize to fight.  Senior leaders have addressed this shortcoming in every operation we’ve conducted since Desert Storm.  This is especially true of support and stability operations.  As a result, we form ad hoc groupings of staffs to meet the commander’s information needs.  Examples include targeting boards, deep operations cells, joint civil military cells, and information operations cells. Although our staff structure must be sufficiently flexible to accommodate changing missions and environments, it is worth considering permanently adopting a core staff structure that establishes standard functional groupings based on the new necessities of knowledge-based warfare. 
Toward an Objective Force Staff

There are many ways to think about staff restructure.  Joint organizations are learning very quickly that commander-driven, knowledge-based operations are characterized by collapsed decision cycles and ambiguous time space dimensions.  This has resulted in the merging of traditional battlefield functional areas away from many narrowly focused, well defined areas, into a few broad-based areas, requiring greater collaboration and coordination between remaining functions.  Experimentation by the Navy with four areas including Fires, ISR, Logistics and Maneuver (referred to as FILM) integrated by a command integration center has shown positive results.  In their construct, demonstrated during the 2001 Navy Global wargames, the role of fires was expanded to include information operations and other effects.  ISR was joined with expanded dissemination and visualization requirements.  Logistics included responsibility for all matters of building and sustaining combat power.  Maneuver was given additional responsibility for major aspects of force protection.  The Millennium Challenge 2002 joint wargame, being hosted by Joint Forces Command, will also provide insights on the operations of staffs in information-enabled environments.  Initial indications are that the Marine Corps element, serving as the Joint Forces Land Component Commander (JFLCC), will establish a staff structure similar to that seen in the Navy’s Global game.  Work centers will be focused on the functions of Information, Fires and Effects, Logistics and Maneuver, supported by a small command integration cell.  

Objective Force Special Forces are also moving away from their traditional staff structure of the legacy “S” and “J” staffs and opting to develop forward stationed Theater Special Forces Commands (Forward) consisting of Operations Centers, Signal Centers and Support Centers to control Combatant Commanders’ SF operations in each theater.  The underpinning SF organizational concept is that each echelon will be organized with all administrative, intelligence and logistics capabilities to operate in a full spectrum of operations for peace and war.  Objective Force SF will have the tools needed to conduct day-to-day activities, train, sustain regional Security Cooperation and Theater Engagement Plans, support crisis response and fight wars.  Special Forces has conceptualized the critical requirement for establishing agile staff organizations which are rapidly deployable and can manage the full spectrum of operations in support of the combined arms formations of the Objective Force.

The Proposed Objective Force Staff

Each of these efforts pursued an essentially nodal approach with the only distinctions being the number/type of nodes and how they interacted. This annex suggests consideration of a nodal structure as well, with one integrating node and four multi-functional nodes. This structure would be employed in the Home Station Operations Center (HSOC) and be replicated in each deployed command post. The intent is to group functions permanently in garrison, in field training and for operations the way they seem to naturally form ad hoc groupings anyway.

The proposed Objective Force staff structure is comprised of a Command Integration Cell, an Information Superiority Cell, Fires and Effects Cell, a Build and Sustain Combat Power Cell, and a Maneuver and Support Cell. While the Command Integration Cell has the specific task of integration, all cells interact with each other as well as through the Command Integration Cell (See Figure B-1)
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Figure B-1

Command Integration Cell

The command integration cell’s (CIC) primary focus is facilitating the commander’s leadership and decision-making functions by integrating and synchronizing the efforts of the multi-functional cells. The CIC initiates the planning process by providing intent and guidance. It then synchronizes the execution of the planning process. The CIC develops the overall concept for operations at the macro, “mission order”, level with sufficient detail for the multi-functional nodes to provide executable fidelity. It monitors the development and refinement of nodal plans ensuring unity of effort between nodes. The CIC performs the overall battle tracking function during execution and provides liaison with higher and adjacent headquarters. It is the primary node responsible for anticipating and managing transitions between operations. This cell will be composed of a deputy commanding general, integration officers akin to a G3 and a small number of multi-functional officers conversant with the expertise afforded by the four multi-functional nodes.

Information Superiority Cell

The primary focus of the information superiority (IS) cell is to develop and maintain the knowledge edge over adversaries required by the commander and the other three multi-functional cells in order to execute knowledge focused warfare rather than just more efficient attrition warfare. This cell would have staff expertise traditionally represented by signal, intelligence, cavalry, space, and information operations with the organic reach to global assets necessary to develop and maintain the commander’s knowledge advantage. The IS cell directs the planning and management functions essential to all knowledge based warfare. Using its reliable and redundant multi-layered network, the IS cell manages human and technical sensors to produce the Common Operational Picture (COP). The IS cell assists the commander in reaching an understanding of the battlespace by applying analysis and judgment to the COP. It then directs dissemination of this analysis, consistent with the commander’s intent, to facilitate a tempo of operations of which our adversaries cannot cope.  IS is also achieved by attacking the adversaries information and information systems.  Information Operations (IO) mass effects in time and space to create windows of IS for friendly forces.

The information superiority cell executes a variety of staff planning functions to reach this knowledge advantage. These include staff planning for network operations, surveillance and reconnaissance planning and execution, counter-intelligence, information assurance, space asset access, collection management, intelligence planning and analysis, information operation (offensive and defensive), and overall sensor fusion (local sensor fusion occurs at multiple levels and staff nodes).

Fires and Effects Cell

The primary focus of the fires and effects cell is to plan and coordinate the production of effects resulting from the application of lethal and non-lethal capabilities that support the commander’s intent for mission success. The staff functions grouped in this cell attempt to overcome the ever-present challenge of deconflicting fires and effects in the vertical and cyber dimensions. The includes the challenge of airspace management which will only become more challenging as we move to extended range indirect fires, greater application of joint fires, beyond line of sight (BLOS) organic fires and the proliferation of UAVs and other airborne systems. 

This fires and effects cell encompasses staff functions traditionally represented by field artillery, army aviation, air and missile defense, USAF liaison,  information operations and SJA (for Rules of Engagement determinations). 

It executes a variety of functions to produce the intended operational and tactical effects. These effects will take the form of physical destruction, information superiority, enemy system collapse and erosion of enemy will. 

The specific actions required to achieve these effects include shaping operations in the vertical and cyber dimensions, counterstrike, precision strike, mobile strike, joint effects integrations, suppression of enemy air defense, interdiction, airspace management and coordination, theater air and missile defense, , and information operations .

Maneuver and Support Cell

The primary focus of the maneuver and support cell is to plan and coordinate close operations at the point of decision and all maneuver support in the horizontal dimension.

This cell performs staff functions traditionally associated with mounted, dismounted and vertical maneuver, and maneuver support including engineer, chemical and military police tasks.

The maneuver and support cell develops and coordinates tactical maneuver plans to close with and destroy the enemy, in order to make permanent, the otherwise temporary effects of joint and networked fires. It plans and coordinates to provide assured mobility and comprehensive knowledge of the horizontal domain of the battlespace. The cell facilitates success at the point of decision and achieves assured mobility through planning and coordination of a variety of specific functions. These include mounted and dismounted maneuver, ground force protection, fires from maneuver platforms, mobility, counter-mobility, survivability, terrain assessment including weather impacts, law enforcement, battlefield circulation control, nuclear, biological and chemical operations, and prisoner and refugee operations.

Build and Sustain Combat Power Cell

The primary focus of the build and maintain combat power cell is to plan and coordinate operations that generate combat power and prevent or delay culmination. Its charge is to continually anticipate the commander’s needs to generate and maintain combat power. It must provide multiple options for the commander to execute the overall operation at a tempo that gives adversaries no respite from relentless pressure and that provides overmatch at the point of decision.

This build and maintain combat power cell include staff functions traditionally represented by transportation, supply, maintenance, medical, ordnance, human resources, finance, religious support and “contractors on the battlefield”. The cell plans and coordinates operational maneuver (Not sure that this cell plans operational maneuver. It certainly coordinated the lift that enables the maneuver. I think planning the operational maneuver would fall under the purview of the maneuver and support cell. This would be a major function at the Corps/JTF level) from strategic distance, intra-theater movement and lift, supply operations based on visibility and distribution, maintenance operations that balance repair and replacement, medical operations based on self and buddy aid for immediate stabilization and rapid evacuation, allocation strategy for use of military and contract resources, and soldier support activities of religious, human resources, financial and postal natures. The build and maintain combat power cell ensures that combat power operations are an integral part of the overall operation and frames all activities in terms of operations rather than administration.

Staff Process

Most organizations currently run day-to- day garrison operations with vertically stove piped staff sections that use administrative standard operating procedures (Admin SOPs), letters of instructions (LOIs) and garrison regulations to guide activities. We conduct command and staff types of meeting forums and communicate extensively through the use of email and MS PowerPoint presentations. Upon commencement of “field” training or operations, we re-group staff sections and switch to operations orders (OPORDs) and tactical and operational standard operating procedures (Field SOPs). We switch from command and staff forums to orders groups and staff/battle update briefs and employ a deliberate application of the Military Decision Making Process (MDMP) that is based primarily on deductive reasoning logic.  (Ironically, we continue to overuse the email and PowerPoint venues even after leaving the garrison environment). While there are pragmatic reasons for the use of these garrison procedures, a logical question is whether or not these pragmatic or convenience reasons outweigh the significant training, leader development and hardware/software systems challenges that they produce for the operations that define the reason for the existence of land forces.

We may be able to achieve a potentially radical increase in staff proficiency if we adopt a new approach in concert with the suggested revised staff structure, even if it requires a change in mindset and a temporary reduction in our ability to perform garrison procedures during the changeover. The first step is for commanders to mandate the use of “field training”/ operational procedures for garrison operations. (Some units have already done this). This is primarily a cultural rather than technical issue. The next more difficult step is to mandate the sole use of “field”/ operational hardware and software systems in garrison. While this would be challenging at first, it would eliminate the training challenge we experience as we dust off our field systems during the infrequent times we use them for actual operations and training. We would likely realize the additional benefit of system improvements.  As operators use systems more frequently, they would generate feedback for designers allowing them to develop systems upgrades and better future systems. This is primarily a technical issue with some cultural impact.

A third step for improving staff proficiency is to review the use and application of the MDMP. The MDMP is a time-tested approach to problem solving and decision-making. It is an excellent tool for leader development. It also preserves the goodness of our staff and commander estimate processes. However, it may not be the best “one size fits all” solution for the environment in which we expect to operate beyond 2010. “Time available” will continue to be a relevant criteria for method selected for planning and execution by commanders and staffs. In addition, we may need to ask ourselves three questions so that we can revise the MDMP to preserve its value while improving on some of its weaknesses. First, at which echelon levels is the MDMP most appropriate? Second, at which point in the continuum (not sure this is the correct word) of operations is it most appropriate? Third, for which types of operations is it most appropriate?

When we consider MDMP applicability by echelon, we may be better served by emphasizing troop leading procedures at units below brigade level for most operations rather than a rigid adherence to MDMP. MDMP may be best suited for use at brigade and above where the staff is more robust and there is more time and distance between the planning and execution of an operation. For the condition of the continuum of operations, the time consuming execution of the deliberate MDMP may be most appropriate during the initial planning phase of a campaign, major operation or battle. At the tempo we envision for future operations beyond 2010, even a time-compressed execution of MDMP may be too slow once the operation commences. The ubiquitous access to the COP and the near real time collaboration afforded by future communication and computer systems may allow a much more commander driven, staff supported approach to execution. We may be able to achieve an execution process that depends primarily on this teaming of commanders and on demand collaboration rather than a sequential planning process like MDMP. Finally, the type of operation may require an alternative approaches to the deductive MDMP. The application of inductive reasoning, intuitive approaches or what some academicians call “naturalistic reasoning” may make more sense in some mission contexts. The investigation of these alternatives requires experimentation to make an informed decision on whether to add them to our kit bag of battle command tools or continue to rely exclusively on the MDMP.

Nodal Staff Interaction

Even if we continue to rely exclusively on the current MDMP, the nodal staff interaction will differ from the current G/J staff model. We currently organize into echeloned command posts (CP) of Tactical (TAC), Main and Rear with some minimal reach to garrison headquarters. We develop plans primarily in the Main CP using groupings of functional staff officers in the plans section under the control of the G3. Then we execute those plans through the operations section of Main and/or use of the staff element in the TAC. The Rear CP executes a variety of sustainment planning and execution functions and attempts to remain synchronized with the primary operations emanating from the Main CP. This process involves a large number of staff officers, most of who are forward deployed, and involves a hand-off procedure between plans and operations that varies in effectiveness from unit to unit.

The nodal staff for Battle Command beyond 2010 would deploy the minimum amount of staff required to plan, coordinate and execute branches, sequels and transitions from the base plan. The HSOC, unlike current garrison headquarters, remains engaged as if it were deployed for 24 operations. It will perform deliberate and subject matter expertise to DCPs. The HSOC will likely be as large or larger than current headquarters but will deploy much smaller elements and retain the majority of its capability at home station. It creates the base plan and provides the majority of ongoing staff production and analysis through reach operations. DCPs 1 and 2 rotate responsibility for missions. Each plans a branch, sequel or transition and then executes the plan it produced, while the other command post prepares for the next anticipated event or executes a simultaneous event if circumstances dictate. Each DCP reaches to the HSOC for staff support.

Within the nodal staff, whether in the HSOC or in one of the deployed command posts, the CIC articulates the commander’s intent and guidance and then synchronizes the detailed planning work accomplished within the multi-functional cells. It provides the same synchronization function between the multi-functional cells during execution. This approach achieves better integrity between planning and execution. However, it does require the development of tactics, techniques and procedures (TTPs) for hand-off between command posts. The multi-functional cells plan and coordinate the execution of their assigned roles in information, fires and effects, maneuver and support and combat power respectively. The goal of this approach is to achieve greater synergy between functional areas while maintaining subject matter expertise within the individual functions.

Conclusions

Military experience across the spectrum of conflict since Desert Storm, a more comprehensive understanding of the merging of battlefield functional areas, and the need to create agile staffs that can rapidly respond to difficult operations in peace and war, necessitate the formation of a new staff structure.  Information technology now makes it realistic to consider implementation of new staff structures such as that proposed in this annex.  The structure suggested here is consistent with those developed through joint modeling and experimentation.  It moves toward the qualities that future staffs must have to successfully execute combined arms, dominant maneuver in a knowledge-based environment.  While the specifics of the design require more detailed study and analysis, a new staff structure is one of the absolute imperatives that must be realized from ongoing Objective Force development efforts.
Annex C

Build and Sustain Combat Power

Purpose

This annex addresses building and sustaining combat power in the context of battle command for the Objective Force circa 2010-15.  Building and sustaining combat power is an integral part of Battle Command.  Battle Command is the art and science of applying leadership and decision making to achieve mission success.  It encompasses the ability of the commander to lead soldiers and command or direct shaping, sustaining and decisive actions of all elements of combat power.  This occurs both within and below his echelon of command.  Battle Command also requires the commander to seamlessly integrate and synchronize combat elements above the echelon supporting close combat while on the move from any point in the battlespace. Both Battle Command and building and sustaining combat power are enabled by the common operating picture (COP).

Battle Command synchronizes knowledge of combat power and the human dimension of leadership. The Objective Force commander will use mission command.  Mission command concentrates on the objective of the operation and not on how to achieve the objective and will challenge tomorrow’s leaders and soldiers.  It relies upon decentralized execution and initiative by subordinates.  Sustainment commanders and their battle staffs, proficient and experienced at battlefield visualization both virtual and real, will execute sustainment operations.  These same commanders strike a balance between audacity and prudence by applying the art and science of Battle Command.  They will deal with battlefield surprise as a matter of course.  Leaders will quickly assess information systems and act on newly obtained knowledge. 

A key concept in Objective Force sustainment operations is integrating sustainment into maneuver.  Sustainment must be part of operations for Objective Force organizations.   Building and sustaining combat power welds three components:  first, competent and adaptive sustainment leaders and soldiers (battle command); second, systems and processes that allow sustainers to translate data and information (COP) into knowledge and then to control sustainment execution (battlefield visualization); and finally, adaptive and flexible organizations (battle staffs). These three activities are characterized by their ability to sustain Objective Force units in any operational environment without pause.  

The same Battle Command characteristics used during maneuver operations apply to maneuver sustainment operations.  Building and sustaining combat power in full spectrum operations is critical to executing fire and maneuver during those same operations.  It is an integral responsibility of command.  It must be part of the “one system of battle command” and be designed and resourced accordingly.  It cannot be a separate system that is appended at a later point in time.

Objective Force Maneuver Sustainment Concept

The maneuver sustainment concept is based on five constructs: first, train, alert, deploy; second, improved situational understanding; third, integration of sustainment into maneuver; fourth, rapid and assured distribution; and fifth, adaptive organizations.   Building and sustaining combat power depends on achieving a balance between sustainment effectiveness and sustainment efficiency based on these five maneuver sustainment constructs.  

The first construct, train, alert, deploy, is a break from the current force paradigm of “alert, train and deploy”.  UA will deploy with sufficient supplies to conduct 72 hours of high tempo operations.  Units and equipment that disembark in theater will be combat configured enabling units to fight upon arrival if necessary.  The Objective Force Army will be capable of conducting short notice deployments with home station equipment, deploying Units of Action (UA) to fall in on pre-positioned stocks or conducting homeland defense.  The means of conducting Objective Force maneuver sustainment operations are created, in part, through the application of strategic and operational sustainment capabilities.  Objective Force sustainment operations will depend on transformation at the national level (national providers and the industrial base) to theater level down to the soldier.

The second construct, improved situational understanding, is rooted in the sustainment characteristic of anticipation and predictability.  Utilizing the common integrated maneuver and sustainment operating picture (COP), sustainers will predict requirements.  The COP will receive, disseminate and update with near real time efficiency.  Each FCS FoS (manned and unmanned) system will automatically collect critical sustainment data, and record and report automatically or upon request to other systems/organizations.  Systems store non-time sensitive data for downloading as required.  All this contributes to minimizing the sustainment footprint as well as enabling the “see first, act first” precept of the objective force.

Sustainment however, is not about systems and technologies these are only the tools commanders use to exercise battle command.  Technology provides the information and data for “knowledge” and provides the “means” to communicate intent and orders. Objective Force sustainers must be adept at operations, not systems. Sustainment commanders and battle staffs will execute a new approach to commanding operations in order to see first, understand first, act first and finish each mission decisively resulting in operations continuing without pause, denying the enemy a chance to recover.  Sustainment leaders must recognize that information awareness is simply another tool that they must be trained and skilled to use as a subset of Battle Command.

Information Management is the combination of relevant information (RI) and the systems (INFOSYS) to manage that information.  INFOSYS is the collecting, processing, displaying, storing and disseminating of information for creating the COP and the use of information, primarily by the staff, while planning, preparing for and executing operations.  The commander, with the help of his battle staff, will use this process to regulate forces and functions of subordinate and supporting units in military operations to ensure mission accomplishment.

The Objective Force will operate in an environment of sensors, requiring an assured informational communications architecture that complements the operations being conducted.  Sustainers will have a seamless data system capable of supporting knowledge-based operations.  Soldiers and systems will have the capability to impose requirements on the sustainment system.  In turn, the sustainment system will be proactive in responding immediately to sustainment requirements.  The ensuing advantages are tremendous flexibility and real-time information availability Army-wide.  A Global Combat Support System (GCSS)-like capability supported by assured communications will be vital to this end state. A highly effective, integrated and reliable C4ISR system will be required to assist the commander in the decision-making process and the execution of Battle Command within a joint/combined environment.  Critical to the information derived from sensors and advanced information systems is the evolution of supporting organizations to meet objective force sustainment requirements in full spectrum operations. 

The Common Operating Picture is a single fused picture containing real to near-real time information depending on the echelon.  The COP feeds situational awareness (SA).  Sustainment leaders develop situational understanding (SU) by applying judgment and analysis to the COP.  The true benefit of this information age approach to sustainment will be the situational acumen used to optimize building and sustaining combat power in the Objective Force. Commander and commander-driven battle command will be based primarily on the intuitive abilities of the leaders supported by the advances in information technologies that create superior SA, SU, and Common Operating Picture.  Where appropriate, abbreviated Military Decision-Making Process (MDMP) procedures with directed courses of action rather than full-up MDMP, plus the philosophy of mission command will enhance battle command.  Plan-centric operations of the current force will transition to the commander’s execution centric operations.  See Figure C-1.
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Figure C-1

The third construct, integration of sustainment into maneuver, requires the assimilation of sustainment operations into tactics. The Objective Force will establish and maintain a battle rhythm that facilitates logistics, rest and recuperation, and preparation for future operations for its widely dispersed elements. The maneuver commander must accept responsibility for sustainment operations.  In the Objective Force, sustainment becomes the driver for executing combat operations at the tempo and across the battlespace that will confound the enemy.  Successful sustainment underpins victorious operations. 

At the tactical level, these sustainment operations must be fully integrated into the maneuver commander’s operational plan.  Logistics will be pulsed forward based on improved situational understanding and awareness using the common operating picture technologies. The commander dictates the time and place for integrating combat replenishment operations (CRO), sustainment replenishment operations (SRO) and mission staging operations (MSO). 

CRO are defined as replenishment actions taken within a Combined Arms Battalion such as cross-leveling.  SRO are defined as activities planned and executed by the organic UA Forward Support Battalion (FSB) to rearm, replenish and refuel.  Both CRO and SRO activities are in-stride activities that take place within the UA commander’s battle rhythm. Maintaining combat power within the UA requires synchronized sustainment pulses to the combined arms battalions and other subordinate elements.  The combatant commander will cycle units through the sustainment process to press the enemy continuously and maintain the combat power of friendly forces engaged with the enemy.   MSO activities are also executed at the direction of the UA commander; however, MSO activities are more closely aligned with deliberate actions taken to rebuild combat power during an operational pause. MSO operations, while coordinated by the FSB require support from UE sustainment activities.  Initial deploying units will deploy with a 72-hour ready to fight sustainment structure.  It is critical that follow on sustainment structure from the UE be integrated into the deployment plans to facilitate operations beyond the initial 72 hours.  

Building and sustaining combat power will occur simultaneously with the Army’s objective of aggressively reducing its logistics footprint and replenishment demand.  The Objective Force will deploy fewer vehicles and leverage reach capabilities. Security of sustainment will remain an omnipresent concern.  Also, there is an increasing likelihood that operations will occur in or near large cities.  Survivability must be linked with an inherently offensive orientation.  By seizing the initiative and seeing, understanding, and acting first, the Objective Force will enhance its own survivability through action and its initiative.  Also, the sustainment system will reduce unnecessary nodes, both physical and decision-making.  A “right-sized” sustainment footprint will emerge.

The fourth construct, rapid and assured distribution, underpins the objective force precept of “act first”. The power of a web-based command and control system and space-based asset visibility reduces the layering of maneuver sustainment headquarters and redundant stockpiles.  Sustainment operations are conducted using a multi-nodal, multi-modal distribution-centric system that maintains sustainment stocks in motion rather than establishing large vulnerable stockpiles throughout the area of operations.  This is closely tied to the necessity of improving reliability of objective force equipment and software.  Software reliability requirements are established to enable extended operating periods without software malfunctions.  Software failure incidents can render a system unable to function requiring maintenance or crew action.  Reliability of equipment and software is a key component of reducing the sustainment footprint in the Objective Force.
The fifth and final maneuver sustainment construct is adaptive organizations.  Objective Force organizations and staffs must be designed for success in any type of operation while optimized for major theater war.  This implies formations, including sustainment formations, with the inherent versatility to operate effectively anywhere on the spectrum of operations without substantial augmentation, and likewise able to satisfy diverse operational and sustainment requirements effectively within a single campaign.

Objective Force Battle Command Enablers 

The key enabler for the Objective Force Battle Command is Information Superiority based on the Common Operating Picture.  Battle Command is a function of leadership that crosses all functional areas and disciplines.  The maneuver sustainment concept for 2010 and beyond must emphasize the art and science of Battle Command.  The ability to rapidly and without major reorganization adjust to changing sustainment requirements by the maneuver commander(s) is essential.  Sustainers must be the masters of transition.  The commander exercises Battle Command over the elements of the sustainment force seamlessly integrated into the overall maneuver operation.  His Battle Command apparatus is himself, his staff and his advanced C4ISR, COP and information superiority systems.  Knowledgeable, well-trained staffs and information superiority enable the masterful application of Battle Command.  The sustainment Battle Command concept emphasizes the importance of personal command and higher order battlefield visualization. The commander and key leaders possess SA and SU through the COP from any place on the battlefield.

The sustainment domain in the future will be considerably different than today. The COP and improved systems reliability, coupled with distribution-based logistics will reduce echelons of logistics support.  These will assist in expediting distribution to the point of need, improving judgment, and reducing leader unawareness and uncertainty.  The sustainment community will emphasize a different sustainment leader training and education.  

Mentoring by more experienced sustainers will become even more important; this mentoring will be quintessential to the education of our sustainment commanders and battle staffs. Straightforward, soldier-friendly modeling and simulations will be available to routinely train sustainment leaders and staffs.  Our 2010 sustainers will have the “science of sustainment” either ingrained or immediately accessible through automation.  The COP will enable our logisticians to make the intellectual, leadership, and cultural leap to sustainment battle command and battlefield visualization.  Our transformation must ensure that our sustainment commanders and their battle staffs are team-oriented, in possession of the correct credentials and tools, and highly effective in both the science and art of sustainment activities.

Organizational Design

The sustainment organizational concept will modify CS / CSS “force pooling” by exploiting a “tailoring down” technique creating the Unit of Action of organizations with habitual relationships with their supporting unit not adhoc relationships.  See figure C-2 below.

The chart shows the relationship between functional requirements and building the objective force organizational structure.  It is imperative that we look at combat support and combat service support, joint relationships, capabilities and responsibilities.  UE sustainment packages will be specifically tailored to the UA requirements.  There will be direct relationships between UE and UA organizations in the Objective Force.  The key is to ensure that all functions are met with a minimum of structure.
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Figure C-2

Army sustainment commands will be provided optimal and robust sustainment capabilities [both active component (AC) and reserve component (RC)] for command and control (C2), training, and employment.  As a result, there will be no large single Army pool of sustainment forces.  Instead each Unit of Employment (UE) will have its own comprehensive pool of sustainment capabilities to package for future missions.  In essence, force pooling will become more decentralized.  The construct must accommodate non-governmental organizations (NGOs), private volunteer organizations (PVOs), coalition, and contractor [including Logistics Civilian Augmentation Program (LOGCAP)] support relationships.  Conceivably, a LOGCAP task could be supporting NGO and PVO needs.  Additionally, senior sustainment organizations will resource small contractor control cells. 

The Unit of Action concept reflects how the sustainment community will organize and provide sustainment C2 for its forces in support of maneuver forces 2010 and beyond.  Again, the overarching goal of Objective Force maneuver sustainment support must be rapid and assured provisioning of sustainment to forces worldwide across the full spectrum of military operations. Once achieved, this guarantees the ability to build, generate, and maintain overmatching combat power at the decisive point(s) as determined by the commander(s) on the ground.  Conceptually, the UE (Unit of Employment) commander serves the maneuver force commander in an attachment type of habitual relationship forging unity of purpose.

Battle Staffs

Sustainment HQs will have highly effective command groups and battle staffs.  Sustainment leaders will be trained on Sustainment Preparation of the Battlefield (SPB) and/or Sustainment Preparation of the Theater (SPT).  Commanders and their battle staffs will have a COP from either a fixed location or while enroute.  Modeling, simulations and other decision support tools will be routinely used. 

Sustainment battle staffs will take on greater roles and importance in the Objective Force.  The battle staff within a sustainment HQs will work as a single entity to assist the commander.  The battle staff provides its greater support to the sustainment commander in providing control.  Information technologies will assist in control and be enhanced by unconstrained communications that allow for information sharing.  

Potentially, no traditional coordinating staff (S/G1, S/G2, S/G3, S/G4, G5, G6, etc) may be required.  Deputy Commanding Officers (DCOs) will have the required resources and authority.  The DCO deploys with a minimally manned mini-CP, top heavy in senior, talented soldiers, and provisioned with a small set of mobile C4ISR and sustainment systems to perform the battle command mission.  There will be fewer and smaller sustainment HQs in the Objective Force.  This will result in extended sustainment span of control and a higher ratio of sustainment units to parent sustainment HQs.  This will promote a smaller, deployed sustainment battle command footprint and will allow for a C2 entity on the ground but without all the ancillary assets that burden a headquarters.

The intent is to reduce the size and weight of staffs and to improve sustainment battle command effectiveness.  In order to achieve this goal, maneuver sustainment leader training must evolve to meet the changing requirements and contemporary operational environment of the Objective Force.

Conclusion

Sustainment leaders for the Objective Force must recognize and understand the application of the art and science of Battle Command.  Sustainment leaders must have the same access to information as all other leaders on the combined arms team and translate the information into knowledge.  They must know how to apply knowledge in building and sustaining combat power.  They must proactively and vigorously anticipate needs, lead subordinates, make decisions and execute actions.  They must continually generate combat power, delay culmination and generate multiple options for action by the overall commander in an ever changing and dramatically more complex battlefield environment.  They must execute these actions at a tempo and level of integration in the objective force that dramatically exceeds today’s capabilities.  Successful maneuver sustainment leaders will be proficient in systems and processes but their greatest skills will be in using these tools for proactive and intuitive leadership in executing commander’s intent. They will be operationally focused, not systems dependent.

Building and sustaining combat power is based on the five constructs of the maneuver sustainment concept, “train, alert, deploy”, “improved situational understanding”, “integration of sustainment into maneuver”, “rapid and assured distribution”, and “adaptive organizations”.   

Battle Command, battlefield visualization, and battle staff operations will remain doctrinally sound terms in the sustainment Objective Force.  Sustainment leaders will recognize and understand the application of the art and science of both Battle Command and Sustainment Battle Command.  They must know how to apply knowledge-based battle command vs. information-based operations.  Leaders in all disciplines must be trained to recognize, understand and act within the intent of the overall commander.  

Sustainment commanders and battle staffs will execute a new approach to commanding operations in order to see first, understand first, act first and finish each mission decisively.  Leaders must recognize that information awareness is simply another tool that they must be trained and skilled to use as a subset of Battle Command.  Execution-centric battle command will be based primarily on the advances in information technologies that create superior SA, SU and COP.  

Building and sustaining combat power depends on achieving a balance between sustainment effectiveness and sustainment efficiency.  Objective Force commanders will strike a balance   between audacity and prudence by applying the art and science of Battle Command.

Annex D

Knowledge in Army Forces Beyond 2010

Overview

Knowledge is the key enabler of the Objective Force.  The Objective Force conducts dominant maneuver based on information superiority and decision dominance, trading unconditional systems overmatch for deployability, agility and versatility.  Sensors and sensor fusion make up the sensor network and provide important tools required to gain and maintain information superiority.  Information Operations (IO) with its offensive and defensive aspects protect the sensor network therefore maintaining and protecting friendly information while offensive IO are used to deny or degrade the information our adversary uses to make decisions or to influence those decisions in a way that are favorable to friendly objectives.  Decision dominance is a function of having better information and knowledge than the adversary.  Intelligence and the human process of giving meaning to adversary information support decision dominance.  In this regard, intelligence, like battle command is both art and science.  
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An essential task of the Objective Force is to eliminate existing channels of discrete sensor information into one-of-a-kind processors, and make sensor information available to a broad range of consumers simultaneously.  The means to this end in the Objective Force is the sensor network, comprised of advanced sensors, processors and procedures that generate, access, and share information in near real time (NRT). The application of the network across the battle space, including interface with joint, inter-agency and allied assets, coupled with our capability to deny the adversary information, ensures friendly information superiority.  Figure 1 outlines the relationship of the sensor network to support dominant maneuver.  Clearly, the sensor network must be a critical element of the operational design of our transforming Army.   

However it cannot be the only one.  Recent experiences in Afghanistan against an adaptive enemy in complex terrain, demonstrate that technology alone will not ensure dominant maneuver.  Our future projections of a force rich in information but with streamlined resources to ensure agility put a premium on achieving Information Superiority (IS).    Knowledge is an essential and integral part of combined arms operations, making sense of information in the mind of the commander, and enabling the commander to make decisions required to achieve the desired end state for the operation.  The prosecution of land operations, and most especially in complex and asymmetrical situations, will remain a human endeavor requiring commanders and soldiers to have superior knowledge of their operational environment.    

Conceptual Underpinnings
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Information can have meaning, but is not understanding in a cognitive sense; intelligence applies thought (analysis and/or evaluation) and judgment to information, and puts it in perspective or makes it otherwise relevant to the command and operation at hand.  From a cognitive theoretical standpoint, through the intelligence assessment and analysis process, experience, knowledge, and judgment are applied to information, in order to support situational understanding by both the commander and his staff, and enable command and control.   Figure 2 provides an overview of the cognitive hierarchy or the process of achieving understanding.  Data is a single piece of raw information.  Information is the collection of data through a variety of sensors.  Information becomes intelligence through a combined cognitive and automated process of analysis, it gives meaning to the information.  Intelligence becomes knowledge when sensors feed a running estimate and that estimate is given automated and cognitive operational context.  Sensor feeds include red, gray, blue, and green information, environmental conditions, adversary and friendly cyber conditions and updated sensor status.  Knowledge must be presented or visualized by using various tools that present the common operational picture (COP).  Understanding applies judgment, based on experience and back ground, to other aspects of cognition and data processing.  In this respect, it relates to the human dimension of warfare because it takes place in an individual’s mind; it is a very personal part of warfighting.  Understanding the situation is a critical aspect of knowledge and is a fundamental part of joint combined arms maneuver in the Objective Force. 

The concept of the sensor network is as complex as it is critical to Objective Force success. In understanding its role in the objective force, it is important to understand it conceptually, its challenges and potential solutions that will enable future commanders a significant “see, decide and act” advantage over future opponents.  All military activities produce “observables” related either to time, space and mass, or to a specific platform or system.  It is the observable that sensors detect, and fusion and analysis interpret to provide meaning.  In the past, virtually all interpretation was human-generated and based on very limited collection assets, delaying delivery of accurate, actionable product to commanders.  Sensor fusion attempts to process a variety of collected enemy observables with observables from different, but complementary systems, and more rapidly produce actionable information for decision-makers. 

Fusion will take place at multiple levels.  Some sensors with on-board processing capability will fuse information themselves, such as an ELINT sensor linking a radar signature to its associated air defense system, while other fusion will be conducted within a network.  Networked fusion will correlate, combine and subsequently fuse data and information from a wide variety of sensor-provided observables.  It is important to note, however, that fusion systems can assist but not replace human intervention. As opponents understand the Objective Force sensor system, they will develop countermeasures designed to deceive or confuse fusion.  Additionally, some degree of error is inherent in every form of collection, and through the foreseeable future, these will demand human (analyst) intervention to resolve.  Lastly, not every sensor will be capable of collecting every observable.  A static, well-camouflaged enemy may avoid detection by an electro-optical UAV, and in radio silence, SIGINT collectors as well. A thermal collector may identify the enemy, but will introduce the ambiguity as to specific identity and purpose. Fusion of data and information will remain an integrated organizational, technological and leadership solution.

The Objective Force will gain remarkable capabilities from a wider variety and number of sensors and their fusion, magnifying the collective ability to see the battle space for the force. On less complex, more linear battlefields, this power will in and of itself provide most information directly to commanders for immediate decision, overwhelming the symmetrical opponent with speed of decision and action.  However, sensors and sensor fusion will not be enough for the more adaptive and asymmetric adversary postulated in the operational environment.  More complex battlefields and asymmetrical opponents require far more of the “art” element - more intelligence - to penetrate enemy intentions and systems in ways impossible to automate. Intelligence capabilities are also critical to the Objective Force’s ability to see, understand, act and finish.

Linking Joint Intelligence Surveillance and Reconnaissance 

In joint operations, intelligence, surveillance and reconnaissance (ISR) is an acronym that groups the integrating cognitive function of intelligence, focused on all aspects of the operational setting, with the two full spectrum missions that most directly support that function – Reconnaissance and Surveillance (Figure 3).   In the Objective Force, reconnaissance and surveillance missions can require capability for, and will refer to everything, from classic cavalry or scout missions, intelligence low level intercept teams or technical HUMINT elements, and manned aviation operations, in close contact with the environment.  Surveillance and reconnaissance missions are performed by capabilities ranging from space to mud.  They contribute to all battlefield functions.  A robust, echeloned, Joint enabled, ISR system, supported and enhanced by advanced digital communications and computers, but which relies first and foremost on well trained soldiers and leaders, operating when required in close contact with the enemy, will enhance Objective Force command and control, and contribute to unparalleled advances in the art of leadership and battle command.  The term ISR serves to link a supporting function with its operational missions so that developmental and architectural relationships remain relevant within a service, joint and interagency framework.
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Solid digital connectivity and collaborative links into the Joint and Agency ISR centers and organizations, to include Army strategic-operational formations which normally support at those levels, will be essential to Objective Force-wide ISR, from peacetime engagement through decisive combat operations.  These links will support Combatant Commander and JTF Commander’s needs for ISR, enable ISR at Objective Corps and Division, and enhance the quality of ISR support provided each and every Combined Arms Brigade and Battalion in the Army’s Objective Force, by providing opportunity to leverage unique theater and National expertise.   At the same time, these near real time, full duplex connections will enable Army ISR support to the Joint Community, especially in areas of unique Army expertise such as ISR fusion and analysis, all weather close multidiscipline collection, to include reconnaissance and surveillance by troops in contact, conducting ISR operations in complex terrain or against an uncooperative opponent bent on deception, employing camouflage to good effect, who adapts his tactics and approach at every opportunity to avoid detection by the normal technical means.

Intelligence.  Joint Doctrine regards intelligence as the product resulting from the collection, processing, integration, analysis, evaluation, and interpretation of available information concerning foreign countries or areas.  It further goes on to describe Intelligence as information and knowledge about an adversary obtained through observation, investigation, analysis, or understanding.  (JP 1-02)  Combat intelligence is that knowledge of the enemy, weather, and geographic features required by a commander in the planning and conduct of combat operations. (JP 1-02).  Intelligence is therefore an integrating function; one which integrates information about real or potential adversaries from a variety of sensors and available databases and documentation, and subjects that material to a process of processing and analysis in order to inform C2 and increase Force Effectiveness.  Intelligence within Objective Force Units of Purpose - Units of Employment and of Action - is a cognitive integrating function that cuts across all Battlefield Functional Areas, and traditional organizations and branches.  As such, critical tasks of intelligence include:  providing expertise on adversary operations, producing actionable information, estimates and knowledge that can be used by all elements of the force, recommending the appropriate sensor mix to key operational personnel, synchronizing intelligence collection throughout the echelons and providing reach into appropriate analytical nodes in joint, national and multi-national formations.   

Intelligence differs from fusion in that it requires a higher degree of cognitive reasoning.  The volume of raw data generated by Objective Force reconnaissance and surveillance will present future commanders with tremendous data management challenges.  Data, when processed – fused, arranged, ordered, or manipulated - becomes information. Some of this will be readily actionable after fusion at sensor or network level.  However, it will rarely stand alone when collecting on an adaptive adversary that is knowledgeable in countermeasures and deception.  The more sophisticated the adversary and the more complex the environment, the greater the requirement to add context to information.  Many aspects of intelligence are a science but the art of analysis is where we add reasoning, experience and judgment to reach conclusions and provide predictive assessments that cannot be accomplished by fusion alone.  Intelligence analysis is a crucial component effective battle command, providing clarity and context rather than paralysis from the vast amounts of data and information that will be available throughout the force.  It reduces uncertainty and adds the relevant perspective that enables the commander to make the rapid decisions necessary to conduct dominant maneuver. 

Intelligence discipline combines the results of all collection activities to build a comprehensive understanding of the enemy’s disposition, intentions, and future actions and objectives.  Its contributions to the force are derived from three different views of the enemy and battlespace – what the enemy is presently doing, what the enemy may do next, and what the enemy plans to do in the future.  Sensors and sensor fusion can provide commanders and other decision-makers significant answers to the first intelligence task – to define the enemy’s current activities - with requirement for a smaller level of context from analysts.  Sensor data cannot provide reliable information about the remaining two tasks - current and future intentions - without considerable human insight or analysis.  All are critical to the planning and execution of military operations. Because the enemy dynamically adapts his operations to friendly actions, preparations and even perceptions, the most accurate understanding of the enemy is transient. Additionally, complex environments and asymmetrical opponents will demand more analysis and allow for fewer useful direct contributions from sensors.  

Surveillance and Reconnaissance.  Surveillance and reconnaissance are both operational missions – they are means by which Commanders obtain data and information critical to success in battle.  These activities usually orient on an opponent or an area where enemy activity is known, or is believed to be, taking place, although they can and often do focus on other elements such as route composition, weather, or other environmental factors about which the command has questions.  These missions are normally directed by the intelligence function based upon a set of command requirements and support to other Battlefield Functional Areas.  A primary difference between surveillance and reconnaissance is that surveillance is continuous, while reconnaissance, whether area, route or zone, is discrete, with a specific point or area and a defined, limited time frame normally associated.  Further, reconnaissance conducted by troops in contact can, and often does, involve deliberate engagement of enemy forces, intended to force them to reveal location, strength, composition, or intentions.  Reconnaissance assumes an active mobile posture on the part of the organization with the mission, while surveillance is normally, but not necessarily, more static.  

Both surveillance and reconnaissance are missions that can be undertaken by assets of all branches and corps, based on the Commander’s stated requirements for information to meet command, control and intelligence functional requirements.  In the Objective Force, we see reconnaissance and surveillance missions as encompassing, and calling for, a broad range of capabilities – some of which are provided by scouts, long range reconnaissance, cavalry (both ground and air), manned aviation, etc.  Specialized intelligence teams and organizations also play a vital role.  Army Special Operations Forces will also make a significant contribution to providing Objective Force Commanders current situational awareness and area assessments thru their participation in the Theater Combatant Commander’s plan.  The Army’s many and varied ISR capabilities will be of tremendous value in the complex operational environment we see before us.

A major difference in the Objective Force and its antecedents is that virtually every combat platform in the Objective Force will be equipped with sensors and directly linked in the force-wide collaborative information grid.  This real time connection with events and observations across the operational space will greatly inform both soldier and leader in the Objective Force Units of Purpose, and will add to that information base provided by specialized reconnaissance and surveillance organizations.  

Surveillance and reconnaissance must provide “persistent ISR.”  Recent events in Afghanistan are illustrative, suggesting the usefulness of adaptive integration of all available sensors.  In Afghanistan the focused teaming of long dwell sensors from multiple echelons, including both technical and human sensors, permitted the establishment of a system of sensors that as a group, maintained continuous observation of a given area.  This concept of “persistent ISR” that was at times achieved in a specific scenario must become the norm for ISR support to the Objective Force.  Objective Forces will rely heavily on this interdependent sensing capability coupled with the ability to instantly process, store and share data and information in a way that enables operations. 

The Role of Sensor Networks

In the Objective Force, proper employment of the sensor network is a critical precondition to gaining situational awareness that supports other networks including:  employment of fires and effects (networked fires); executing maneuver and maneuver support; and building and sustaining combat power.  In future knowledge based organizations; employment of the sensor network must receive as much attention as the employment of weapons system.

The Objective Force depends heavily on the sensor network, which is deployed independently of weapons systems and linked to the appropriate intelligence, targeting, maneuver, maneuver support and sustainment agencies.  It must be fully compatible with projected communications and processing architecture.  When fused or analyzed, the information provided by sensors is converted to various levels of knowledge, enabling decisions at all levels and allowing tactical units (units of action) to operate effectively on the battlefield.  In a very real sense, the sensor network enables lethality, sustainability, and supportability, permitting the force to function.  

It must be clearly understood that the sensor network supports the entire combined arms team and is fully adaptable across the spectrum of operations to ensure dominant maneuver for the Objective Force.  Sensor employment and sensor fusion occur to support commander’s information requirements and mission execution.  Commanders set the rules for data and information sharing from sensors they can access because of the need to enable operations.  The network will also feed its other two important consumers; shooters, who will execute fires based upon actionable information derived from sensors and analysts who will provide the necessary context to collected information to enable commanders understanding.  Ultimately the commander’s requirements will drive who has access to what information, what information sensors will collect, and what requests will be prioritized using reach.  

Sensors

At the heart of the sensor network are sensors.  Sensors observe the battle space and generate data based on their observations.  The explosion in sensing capability combined with the Commander’s need for persistent ISR and need for understanding in greater fidelity and at lower levels than ever before will necessitate an interdependent sensor web that may have as many as 15,000 sensors in an Objective Force Corps.  In the Objective Force, every person, collector, weapons systems and vehicle is a sensor, providing data to the force.  Even with this anticipated proliferation of sensors in the Objective Force, it will be impossible to equip every formation with every conceivable sensor it will need to operate across the spectrum of conflict.  

Sensor mix is a function of unit mission, task, purpose and adversary.  In Major Combat Operations (MCO), Brigade and below formations (units of action) will concentrate on determining precise enemy unit locations, localized environmental conditions, effects assessment and force protection.  Likewise, Division Air-Ground Task Forces and higher formations are generally more concerned about shaping the battle space for smaller formations, striking key adversary capabilities IAW Annex A, employing forces at the right place and time, providing indications and warnings, and executing transitions. 
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Figure 4 presents one possible outcome of sensor mix in a MCO as defined in the latest version of the Defense Planning Guidance.  This chart also demonstrates the interdependence of sensors linked to joint and national capabilities to ensure persistent ISR.  In the case of close combat shown here, the inter-netted array of national to tactical sensors provide the Brigade and below formations tactical information.  Today non-organic sensors and fused information provide the baseline data for planning while organic sensors provide the required resolution and accuracy for engagement.  In the Objective Force, the interdependent sensor array will incorporate organic and non-organic sensors, making it impossible to determine in advance which groupings of sensors will satisfy the commander’s information needs.  It is the power of the combination of all 

sensors working collectively that provides the foundation for seeing, understanding and acting first.  Resource constraints will drive echeloning sensors.  However, the inter-dependent sensor grid must make this reality transparent to the warfighter.  Appropriate sensor mix will vary based on the operation being conducted.  For example, the lines and phases in Figure 4 would change significantly in Small Scale Contingencies and Support and Stability Operations.  A broad discussion of sensors in the Objective Force follows.

Human Sensors.  Ultimately warfare is an intensely human activity and human sensors are critical to the objective force.  They allow commanders to maintain contact with the human dimension of conflict, providing context and intention information not discernable through most technical means.  This fact is one the most important lessons learned from Afghanistan, where human intelligence has provided commanders’ critical information over long periods of time and centered on the important human factors of the campaign.  Human sensors often provide long dwell on specific collection requirements as well as insights into the complexities of human interaction, economics, and tribal religious and political relationships.  Additionally, trained human sensors can process information at the point of intercept and make assessments based on the situation as well as the collector’s personal understanding of the source.  However, the use of human collectors in close proximity to the enemy always has inherent risks.  These include the potential loss of human life, extended development times, and misperceptions based on lack of social context or deception.  


a.  Brigade and below.  At echelons Brigade and below, manned reconnaissance will be the primary human capability.  Reconnaissance forces will be used to gain and maintain observation with the enemy from positions out of contact using technical means.  The size of the reconnaissance force will vary depending on echelon.  Additionally, armed reconnaissance capability provides the force with the ability to fight to develop information, which must be done if sensor networks cannot be established or fail.  All forces have organic sensing capability.  The conduct of patrols, establishment of LP/OPs, establishment of checkpoints, local nationals, POWs, and submission of spot reports by maneuver units are examples of the use of human sensors in the Objective Force.  Human sensors must be enabled by improved technical capability to collect and report.  


b.  Corps and Division Air-Ground Task Forces.  Division and Corps Air-Ground Task Forces also require manned reconnaissance and surveillance capability.  This capability will be designed to provide long-range eyes for the force and will be built along the lines of today’s Special Forces and manned aviation forces.  Additionally tactical human intelligence (HUMINT) capabilities are added to the force to collect information on adversary intentions, provide insight into cultural, political and religious fracture lines, assist in the force protection mission and develop understanding of this increasingly complex battle space.  Human capability also extends to Military Police, Public Affairs, combat engineer reconnaissance, and other capabilities.  Additionally, Counterintelligence capability is added to the Corps and Division to enhance force protection.  Limited interrogation capability will be present in both Corps and Division Air-Ground Task Forces for immediate exploitation of prisoners of war and detainees operating the Task Force area.  These forces will be responsible for ensuring HUMINT and Interrogation support are force pooled to support Brigade and lower forces.

c.  Theater, Joint and National.  Echelons above corps (above UE) provide additional Human Intelligence capability and add the dimension of offensive counterintelligence operations with which to shape the operation.  Additionally, the Defense Agencies and the Central Intelligence Agency provides unique controlled HUMINT activity, among others things.  The capability to interoperate with allies and coalition partners is also critical.  

Technical Sensors.  Technical sensors are the cornerstones in the notion of persistent ISR because they are unbiased by perceptions.  Persistent observation of the battle space enables change detection and constant vigilance of our adversaries, essential elements for operating in the operational environment (OE).  At all echelons there will be three basic sources of data for sensor fusion: sensors as a component of a weapons platform, sensors (single or multiple sensors) on a specialized platform, and other sensors not organic to the formation.  The netting of all three sources and the interchange of data that this allows is the strength of sensor fusion.


a.  Brigade and below.  Stand off for the Objective Force is achieved through technical means.   At the brigade and lower echelons the bulk of the sensors available will be those that primarily function as a component of a weapons system, e.g. thermal sights, air defense radars, or onboard diagnostics for the system itself.  There will be a smaller number of sensors on specialized platforms, e.g. unmanned aerial vehicles, robots or artillery radars.  The specific sensing technologies actually employed to gather information on the environment and adversary forces is of little value to this discussion.  Continued advancements in sensing technology will eventually allow us to collect observables in any of the multiple domains of potential signatures produced by military activity.  The strength of the objective force netted sensor fusion system is the ability to see the battlefield holistically.  The targets acquired by an individual weapons platform will be merged with data from specialized sensor platforms and correlated with information available from sensors available at higher echelons.  The commander will have an ability to see a fused picture of enemy activity and friendly conditions that enable the appropriate responses across the spectrum of operations.  


b.  Corps and Division Air-Ground Task Force.  At the Corps and Division Air Ground Task Force the balance of sensors as components of weapons systems and sensors on specialized platforms will be different with a preponderance of sensors (single and multiple) on specialized platforms.  Especially important at these echelons is the introduction of a variety of manned and unmanned aerial assets, specifically designed for land combat forces that significantly extend the range of the force.  The linkage of these sensors to the sensors on weapons platforms will remain critical as they allow the commander in contact to more fully develop his visualization of the battlefield and adversary activities and intent.  The information from the sensors on weapons systems allow the Corps and Division Air Ground Task Force Commander to fully appreciate the engagement in progress and determine where to allocate additional resources to shape the fight.


c.  Theater, Joint and National.  Echelons above corps (EAC) units will continue to provide focused support to theaters and National Agencies.  They will provide vital environmental survey and technology insertion capabilities designed to ensure that US forces stay ahead of adaptive adversary tactics outlined in the COE.  EAC is essential to maintaining a multi-intelligence capability at the joint level and providing critical force pooled assets to the tactical operation.  Space assets will be available to commanders at this level as well.  Space will have a major influence on all aspects of operations, broadcasting sensor information directly to tactical and operational commanders.  Interoperability with allied and coalition forces sensors is critical to sensor fusion as well.  

Sensor Fusion

Sensor Fusion is the nerve center of the Sensor Network.  The unprecedented number of sensors in the Objective Force will generate an unprecedented stream of discrete data that, unaltered will be meaningless.  Fusion is the automated means by which sensors provide meaning to the data for the force.  Sensor fusion is the process in which data generated by multiple sensors is correlated to create information, which in turn can be converted into knowledge that can be acted upon.  Depending on the degree of situational development and the operational situation, the result of fusion may be direct operational activity.  In other cases it may be further processing and analysis to raise the confidence of data acceptable for operational use.  Like all aspects of the sensor network, decisions on data quality and confidence to determine suitability for use are solely that of the commander.  Successful sensor fusion incorporates the following characteristics:  

· Commander and Decision Driven/Focused

· Incorporates Analysis at the Point of Decision

· Executed at Every Echelon

· Automated to the Greatest Extent Possible

· Based on Pre-set Reporting Criteria 

· Focused on a Common Operational Picture that is relevant

· Utilizes a common communications network architecture
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There are three requirements for sensor fusion.  First is to gather the data.  The fusion architecture, operating over existing communications networks, must be capable of accepting data from all types of sensors across the force from logistics diagnostics to human observations.  This includes sensors on board combat vehicles and soldiers, organic purpose-built sensor vehicles and theater, joint and national sensor constellations.  The next requirement is to draw relationships between sensor data.  Sensor fusion ensures that data from sensors is not stove-piped, but is fully exploitable across the entire force regardless of the task and purpose.  This aspect of sensor fusion guarantees that the sensor network while employed independently, is linked to the force it must support.  The final requirement of sensor fusion is to provide some meaning to the data that has been acquired.  This, the most important function of fusion, ensures that information becomes actionable for shooters and deciders.  Fusion occurs in an automated means and enables all manner of operations including pulsed logistics, chemical detection and adversary detection among other functions.  When determination of current or future intentions is involved analysis is required. 

The fundamental task of sensor fusion and analysis is to produce actionable information and intelligence to the appropriate commander and leader.  As discussed above, some characteristics of fusion lend themselves to automation while others require human processing and analysis.  Figure 5 outlines the critical functions that must be performed in fusion and shows where we are today in terms of automating fusion them.  The goal is to automate as much as possible and technology will enhance the capability to automate.  However, it will never be possible to automate all aspects of data and information processing.  

Three distinct links must be supported by sensor fusion in the Objective Force.  These are (1) sensor to shooter, (2) sensor to decider, and (3) sensor to analytic node.  A detailed description of these groups follows.  Sensor fusion occurs when the interdependent sensor array projects correlated data directly to a weapons platform, to a decision maker, or an analytic mode for further processing and analysis.
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What is revolutionary about the Objective Force is the availability of data and information to support multiple purposes (Figure 6).  Every sensor generates data and fusion systems produce information that is stored in databases.  Using easily accessible databases, operators access data and information to conduct operations and make decisions while analytic nodes access those same items, transforming it into knowledge to enable dominant maneuver.  Commanders make decisions to use data and information based on their assessment of its quality and confidence.  Data latency struggles between operations and analysis nodes are overcome by sharing information in near real time.  Databases operate to the advantage of the entire force as they synchronize their activities to mission, task and purpose.

Sensor to shooter connectivity provides only basic fusion capability autonomously while sensor to decider enables analysis at the point of decision, either in the mind of the decider or by a small analytic element collocated with the decider. This gives the deployed commander the capability needed to properly fuse sensor information, make critical decisions, and execute transitions.  An important caveat in sensor to shooter operations is that the commander is ultimately responsible for everything that happens or fails to happen as a result of sensor to shooter engagements and therefore decisions to execute must be made a priori based on previous analysis, rules of engagement (ROE) and understanding of the situation.  However, this still involves risk of engaging the wrong target and disrupting timing.  With both sensor to shooter and sensor to decider, fusion uses fully integrated software applications.  These software applications can be tailored using filters and profiles to fully support the mission, task and purpose of the unit.  

A third consumer of fused sensor data is the analyst.  In non-linear environments against adaptive opponents, analysts may be inserted at many points in the decision cycle, from ensuring that targets meet positive identification criteria, to integrating analytic products from theater, national or coalition organizations supporting the operation.  Inherent in this integrating function of analysis is the formation knowledge centers that house the analytic effort.  Fixed knowledge centers exist within national agencies, the Information Dominance Center (IDC) at echelons above corps intelligence units, the Corps of Engineers and theater joint intelligence centers.  Knowledge centers will also be formed by Corps and below units at Home Station Operations Centers.  The concept behind Knowledge Centers is to gain analytic synergy by putting analysts together in one location, making reach and common processor the fundamental enabling capabilities.  Reach enables commanders to reduce the deployed footprint making the force more versatile and deployable. Reach, however, implies that analysts conducting reach are “virtually present” and completely dedicated to the forward-deployed commander they support. Support on an “excess capacity” or pooled basis will result in analytical failure. 

* Sensor to Shooter (or actor).  The Objective Force needs to act before the enemy decides.  Our sensors must provide actionable combat information to the shooter before the enemy can act, react or understand.  This requires a significant reduction in the latency built into today’s targeting process.  The decision to use sensor to shooter resides with the commander, who must ultimately assess the risk involved.  While potentially providing a quick means to act, specific rules of engagement (ROE) for the shooter must be established prior to execution.  Sensor to shooter is also most susceptible to adversary countermeasures because of the lack of analysis and decision maker participation.

* Sensor to Decider.  The role of the commander and leader is paramount in the Objective Force.  Sensors must be linked directly to the decider to allow analysis at the point of decision while reducing the latency found in today’s limited fusion capability.  This is critical to making key tactical decisions needed to act before the enemy.  Improved automation is required to assist deciders in making sense of enhanced situational awareness that includes information from a wide variety of sources about the adversary, friendly, environmental conditions (weather, air space and ROE, e.g.), and readiness status of his weapons systems provided by sensors.  Without fusion of sensor data, decision makers will be unable to process the information and will be forced to resort to the current model of large staffs pre-processing information into useable form.

* Sensor to analyst.  The Objective Force requires detailed analysis as well.  Using the systems approach, analysis should reveal those pressure points/critical nodes that when neutralized render the desired effect against the enemy.  The concept is simple but hard to execute without precise intelligence.  Detailed analysis is also necessary to be predictive, anticipatory, and to resolve informational ambiguities.  This is particularly important against opponents that attempt to shield their operations within civilian populations or deceive US forces into engaging non-combatants.  Recent operations in Afghanistan indicate that non-linear battle space and asymmetrical opponents, operations revolving around the human dimension of combat, place a far greater demand on tactical analysis than conventional environments.  

Critical Requirements for Fusion.   Sensor fusion will require development of new software and hardware applications to achieve the tasks and purposes outlined above.  Critical requirements are: 

· Integrated with Brigade and below forces using software applications on Objective Force Battle Command Systems that are part of the Future Combat System (FCS).

· Configurable based on leaders profile and needs.

· Reduced Footprint Forward -- uses reach and distributed, split-based operations.

· Integrated multiple processors used by joint and services components today into one interactive system.

· Direct downlink and dynamic re-tasking to integrate the full spectrum of national systems with the organic sensors of the organization.

· Fully Modular and Scalable featuring common components, commercial standards, and joint inter-dependence.  Interoperable with legacy, interim and coalition forces.  
· Linked into existing communication architecture and other Battle Command components such as networked fires.

· Data and information fusion at each level of integration.

The human dimension.  With this in mind, sensor fusion will be used to determine the right mix of sensors to accomplish specific tasks and purposes and the specific network requirements needed to accomplish a mission.  The increasing numbers of sensors along with automated and complex fusion means will change how we train soldiers.  In the future, information and knowledge soldiers will be required at every echelon.  These soldiers will need to be multi-functional and trained to be able to:

· Understand sensor capabilities and operations

· Synchronize and integrate non-organic and coalition sensors with organic ones

· Assist leaders in setting profiles and filters for specified applications

· Recommend appropriate sensor mix to users of sensor information

· Establish and follow reporting criteria

· Assist leaders with adversary information interpretation

· Establish procedures to provide only the information required at the point of decision

Information Operations.  

Information is an essential foundation of knowledge-based warfare targeting an adversary’s information flow to influence his perception of the situation or prevent him from having or using relevant information contributes directly to decisive operation.  As adversary information systems are targeted, friendly information and information systems must be protected.  Friendly forces achieve Information Superiority (IS) by gaining a knowledge advantage over the adversary.  IS is not absolute, an army may achieve IS at the operational level but loose it at the tactical level. IS is also transitory in nature, and often limited in geographical area, or time, and there fore must be massed and focused to support the main effort/objective.

The information environment is one of the components affecting knowledge.  A force’s area of interest now includes part of the information environment.  The information environment will encompass information activities that affect friendly force knowledge and decision making. Force commanders must determine information activities that affect their operations and C4ISR, and those they can influence.  Activities in the information environment that commanders cannot influence may force them to assume or act to mitigate risk.

Our traditional operational vision must expand to take full advantage of the potential contribution of IO to dominate an adversary while protecting friendly forces.  Before any mental constraints are placed on intent or operational concept, commanders at every level must assess those actors and elements that can affect operations, to include the informational aspects.  Any assessment must include actors and elements both within and outside of friendly force control.  The result of this process of thinking about the Global Information Environment is a manageable number of informational elements with which the force commander decides to deal that, by definition, constitutes the Military Information Environment for a given operation.

The complexity of the information environment presents significant and interrelated challenges. Most operations are conducted in full view of a global audience.  Information technology changes rapidly, affecting friendly and adversary operations, and how they are perceived. Objective force commanders will continue to be challenged in the areas of policy, public opinion, soldier morale, and legal considerations.

The global expanse of the information environment allows news reports and analyses to rapidly influence public opinion and decisions concerning military operations.  Audiences include the US public, decision makers, multinational partners, other nations, and international organizations. It also includes potential or actual adversaries as well as potential or actual allies.  The news media will likely provide 24-hour coverage of, and diverse perspectives on, any future operation.

Global visibility of operations can also affect strategic or operational deterrence and affect commanders’ decisions.  Stories in the global information environment may be inaccurate, incomplete, or presented out of context.  They may be based on rumor or be the result of intentional disinformation efforts.  In such circumstances, commanders may be tempted to act in haste, make emotional decisions, or make choices inconsistent with the real situation.  Effective commanders anticipate how adversaries might attempt to shape the information environment. Preventing adversaries from setting the terms of a conflict in the public arena is a form of maintaining the initiative and a fundamental aspect of perception management.

The global audience’s perception of an operation may affect a command’s combat power by influencing soldier morale.  The rapid capabilities of modern communications systems often disseminate information(accurate or inaccurate(to soldiers faster than the chain of command does.  Such activities can affect aspects of the human dimension, such as, the will to win, dedication to the cause, understanding of the mission, and devotion to fellow soldiers and the unit.  Because the human dimension includes families and communities as well as soldiers, a commander’s battlespace includes home station (bad news, misinterpretations, misinformation, and disinformation can affect morale there and indirectly undermine the will of the force).

Legal use or access to INFOSYS and technologies is rapidly changing as new laws and regulations are implemented.  Even so, existing laws are often outdated.  Commanders may face complex legal challenges and other constraints, such as, rules of engagement, treaties, or status of forces/mission agreements.  Commanders include the staff judge advocate in the conduct of IO to ensure that legal and policy issues are thoroughly addressed. 

Information Superiority is the condition created by superior C4ISR systems and the conduct of Information Operations (IO).  IO are actions taken to allow friendly C4ISR/ forces commanders to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same.

[image: image28.wmf]AO

AO

Aerial LOCS

Shaping 

Operations

Shaping 

Operations

Shaping 

Operations

Shaping 

Operations

OBJ

AO

(+)

Decisive 

Operation

Decisive 

Operation

Sustaining 

Operations

Sustaining 

Operations

Aerial 

LOCS

x

x

x

XXX

XxX

The Sensor Grid

Distributed Node

Area of Operations

Joint National

XX

XXX

Reach

Common Processor

Analysts

Shooters & 

Deciders

IO may be considered offensive or defensive.  It can create effects on the adversary while protecting friendly forces from those same effects.  Synchronizing offensive and defensive IO will produce complementary and reinforcing effects to protect friendly C4ISR and achieve Information Superiority (IS). Offensive IO supports the decisive operation while defensive IO protects friendly force critical C4ISR and centers of gravity.  Conducting offensive and defensive IO independently detracts from the efficient employment of IO elements.  At best, it expends more resources than would be required if the two were done in concert.  At worst, uncoordinated efforts increase conflicts and mutual interference. In the extreme, they may compromise friendly intentions or result in information fratricide. Fully integrating offensive and defensive IO requires planners to treat IO as a single function.  The Information Superiority Cell, as principal IO planner, integrates offensive and defensive IO.  Care must be taken to avoid concentrating on offensive IO to the exclusion of defensive IO. Often offensive and defensive IO uses the same tactics, techniques, and procedures (TTP).  It is the intent and desired effects determine whether an information operation is offensive or defensive.

IO is effective at all levels of war and across the range of military operations.  Tactical-level IO contributes to achieving strategic and operational objectives. Operational- and strategic-level IO facilitates tactical operations. IO can be a potent force multiplier during offensive, defensive, and support operations, and may be the decisive operation during stability operations. 

IO is not organizations, but rather a collection of independent activities that, when taken together and synchronized, constitute effective IO. Commanders decide which IO elements are ap​propriate to accomplish the mission. All elements may not be required for each operation. IO brings these elements/related activi​ties together as components of the information element of combat power.  Planning, integration, and synchronization are critical to successful execution.  IO is critical to IS and therefore IO planning and planners will be integral to the Information Superiority Cell.  

IO creates effects and therefore is inherent to the Effects Cell.  IO operators will execute the IO plan as a part of the Effects Cell.  The rules of engagement affect the means used and the effects sought in any given situation.  Offensive IO facilitates seizing and retaining the initiative by creating a disparity between the quality of information available to friendly forces and that available to adversaries. 

The following effects create this information advantage: 

· Destroy. Destroy is to damage a combat system so badly that it cannot perform any function or be restored to a usable condition without being entirely rebuilt.  Destruction is most often the use of lethal and nonlethal means to physically render adversary information useless or INFOSYS ineffective unless reconstituted.  It is most effective when timed to occur just before adversaries need to execute a C2 function or when focused on a resource-intensive target that is hard to reconstitute.

· Disrupt.  Disrupt is a tactical mission task in which a commander integrates direct and indirect fires, terrain, and obstacles to upset an enemy’s formation or tempo, interrupt his timetable, or cause his forces to commit prematurely or attack in a piecemeal fashion.  Disrupt, in information operations, means breaking or interrupting the flow of information between selected C2 nodes.  It may be desired when attack resources are limited, to comply with rules of engagement, or to create certain effects.  Electronic attack is a common means of disrupting adversary C2 systems.

· Degrade.  Degrade, in information operations, is using lethal or non-lethal means to reduce the effectiveness or efficiency of adversary command and control systems, and information collection efforts or means.  Offensive IO can also degrade the morale of a unit, reduce the target’s worth or value, or reduce the quality of adversary decisions and actions.

· Deny.  Deny, in information operations, entails withholding information about Army force capabilities and intentions that adversaries need for effective and timely decision making.  Effective denial leaves opponents vulnerable to offensive capabilities.  Operations security (OPSEC) is the primary nonlethal means of denial. It applies throughout the spectrum of conflict.

· Deceive.  Deceive is to cause a person to believe what is not true.  Military deception seeks to mislead adversary decision makers by manipulating their understanding of reality. Successful deception causes them to believe what is not true.

· Exploit.  Exploit, in information operations, is gaining access to adversary C2 systems to collect information or to plant false or misleading information.
· Influence.  Influence causes adversaries or others to behave in a manner favorable to Army forces.  It results from applying perception management to affect the target’s emotions, motives, and reasoning. Perception management also seeks to influence the target’s perceptions, plans, actions, and will to oppose friendly forces.  Targets may include noncombatants and others in the AO whom commanders want to support friendly force missions or not resist friendly force activities.  Perception management achieves the influence effect by conveying or denying selected information to targets

IO-related activities include but are not limited to PA and CMO.  Any activity that contributes to gaining and maintaining information superiority (for example, an operation in support of diplomatic efforts conducted by special operations forces) may be considered an IO-related activity.

IO, by its nature, is joint.  Each service component contributes to an integrated whole synchronized by the joint force headquarters.  All Army IO flow from the theater campaign plan. Army IO support joint force missions and receive support from joint force assets.  Based on the unit mission, IO is integrated throughout the joint force to prevent information fratricide by different services or different echelons. In multinational operations, the US JFC must coordinate and integrate US and multinational IO.

The joint force headquarters deconflict and synchronizes joint force IO.  All service components are represented. The joint force IO cell synchronizes all the service-specific IO elements/related activities to achieve unity of effort supporting the joint force.  Army forces submit requests for IO support from joint force or higher echelons through the senior Army headquarters to the joint force IO cell. 

Conclusions

Detecting enemy activity and understanding enemy systems requires a diverse and sophisticated sensor network, composed of capable sensors distributed throughout the joint force but united by their ability to share data, fuse it into information, and provide the result as useful information to consumers of all type and purpose in the Objective Force. This system will enable strike systems to engage targets, commanders to immediately convert information into decision and action, and analysts to provide context for current activity, assessments of course of action, and estimates of enemy future actions and objectives.

The complexity of the Operational Environment does not allow for one solution to the knowledge requirements of the Objective Force commander. Against symmetrical opponents on more linear battlefields, the sensor network will enable the execution-centric capability to detect enemy activity and act before the enemy understands. In more complex battlefields against more asymmetric adversaries, commanders must have a system that processes and delivers analyzed understanding of the enemy and his intentions. Without this flexibility, the Objective Force will lose its ability to function in different environments or against an opponent that employs both symmetrical and asymmetrical strategies within the same campaign. 

In the final analysis, intelligence – the knowledge of the enemy, his courses of action, and future intentions – and the sensor network, and its two components, sensors and fusion, must support all operations occurring within the force.  Sensors must possess the capability to provide as much actionable information as possible to prevent delay and reduce reliance on analytic elements for basic engagement tasks.  Information must always be fused within the network to integrate information from multiple sources and levels and sent automatically to organizations that must action or understand the information.  Lastly, analysis must be accomplished to support mission task and purpose at both the tactical and operational levels.

Annex E
Networked Fires

Overview
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The Objective Force battle command system is the critical enabler for Networked Fires. This "fires" application of the Objective Force battle command system provides near-real-time integration of lethal and non-lethal effects in the land domain to include "reach" to joint sensors and fires and effects capabilities. Networked fires are purpose oriented using an effects-based fires construct to provide precision engagement that enables dominant maneuver and full dimensional protection to achieve decision. Networked fires also provide complimentary capabilities to joint forces and systems. These capabilities extend across the joint operations area to CONUS as required to fully access and integrate relevant Army, joint, multinational, and interagency sensors, delivery systems or other effects capabilities, and information. Networked Fires spans the gap between UA and UE organizations providing commanders at every echelon with very responsive dynamic control over the application of effects within their area of operations. It provides truly integrated effects (attack) solutions by integrating Army, joint and multinational lethal and non-lethal systems with relevant sensors for attack and post-attack assessment. This annex examines the operational environment and associated combined arms challenges, effects-based fires construct and the characteristics of the Networked Fires system.
Meeting the Combined Arms Challenge
Today’s forces are challenged to routinely synchronize fires so that they enable combined arms maneuver at tactical levels. The need to fully integrate and synchronize fires with maneuver will be even more critical for Objective Force operations. Purpose oriented fires are essential for “developing the situation out of contact” allowing future forces to pick the time and place of their choosing to initiate close combat and achieve decision on their terms. This requires a transition from traditional fire support that focused on destruction of systems to an effects-based approach where the purpose is to leverage a wider set of capabilities (lethal and non-lethal) to enable maneuver and satisfy the more complex demands of the contemporary operating environment (COE). In this new role, we will routinely access and integrate the full spectrum of Army, joint, multinational and interagency systems and capabilities to achieve effects far beyond the attrition-centric focus of destruction, neutralization or suppression of high-payoff targets. Precision munitions and better non-lethal capabilities, coupled with advances in range, communications, ISR, and improved capabilities for routine employment of non-organic and joint service assets collectively provide the capability to orient on effects rather than delivery systems or support relationships. Networked Fires will leverage these capabilities allowing us to disrupt, dislocate, disorganize, disintegrate, fix, isolate, suppress and destroy decisive points and centers of gravity of an adaptive enemy in support of combined arms maneuver. Thus, Objective Forces will leverage information technologies to achieve greater synergy of fires and maneuver while remaining inextricably linked to the commander’s intent and focused on mission accomplishment.
Effects-Based Fires Construct
Effects-based fires provide the construct for achieving specified effects to meet the demands of adaptive adversaries in the COE. Effects-based fires represent a paradigm shift in our approach by leveraging a wider set of capabilities that provide the commander with flexible options, on demand to support his operations. Efficiencies in munitions, targeting processes, target discrimination, sensor–to–shooter linkages, and emerging changes in logistics packaging, digitization, information operations and ultimately the range and variety of future effects will provide these options. Effects-based fires produce the commander’s specified effect(s) at the right time and place to protect the force or support the maneuver of forces to a position of advantage.
Effects
Effects are traditionally defined as the result of fires from lethal and non-lethal weapons. We must broaden how we view effects. Effects are more than the lethal application of fires from kinetic means. They include a broad range of capabilities produced by many systems. Effects are a component of the operations plan and must be fully integrated and synchronized with other elements of the plan, particularly the scheme of maneuver.

Effects must create a set of battlefield conditions that protect the force and enable combined arms maneuver. These conditions can be created directly or indirectly. They are often accentuated by intermediate events or mechanisms to produce desired outcomes that may be physical or psychological in nature. Effects are cumulative in nature and tend to compound, such that the ultimate result of a finite number of direct effects is greater than the sum of their immediate consequences. Likewise, indirect effects often synergistically combine to produce greater changes than the sum of their individual consequences. Effects may also create unintended consequences, usually in the form of injury or damage to persons or objects unrelated to objectives. Unintended effects must be considered and mitigated.

Broadening Scope of Non-lethal Effects
Current and future operating environments will present challenges that demand the expansion of capabilities necessary to provide expanded effects options. The implications of collateral damage and rules of engagement become more complex as adversaries seek to disperse their forces and commingle with non-combatants in urban centers. In many cases, lethal fires may not be an option. Considerations such as troop safety, airspace management, friendly trafficability, non-combatants, and collateral damage avoidance may dictate the use of non-lethal means. Non-lethal capabilities may significantly expand the range of effects.

In the past, our ability to routinely employ non-lethal effects was limited to smoke, illumination and electronic warfare. Emerging technologies potentially expand the types of non-lethal capabilities available to the force.  These expanded capabilities include elements of information operations, related activities such as civil military operations and public affairs, non-lethal munitions, and other systems or forces capable of generating non-lethal capabilities. Like lethal operations, information operations exploit and influence the enemy by disrupting, dislocating, disorganizing, disintegrating, fixing, isolating, suppressing and destroying enemy functions. Other emerging technologies may provide new indirect fire capabilities such as physical incapacitants, malodorants, and mechanisms that disable vehicle ignition systems, vision blocks or night vision capabilities.

Implications of Effects-based Fires
The implications of effect-based fires are significant. First, effect-based fires apply a wider range of capabilities that enable maneuver by focusing on specific enemy decisive points and centers of gravity to achieve rapid decision. It changes our focus from attacking specific weapon systems to a more precise application of a broad range of effects to achieve synergistic results against key nodes of the enemy’s system. Second, effects-based fires are less concerned with delivery systems, their locations, and associated command and support relationships. In this effects–based fires environment, tasks and priorities may be serviced by any effects mechanism or mix of mechanisms (including other services) capable of meeting the needs in terms of timeliness and effects—to include restricted lethality that meets collateral damage constraints. 

Networked Fires System
Networked Fires is the triad of relevant sensors, effects capabilities and battle command that enables the dynamic, on-demand application of lethal and non-lethal destructive, suppressive, protective and special purpose effects to achieve the commander’s tactical and operational objectives. It operates within the battle command system and supporting communications architecture to develop integrated strike solutions while applying the supported commander’s intent as the “Decider.” It fully leverages all relevant Army, joint, national and multinational sensors to locate and strike targets with a wider set of lethal and non-lethal effects exploiting the capabilities of the entire force. Networked Fires is fully integrated from theater to platform allowing it to establish, alter and terminate linkages to all relevant sensors and effects generating systems. This is routinely done in near-real-time by providing streaming target data from sensors to shooters at all echelons without intervention. Furthermore, Networked Fires allows the commander to dynamically tailor his guidance and refocus and task sensors and effects capabilities to meet the requirements of changing situations while controlling the amount of autonomy exercised by the system. Networked Fires provides responsive integrated, scalable, precision, point, area and special purpose fires and effects to all echelons.

Commander Driven and Purpose Oriented
Networked Fires is commander driven and purpose oriented to enable dominant maneuver and provide complimentary capabilities in support of joint forces. The commander determines the operational objectives and the Networked Fires system applies effects-based solutions to achieve them. These objectives are entered into Networked Fires for each commander’s operational area. Networked Fires uses this information to access sensors, identify targets, determine effects systems, and attack specific targets and forces within the constraints specified by the commander. Networked Fires accomplishes this by establishing required sensor-to-shooter, sensor-to-decider, and sensor-to-analyst links; target engagement parameters; and combat assessment requirements. During operations, Networked Fires facilitates target attack and assesses effects to determine if the commander’s guidance has been met -- recommending further action when required. Networked Fires then updates the COP.

Networked Fires identifies situations requiring man-in-the-loop intervention. Since Networked Fires is execution oriented, it routinely executes commander’s guidance without intervention. However, it will automatically prompt a decision when established guidance requires intervention, a situation violates established guidance, an outcome conflicting with the commander’s guidance is predicted, or additional input is required to execute an action in compliance with established guidance. Based on the changing situation, the commander can dynamically tailor his guidance to meet the changing requirements of a specific operation. This provides the commander with the agility to immediately re-focus and task sensors and effects capabilities.

Coordination and Execution
Networked Fires provides automated planning, coordination, and execution tools that allow the commander to focus on mission, tasks and purpose for fires and effects. It streamlines many of the manual coordination processes of today. It also facilitates collaboration so commanders and staffs from different organizations can simultaneously plan and virtually rehearse from multiple locations during deployment and operations. Networked Fires continuously updates estimates and presents the commander and staff with recommendations for future action based on pattern analysis.

The most important function of Networked Fires is the continuous integration of fires and effects with maneuver and support. This capability provides responsive effects on demand. It also mitigates the possibility of collateral damage and eliminates fratricide. Networked Fires provides automated near-real-time coordination of fires and effects for all units, forces and agencies operating within the network. It uses input from the COP, effects generating system parameters, rules of engagement (ROE), and commander’s guidance to determine appropriate effects solutions and coordinate with affected organizations. This includes airspace coordination. When possible, Networked Fires generates attack solutions that satisfy target attack requirements without impacting airspace users eliminating the need for routine coordination. Networked Fires provides positive control of fires and effects and, when required, automatically intervenes initiating the required coordination. Intervention by exception provides the ability to automatically generate effects within established parameters. As guidance and control measures change, Networked Fires disseminates them, populates the COP and informs the commander when the task is completed. This ensures all organizations are operating with the appropriate information.

Locate
Networked Fires focuses on identifying critical system nodes that when engaged will produce a tactical advantage or create new options for the commander. Special emphasis is placed on responding to enemy forces and systems that present themselves as “most dangerous” targets and demand immediate response to prevent unacceptable risk. This approach contrasts sharply with the traditional targeting methodology that identifies high payoff targets for attack in a sequential systematic manner. Networked Fires automatically identifies critical system nodes and acquires them using human and technical ground, air and space based sensor systems from the collective group of Army, joint, multinational and interagency capabilities. Networked Fires enabled by commander’s guidance and appropriate sensor(s) becomes a decider routing its data to the appropriate shooter, decider, or analyst. Once a critical node is identified and target location error (TLE) requirements are met for the anticipated effects generating system, a sensor-to-shooter link is established and the target is engaged. When a sensor cannot meet TLE requirements, Networked Fires performs sensor fusion combining information from multiple sensors to provide target location within the required TLE, or TLEs of multiple systems when an integrated attack solution is used. This is a continuous process that is conducted simultaneously for multiple targets.

Networked Fires locates stationary targets and tracks moving targets providing a continuous stream of location updates to support engagement or situational development. When a target leaves the coverage area of a sensor, Networked Fires passes the target to another sensor so that the target is continuously tracked until Networked Fires or the decider makes an attack decision. The attack decision causes Networked Fires to determine a target intercept point and initiate attack. Consequently, the hand-off of a target between sensors may require the selection of a different effects capability based on the TLE capability of the sensor. Sensors continuously feed streaming target data to the designated effects generating system(s) until the target is attacked
.

Strike
Networked Fires provides strike solutions, on demand, from lethal and non-lethal effects. To achieve the desired effects or level of responsiveness, the system must leverage organic or other Army, joint, and multinational assets to engage targets with the appropriate system or combination of systems. Networked Fires rapidly facilitates reach to external capabilities providing integrated effects solutions as required. Tapping a wide range of capabilities enables the maneuver of effects vice organizations for greater agility.

Networked Fires will routinely provide conventional and precision area, point and special lethal and non-lethal munitions and effects in support of commanders’ objectives. Munitions may range from conventional bombs and projectiles to discriminating munitions with the capability to maneuver to a specific location, discern target characteristics and selectively engage desired targets. Further, Networked Fires integrates effects from information operations. This provides the commander with the ability to apply the full range of lethal and non-lethal effects during all types of operations in all dimensions across the spectrum of conflict.

Understanding the battlespace and the unique set of environmental considerations that may be present in the area of operations is critical for successful target engagement. Commander’s guidance, ROE, airspace management, target posture, collateral damage considerations and fratricide avoidance must be considered when determining effects solutions. Networked Fires considers these variables and determines the appropriate effects within the constraints specified by the commander. This solution is fully integrated with maneuver and support to facilitate operations and mitigate undesired effects. Networked Fires automatically notifies the commander when a strike solution cannot be determined and recommends possible solutions, holding action in abeyance, pending additional commander input or decision. When a strike solution is directed that may affect friendly units or possibly create collateral damage, Networked Fires performs the requisite coordination and notification to include automated clearance of fires, unless intervention is required.
Assess 
Networked Fires uses its access to Army, joint and multinational sensors to collect strike information and provide quantitative and qualitative combat assessments. Combat assessment includes battle damage assessment (BDA) as a subset. Combat assessment is broader than BDA and includes munitions effects analysis (MEA) and re-strike recommendations. Networked Fires uses combat assessment to inform the commander and his staff about the effectiveness of fires and effects and to update the COP. If objectives were not met, Networked Fires recommends actions, in priority, to meet those objectives. Combat assessment serves two additional functions. First, it supports MEA that determines if a method of engagement against a specific target was effective. MEA identifies required changes to methods of engagement for specific effects generating systems and updates Networked Fires to account for these changes. Second, it uses combat assessment to conduct pattern analysis to identify and notify the commander of changes in the enemy’s method of operation. Finally, combat assessment is used to continually update the fires and effects estimate. This facilitates changes to current operations and supports future planning.

Conclusion 
Networked Fires is a system of systems that provides future commanders with the real-time capability to apply full dimension effects solutions across the spectrum of conflict through precision engagement. It is fully integrated and interdependent with Army, joint, multinational and interagency sensors, effects generating systems and capabilities, and information technology systems. Networked Fires is a commander driven, purpose oriented, execution focused, networked capability optimized to provide a broad range of lethal and non-lethal effects against enemy decisive points and centers of gravity in concert with maneuver and support operations. It operates using the effects-based fires construct while supporting real-time effects planning, collaboration, rehearsal and application. Networked Fires operates within the larger battle command system enabling the commander to dynamically apply fires and effects on demand to any echelon in support of combined arms and joint operations in any operating environment. It is a critical enabler for rapid and decisive outcomes at tactical and operational level.

Annex F

Communications and Network Operations

Overview

The Objective Force will rely on shared information to a far greater extent than today's force. Access to this shared information will enable the Objective Force to see first, understand first, and act more quickly than an adversary. The goal of sharing information is not new; however, new technology has dramatically altered the degree to which sharing information is possible and has radically altered how we share it. 

In the past, information sharing was primarily accomplished by sending discrete messages by whatever means were available—courier, visual signals, telegraph, or telephone. Technology has steadily improved the quantity and speed of these message exchanges, but the basic model has remained the same. In the Objective Force, information sharing will be largely based on a new model, relying less on the exchange of individual messages and more on making information globally available to any authorized user or system needing it. 

To fully exploit this new model, Objective Force elements must have awareness of what relevant information is available, ready access to that information, and a transport network to permit timely, efficient information delivery. In contrast to today's commander, whose staff prepares reports primarily derived from manually correlated data extracted from multiple stovepiped information systems, the Objective Force commander will use automatically generated information views of the COP, individually tailored to match preferences specified in a unique user profile. The data used to create the views will be pushed or pulled from multiple databases, stored in standardized formats. Where the databases physically reside will be irrelevant, and the network path used to deliver the data will be transparent to the commander. Achieving this type of capability requires development of an improved information network as well as a new set of information management standards and tools. Although highly automated, Objective Force network operations functions will continue to demand the hands-on involvement of signal personnel at every echelon. 

The advanced push/pull of data described above will be complemented by new collaborative communication techniques. Pre-scheduled meetings like the twice-daily "Battle Update Briefing" may no longer require all participants to be physically present at the TOC, or might become obsolete altogether. The enhanced mobility of Objective Force operations will demand an increased reliance on virtual rather than physical collaboration, and on rapidly-formed virtual teams for collaborative problem-solving and analysis. 

The entire information system—including the information transport network, systems that regulate the network (NETOPS), and all systems that process, store, manage, and disseminate information—must be integrated in a way that allows the Objective Force to realize this new model of information sharing. This annex discusses how the Objective Force will meet this information challenge in the areas of the communication network and supporting NETOPS capabilities.

Communications

Global Information Grid (GIG)

Today's communications network is made up of a collection of physically and logically segmented sub-networks. These segments often cannot readily interface with one another due to physical separation, protocol incompatibility, or security barriers. The basic operational concept of the GIG is that warfighters can satisfy their information requirements anywhere, anytime as they obtain net-centric access to knowledge, systems, and services. By integrating disparate systems and networks into a unified global system, the GIG will be a key enabler of information superiority. Objective Force network components extend the GIG to wherever the commander and staff trains or deploys, from home station to deployed theater, across the operational spectrum. 

One of the keys to realizing this vision of an integrated GIG will be standardization of data formats and structures used by the information systems that collect, process, fuse, store, and disseminate information across the network. For data to be readily shared, it must be packaged in standardized forms. Standardizing data elements across functional and programmatic boundaries is essential and yet programmatically unrewarding within the context of development for each separate system. Synchronizing data formats to maximize their capacity to be shared across multiple programmatically unrelated information systems entails painstaking, highly detailed work and a high degree of cooperation among information system developers. Much of this standardization should be driven by the requirement for new systems to be compliant with GIG physical and protocol standards, but constant vigilance and possibly some means of formal certification is probably required.

Multi-layered Network

The network will consist of multiple tiers or layers, including terrestrial, airborne, and space layers. Network components in each layer will be interconnected with those in the other mutually supporting layers to form a survivable, self-configuring, self-healing backbone. 

Layered redundancy ensures there is no single point of failure. Reliance on multiple layers also reduces technological and programmatic risks incurred by over-dependence on communications assets in any single layer. For example, a decade ago the Department of Defense planned to exploit commercial satellite assets to a far greater extent than has actually been possible. The unforeseen economic advantage of deploying commercial fiber-optic networks versus launching satellites shifted the business case and resulted in less commercial satellite capacity than had been predicted. The lesson is that the Army must be prepared to exploit all available commercial and military communications resources, in all three layers. These resources will be combined to operate as a single integrated network, fully integrated with the GIG. 


Figure F-1: The Multi-layered Information Architecture

· The terrestrial communications layer interconnects all ground-based elements (including possibly subterranean elements), and is especially critical for interconnecting highly mobile tactical elements. Line-of-sight wireless links interconnect dispersed tactical elements, and are further extended by the automatic routing capability of JTRS radios and linkage with airborne and space layers. The terrestrial layer itself can be "thickened" as needed using ground-based relays including unmanned robotic or inexpensive scatterable relays. Wherever possible, forces will tap into commercial fiber optic networks in theater to gain access to high-bandwidth connectivity. 

· The airborne communications layer contains manned and unmanned aerial vehicles carrying communications payloads. Aerial communications relays will be present at relatively low altitudes on vehicles controlled by the tactical commander, such as Hunter and Shadow and future UAVs. At higher altitudes, Army forces will rely on larger joint, national and commercial aerial platforms such as mid-altitude airships, aerostats, or Global Hawk to provide coverage to a wider area. High-altitude aerial vehicles also route traffic to the space layer. Since these platforms are not under direct control of the tactical commander, policies must be established to ensure these assets can be readily used as needed.  

· The space layer includes Low Earth Orbit (LEO), Medium Earth Orbit (MEO), and Geostationary Earth Orbit (GEO) satellite constellations. This layer provides reach from deployed forces to other forces in theater and reachback to the sustaining base. Systems such as Global Broadcast Service will leverage high-capacity downlinks to distribute large volumes of data to multiple users. A combination of commercial and military satellites will be needed to provide sufficient bandwidth and to ensure protected communications capabilities are available. The Army will leverage the follow-on military satellite communications systems resulting from the OSD-C3I directed Transformation Communications Study (TCS) to provide the protected, SATCOM-on-the-move capabilities required to support Objective Force needs.

· Each layer will leverage both commercial and military-unique components. Although the Army has benefited from a proliferation of open-system commercial communications technologies with military relevance, we cannot expect the commercial sector to deliver all our equipment or communications service needs. Unique military system requirements for mobility, ad-hoc networking, flexible frequency assignments, stealthy emissions, and secure, jam-resistant communications will continue to require certain developmental solutions rather than a purely commercial, off-the-shelf approach. We must flexibly adopt, adapt, or develop as appropriate.
· Objective Force units effectively create their own infospheres, comprised of the integrated information capabilities available to formations within UA or UE echelons. These infospheres interconnect information systems within the formation and extend connectivity to external information resources throughout the GIG. In reality, operational and tactical infospheres are integral segments of the GIG, but it can be useful to view unit or echelon infospheres as organic assets of the formations. In the same way this concept proposes that echelonment of command is not the same as echelonment of unit formations, it must also be understood that network assets forming a tactical infosphere are configured flexibly, tailored to the needs of the supported formation.  

· Figure F-1 is a graphic representation of the multi-layered architecture. The graphic depicts "lightning bolts" to denote connectivity, but this should not be interpreted to imply channelized, point-to-point communications. The Objective Force network will in fact use Internet Protocol (IP)-based network architecture in accordance with Joint Technical Architecture standards.

The Objective Force Network is based on WIN-T and JTRS

WIN-T will be the integrating information network for the Objective Force. It will set standards and protocols for all Objective Force network components. WIN-T, leveraging JTRS, will support multiple security levels, multimedia switching, routing, transmission, network operations, directory services, and other services that enable Battle Command.  

WIN-T transmission will be multi-band and high throughput, using advanced antenna technology. Supported by WIN-T, Objective Force information systems will enable leaders to create collaborative teams operating across echelons, functional areas, commercial/military sectors, and national/language boundaries so leaders can transcend the limitations of personal knowledge and physical location. In doing so, leaders will achieve virtual presence at key points on the battlefield, access to global information, and collaborative execution. WIN-T employs the JTRS to allow elements at brigade and below to access the GIG. WIN-T will support the warfighter’s requirement for mobile communications by leveraging the integrated and/or embedded JTRS elements in the FCS platforms, legacy wide-band digital radios, and wireless LAN technologies. WIN-T and JTRS will be used to effectively create a single transmission network from home station installation to the deployed individual soldier. WIN-T will be the prime network integrator, specifying the common protocols needed to bring all information transport media into a coherent network managed and controlled by a highly automated, joint interoperable network management system. 

Characteristics of the Network

· Unprecedented Dependability - The Objective Force will be enabled by a robust information network assuring the transport of critical information through near perfect network dependability. Network dependability results from the network’s redundant, multi-layered architecture, the reliability of network components, and the network’s capability to withstand attack. Dependability requires advanced network operations capabilities to maximize network resources, ensure delivery of information at the required quality of service, and safeguard information. Unprecedented dependability does not imply that network components will never fail or that every possible link between nodes will always be available. Rather, overall network dependability is a combination of equipment reliability and redundancy measured together. The bottom line is that the network will virtually guarantee the transport of critical information to ensure Objective Force mission accomplishment. 

· Deployable – Objective Force communications elements and equipment become more deployable (and mobile) because they rely more on embedded systems and access to the three-dimensional multi-layered backbone. To a great extent, warfighters will carry their network systems with them as components of their combat platforms. Since Objective Force elements will "fight off the ramp," they must also be able to "communicate off the ramp." The legacy communications planning concern about ensuring signal systems are front-loaded in the limited deployment airflow sequence will be lessened not just by the embedded signal equipment but also by the application of high-altitude UAVs. These UAVs can be flown into position from outside the theater as required to support deployment and operations upon arrival. Other SATCOM terminals and organic UAVs can thicken the network as they arrive later in the flow. 

· Interdependent – Army information networks are interdependent with related Joint and commercial systems, creating a significant system-of-systems integration challenge. For example, even though Objective Force networks will rely on airborne communications components for high capacity extended range connectivity, the airborne platforms themselves are not a part of the WIN-T program. Some related systems, such as the high-altitude airborne platforms, will be joint or commercial systems. The challenge is to develop these interdependent systems so they readily form integrated parts of a single network.

· Interoperable – Army networks must be interoperable across joint, legacy, and interim elements. We must avoid segmenting network operations at brigade and below from those above brigade. For this reason, UA and UE network concepts and solutions must be closely aligned to form a single GIG-compliant network.

· Mobile – Users must be continuously connected to the network while on the move, in any terrain, throughout the three dimensions of the battlespace, in all environmental conditions, and through all phases of the operational continuum. Objective Force communications elements and equipment become more mobile (and deployable) because they rely more on embedded systems and access to the three-dimensional multi-layered backbone. The network will seamlessly maintain connectivity during "hand-off" from one layer to another, utilizing the most efficient communications path while on the move.
· Modular and Scaleable – Common modules of networking equipment will provide deployable network services tailored to the specific mission, task and purpose at hand. These suites of modular gear can be expanded as needed to dynamically match the changing mission requirements. As they scale up or down, the components continue to automatically maintain network connectivity. The need for special interface devices to achieve connectivity should be very rare. Modularity also facilitates maintenance and upgrading of components. 

· Secure – The system must be secure but must also simplify the user and management processes required for implementing security. Keying/re-keying must be performed automatically and remotely with minimum to no operator intervention. The system must accommodate access to all security levels, complying with GIG guidance to enable "one terminal with multiple security modes, 'colorless' backbone, data labeling, allied/coalition, unclassified through TS/SCI." This drives us towards adoption of an application-based security structure in which the need to encrypt network traffic is removed.
· Self-configuring – Network management experts and automated functionality will constantly monitor the common operating picture, assess how well the physical and logical configuration of network matches the demands of the current mission, and adjust the network as required. This automatic reconfiguration, guided by network specialists, will be especially fluid at tactical echelons where the shape of the battlefield and flow of the fight may change very significantly very quickly.

· Self-healing – The network management capability will sense any degradation of the network and, based on user or system profiles, automatically adjust the allocation of network resources to ensure the continued flow of critical information. Responses could include dynamic reallocation of bandwidth, or restricting user access to the network or to certain network features based on command-established parameters. 

· Spectrum-efficient – We cannot expect future technology to provide unlimited bandwidth. Mobile, deployable communications systems will never provide bandwidth on par with the ubiquitous cabled and fixed wireless infrastructure network widely available in developed countries. Especially at tactical echelons, the need for utmost mobility will continue to limit the amount of wireless connectivity available. Hardware and software developers must therefore consider bandwidth efficiency as a key consideration in any design. The network must be able to make opportunistic use of shared spectrum as policy and physical constraints allow. As a key network resource, access to electromagnetic spectrum should be viewed as a pacing item to be efficiently managed with the aid of automated tools. Efficient use also demands that whenever possible, information should be pre-positioned with the unit or platform to ensure a "basic load" of information such as map data is available upon deployment. Other measures that reduce the demand for bandwidth must be incorporated into Objective Force TTPs and unit SOPs.  
· Survivable – This feature is a combination of Information Assurance protections, plus the inherent robustness and redundancy resulting from the multi-layered architecture. With no single point of failure and a built-in ability to automatically respond to degradation, the network presents a difficult targeting problem for an opponent. Survivability is also enhanced by wireless waveforms that provide low probability of intercept and low probability of detection (LPI/LPD) characteristics.

Network Operations (NETOPS)

The G6 (S6) is the principle staff officer for C4 Operations, which includes IM and NETOPS. IM, managing the five basic information activities of the organization, is augmented by the equally important tasks grouped together as NETOPS. As shown in Figure F-2, NETOPS integrates information dissemination management, information assurance, and network management, providing situation awareness of all information assets and protecting information flow. 



Figure F-2: Network Operations 
Components

Information Dissemination Management

Information Dissemination Management (IDM) is the technical means for providing the correct information to the correct person or system at the necessary time and in the proper format. It addresses the awareness, access, and delivery of information, ensuring management of information flow to users in accordance with the commander’s information policy. IDM will sort and filter information as specified in a preprogrammed user profile. The Objective Force will deploy innumerable sensors throughout the battlespace, all capable of transmitting updates over the network. IDM ensures only relevant information will be widely distributed, so network capacity is not overwhelmed and related information systems, such as targeting processors, are better able to respond. IDM is not a separate stand-alone system, but rather a set of integrated information tools, applications, processes and services residing on all GIG-enabled systems. These tools must address the following IDM issues:

· Timely distribution of time-critical information.

· Delivering information in ways that optimize the use of GIG resources.

· Packaging, storing, and "advertising" information so it is accessible to a widely dispersed community of users with a variety of needs.

· Implementation of individual user and system "profiles" so information can be intelligently and automatically pushed or pulled. 

· Dynamic methods to allow flexible updating of user profiles as the situation changes. 

· Restricting access to classified information to ensure information security is maintained.

· Commander’s control over information delivery priorities based on operational conditions and information network capacity.

· Integration of IDM tools into all GIG-enabled information systems.

· Development of common interface and data standards and methods to interface dissimilar data repositories.

Information Assurance
Information Assurance (IA) ensures the availability, integrity, identification, authentication, confidentiality, and non-repudiation of friendly information and systems, and forbids access to friendly information and systems by hostile forces. IA includes provisions for protection, detection, and response capabilities. These capabilities include systems that ensure emission security (EMSEC), communications security (COMSEC), computer security (COMPUSEC), and information security (INFOSEC). IA also includes the detection capability needed to identify attacks, damage, or unauthorized modifications in the network. IA implies a response capability to restore normal network operation and to initiate a possible follow-on information operations response.

Network Management 

Network Management comprises all the measures necessary to ensure the effective and efficient operation of networked systems. Objective Force network management systems will be highly automated, compliant with joint network management standards, and capable of remotely managing and controlling the network. They will enable dynamic reallocation of communications resources to effectively expand or contract the network. Modeling and simulation will be incorporated into the network management system so the network can proactively and predictively allocate resources based on METT-TC considerations. Frequency spectrum management is also incorporated. 

Conclusion

The Army's transformation to the Objective Force relies to a great extent on the ability of the information network and information management methods that will enable global access to GIG knowledge systems and services anywhere the force deploys. This access to shared knowledge will empower staffs and commanders to collaborate, innovate, and solve problems across the operational continuum in ways that would otherwise be impossible. The shift to a knowledge-based force requires us to overcome daunting technological hurdles. Moreover, this shift demands that we adjust our business practices and processes at all echelons, from small-unit to strategic level. More important than ever before is the need for Signal leaders and soldiers to be closely integrated with the overall operation from inception to conclusion. Information systems are more than hardware and operational facilities - the systems cannot operate without a corps of trained experts possessing the competencies to install, operate, manage, and maintain them.
Annex G
Required Capabilities

Overview

This annex provides the Required Capabilities for Battle Command for Army Forces in 2010 and Beyond.  They are meant to describe critical requirements for Battle Command attributes, and provide details to influence further investment decisions, science and technology development, and Doctrine, Training, Leadership, Organization, Materiel, Personnel and Facilities (DTLOMPF) development.

1.  Access to GIG Knowledge Systems and Services.  Objective Force elements can satisfy their information requirements anywhere, anytime as they obtain net-centric access to worldwide knowledge, systems, and services. By integrating disparate systems and networks into a unified global system, Objective Force network components extend the GIG to wherever the commander and staff trains or deploys, from home station to deployed theater, across the operational spectrum.

2.  Access to Space Assets and Expertise.  Objective forces will require access to the full range of space capabilities to support operations.  This includes direct downlink to shooters and deciders when required to ensure the tempo of operations.  Space assets will play a major role in the information transport and sensor networks.  Objective Forces will need access to space expertise as well to fully exploit these capabilities. 

3.  Automated Analysis Tools.  Increased volumes of information will require the Objective Force to analyze data more quickly than ever before.  To assist in this cognitive process, analysts will require tools that can quickly provide pattern analysis to correlated data and advise on the use of deception.  Automated analysis tools must assist in elimination of single point ground control and fusion stations.  

4.  Automated Network Management.  Objective Force network management systems will be highly automated, compliant with joint network management standards, and capable of remotely managing and controlling the network.  They will enable dynamic reallocation of communications resources to effectively expand or contract the network.  Modeling and simulation will be incorporated into the network management system so the network can proactively allocate resources based on METT-TC considerations. Frequency spectrum management is also incorporated.

5.  Bandwidth Efficient Applications.  Hardware and software system developers must consider bandwidth efficiency as a key consideration in any design. This includes making efficient use of allocated electromagnetic spectrum (efficient waveforms, frequency reuse, adventitious/opportunistic use of bandwidth, etc), efficient use of information transport 
capacity (routing protocols, data compression, etc), and efficient application design (common data formats, smart data distribution structures, etc). The goal is to ensure no portion of available bandwidth is blocked or dedicated to any specific transport medium or type of information, so the network’s transmission capacity can be allocated dynamically and automatically.

6.  Common Platforms and Facilities.  Deployable command posts, (including the EECP) will be equipped with interchangeable, standardized vehicles using a standardized suite of communications and computers.   The various staff elements will use staff applications tailored to their requirements, but running on the standardized suite. Electrical connections between platforms will also be standard, allowing any crew to connect with any other vehicle or power generator in the command post, using the same procedures.

7.  Continuously Mobile Battle Command.  The UE commander requires continuously mobile Battle Command. This translates to five specific capabilities for the Battle Command System, resident within the mobile command group:  

· The commander requires one or more ground command vehicle(s) with tactical mobility, survivability, reliability, and range equal to the infantry carriers used by the Objective Force. This system must transport the mobile command group anywhere in the AO as required by the commander. The system will provide the commander full capabilities of the BC system including COP, and permit the mobile staff full access to staff applications.  When collocated with a UA command post, the ground command vehicle will “plug” into that CP without reconfiguration.  The system’s software suite will allow the staff to integrate completely with the UA command post while still maintaining all UE command and staff functions. When the commander is dismounted, the commander’s vehicle will function as both host and relay for the portable commander’s device (PCD), within line of sight of the commander.

· The commander requires one or more aircraft with the tactical mobility, survivability, reliability, and range equal to the assault aircraft that equip the Objective Force. This system must transport the mobile command group anywhere in the AO as required by the commander. The system will provide the commander with the COP, and permit the mobile staff selected access to staff applications.  When the commander is dismounted, the commander’s aircraft will function as a relay for the portable commander’s device (PCD), within line of sight of the commander.

· The commander requires portable commander’s devices that provide the commander with a COP tailored by that commander. Specific applications tailored to that particular commander will be resident on the device, but will include standard text information transmission and retrieval. The PCDs will be wireless and internally powered, and capable of receiving and updating the COP while being carried.  The device will interact with the Battle Command System using collaborative tools embedded in the device.  The PCD will normally link with the full Battle Command system through line of sight relay with the ground or air command platforms of the mobile command group, but may be configured to link to the system through any UA commander’s command vehicle relay, although some loss of function may ensue.

· The commander requires miniaturized, secure voice communication with global connectivity to any individual or group within the United States Military, and nonsecure voice communication with anyone with a telephone.  The communications device will be voice activated and controlled (hands free operation).

· The mobile Battle Command system requires mobile network connectivity. Commanders must be continuously connected to the network while on the move, in any terrain, throughout the three dimensions of the battlespace, in all environmental conditions, and through all phases of the operational continuum.  The network will seamlessly maintain connectivity during "hand-off" from one layer or network component to another, utilizing the most efficient communications path while on the move.)    

8.  Command Posts Deployable on Current and Future Intra-theater Airlift.  The EECP, ground platforms in the Mobile Command Group, and both Deployable Command Posts will be 100% transportable aboard intra-theater airlift including the current C-130 family of aircraft.  All equipment required to operate any command post, with the exception of aircraft used by the mobile command group, will meet the weight and volume restrictions applicable to the intra theater airlift aircraft used by the United States Armed Forces.  This requirement excludes current long-range helicopters such as the CH-53 family and the V-22 class of tilt rotor aircraft.  Even if future joint intratheater airlift has less restrictive weight and space restrictions, the current restrictions applicable to the C-130 family will remain the design parameters. (In other words, whichever is more restrictive, the C-130 or future airlift, becomes the standard. This capability proceeds from the fact that the C-130 will remain the primary intratheater airlifter for the next two decades.  Note that this required capability assumes that intra-theater sealift will have greater capacity than airlift. )

9.  Common Operational Picture (COP).  An operational picture is a single display of relevant informa​tion within a commander’s area of interest. By collaborating, sharing, and tailoring relevant information through the Battle Command System, separate echelons create a COP. A com​mon operational picture is an operational picture tailored to the user’s requirements, based on common shared data, user generated inputs, and information distributed over the Battle Command System and shared by more than one command. The COP must be displayed at a scale and level of detail that meets the information needs of the commander and staff at each particular echelon. The Battle Command system must fuse information from a variety of sources, while the infor​mation network facilitates its rapid distribution in usable displays tailored by the user according to mission requirements. In order to meet operational requirements for Army forces the common operational picture must provide:

· A near real time continuous graphical representation of the current situation within the land AO to include all friendly and enemy (known and suspected) locations, identification, and unit status.  The situation is displayed over topographic details selected by the user from a menu of available mapping features. The user will tailor the detail and scale of the display.

· On demand synthesized graphical display of the civil considerations within the battlespace specified by the user.

· Near real time graphical representation of the weather, and weather effects.

· Scaleable 3- dimensional depictions of the terrain with depiction of man-made and natural obstacles.

· Integrated on-demand display of the various staff estimates, graphically depicted and correlated to the current situation as required by staff section preparing the estimate using a standardized suite of staff applications (automated running estimate). 

· On demand display of operational animations used to forecast future enemy and friendly actions and plans. 

· Near real time depiction of the air situation in the battlespace specified by the user, including control measures, ballistic trajectories of large caliber artillery and missiles, and engagement capabilities for friendly air and missile defense systems.

10.  Efficient generation and consumption of electrical power.  Objective Forces require much efficient means of providing power generation to digitized force.  Means of providing power must be consistent with increased deployability requirements and increased organic sustainment capability of Objective Forces.

11. Embedded Sensors.  The Battle Command system must integrate data available from embedded sensors on weapons platforms and other future systems.  The data received from embedded sensors will be processed automatically by the system and displayed as required by the used on the common operational picture. 

12.  Enroute Mission Planning and Rehearsal.  The Battle Command system will be the same system in garrison, in field training and in all phases of actual operations, including during the movement enroute to an operation.  It will support enroute mission planning, rehearsal, and ability to integrate into gaining theater command during movement by air, land and sea. Commanders must have the ability to plan and conduct virtual rehearsals while deploying. The same capability that allows commanders to command enroute to the theater permits them to collaborate with other deploying commanders and rehearse the operation through simulation.  As the commanders and their staffs collaborate, they receive continuous updates to the situation, refine the plan, and adjust the force deployment sequence prior to entry of the force into theater.

13.  Fully Integrated Staff Applications with Common Services.  The Battle Command system must be developed as one system, optimized for the needs of the commander and sufficient for the needs of the supporting staff. It will easily process, analyze, store, distribute and share information across BOS boundaries.  It must be integrated and interdependent with other modernized joint systems and must be at least interoperable with legacy, interim, inter-agency and multinational systems. Integration is enabled by adherence to JTA-A compliant data, application and network protocols. 

14.  Improved Sensors.  Employ improved sensors to see the full range of operational variables – terrain, weather, friendly and enemy force, non-combatants and detect threat actions in all environments.  Manned and unmanned ground, air and space means extend vision beyond line of sight to gain timely combat information through passive and aggressive RSTA networked into an integrated COP for unprecedented situational awareness and understanding.  

· Electronically tag entities to gain and maintain contact with the adversary throughout the conduct of operations.  Additionally, these sensors must have the capability to self organize to the appropriate sensor mix and adequate on board pre-processing capability to support correlation for fusion.

· Moving and stationary entities that are mounted, dismounted or hidden.

· Signatures as signal, glint and flash.

· Under all terrain and weather conditions.

· Against enemy entities that are dispersed, covered and concealed, masked and fleeting.

· Advise on Sort through decoys, deception and disinformation.

· See through walls in urban operations.

· See terrain and identify obstacles.
· Multi-sensor technology insertion and environmental survey.  The Objective Force will gain understanding of the situation through the determination of environmental conditions to support dominant maneuver.  This must be done through a network of sensors that can cross-cue and self-synchronize.  Additionally, the Objective Force must maintain the ability to quickly adapt to changes in adversary technology and capability during transitions.  

15.  Information Assurance.  Objective Force Battle Command must be able to protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.

· Contain information systems and networks with low, near zero, probability of detection (LPD / LPI), interception and exploitation.
· Detect and prevent intruders and malicious software; identify points of intrusion and origin, information compromised, and information introduced into the network.  The system must automatically report such events and take actions to minimize the impact of such events on the performance of the network without inhibiting the network.

· Provide embedded information assurance / protection to deny network access to unauthorized personnel or systems.

· Provide active and passive countermeasures to protect the electromagnetic spectrum against conventional and unconventional threats.

· Accomplish POSNAV without continuous emission that reveals force disposition to threat.

16.  Information Dissemination Management.  The Objective Force information network will be enabled by adherence to a set of integrated applications, processes and services that allow users to locate, retrieve, and send/receive information by the most effective and efficient means, in a manner consistent with a commander’s policy.  IDM considers critical information requirements and applies intelligent routing/prioritization decisions to get the required information to the destination when required.  

17.  Information Management (IM).  The provision of relevant information to the right person at information systems to collect, process, store, display, and disseminate information.
18.  In-Transit Visibility.  Provide embedded joint in-transit visibility systems lash-up for movement planning and tracking.
19.  Intuitive Interfaces.  The Battle Command system’s user interface, to include controls, displays, configuration, connections, required procedures and operating environment, must minimize human performance errors, interface problems, and workload (physical, cognitive, attention) requirements.  It must be as uncomplicated and intuitive as possible in the way it displays information, including screen content and layout, menus, and help availability. It must emphasize a graphical, intuitive user interface that has commonality with user interfaces in business and educational applications to promote ease of training and interoperability outside of purely military organizations. System design should incorporate extensive user input early in the design process. Applications must meet the substantive information and presentation needs of the commander to preclude requirements for manual data entry and manipulation of data for various display requirements. The system assembles and displays information in such a manner that commanders are aware of the situation, and understand the implications intuitively or with very brief communication with the staff. The design must be scaleable and tailorable to user requirements, and responsive to mission change.

20.  Joint Distributed, Interoperable databases.  The integrated GIG will rely on standardization of data formats and database structures used by the distributed information systems that collect, process, fuse, store, and disseminate information across the network.  Standardizing data elements across functions, joint services and programs will maximize the ability for information to be shared. Standardization is driven by the requirement for new systems to be compliant with GIG physical and protocol standards.

21.  Joint Interdependent Battle Command.  Objective Forces will conduct integrated joint operations at every echelon.  Army Forces will rapidly alternate between being supported by and supporting other joint forces.  Corps headquarters will provide the base for formation of Joint Task Forces. The Battle Command System will be designed from inception to be a joint system, with the following capabilities:

· The system will net automatically with sister services command and control systems in whatever task organization the joint force commander specifies. The system will configure itself to the appropriate security settings between service elements. The system will accept external connection from any tactical, operational, or strategic level USN, USAF, USMC, or USCG command and control system, and permit the full exchange of data between the systems.

· The system's database will be designed to the joint standard to permit rapid retrieval and storage of data between joint systems. The system will have embedded capability to share data with non-compliant legacy and joint databases.

· The Battle Command system will automatically display on the COP joint elements and activities within the battlespace specified by the user. The system will automatically export Army situational information to any joint equivalent system in formats required for depiction on that system. 

· The system will automatically modify access to restricted joint data (e.g. SOF operations) according to the joint force commander's security instructions. 

· The system will track, facilitate, and display joint task force organization and reorganization down to small unit level, and automatically retrieve and display user specified information about joint units. 

· The system will provide digital integration of joint fires and joint sensors within the Battle Command system (networked joint fires and joint sensor fusion.)

· Embedded staff applications will include templates/formats for joint and service specific plans, orders, and reports for rapid preparation and handling of directives between services. Software applications will permit the automatic transcription from one format into another (e.g. translate a USCG FRAGO into a joint order format) 

22.  Mission rehearsal Exercises Using Embedded Sims.  Embedded simulations may become powerful simulators to convey operations/ideas through animation and analysis.  When coupled with the Enroute Mission Planning and Rehearsal System (EMPRS), embedded simulations provide support to enroute mission planning, rehearsal, Battle Command, and ability to integrate into gaining theater command during movement by air, land and sea. The embedded simulations will enable collective, staff, and individual training for the Battle Command team the system without special reconfiguration or external support.

22.  Modular, Tailorable, and Reconfigurable Organizations – (Modular and Scaleable Network Components) – Common modules of networking equipment will provide deployable network services tailored to the specific mission, task and purpose at hand.  These suites of modular gear can be expanded as needed to dynamically match the changing mission requirements.  As they scale up or down, the components continue to automatically maintain network connectivity.  The need for special interface devices to achieve connectivity should be very rare.  Modularity also facilitates maintenance and upgrading of components. 

23.  Multi-Layered Architecture.  The network will consist of multiple layers, including terrestrial, airborne, and space layers. Network components in each layer will be interconnected with those in the other mutually supporting layers to form a survivable, self-configuring, self-healing backbone.  Redundancy ensures there is no single point of failure and allows the Objective Force to exploit commercial and military communications resources in all three layers to form a single integrated network, fully integrated with the GIG.

24.  Multinational and Interagency Interoperable.  The Battle Command System will be interoperable with multinational forces using, as a minimum, three capabilities: 1. Assignment of liaison elements equipped with the Battle Command system from the UE headquarters to the multinational headquarters. 2. Access into the Battle Command system through commercial communications, both wireless and hard wired, limited by appropriate Information Assurance measures. 3. Temporary installation of appropriate software including data interchange formats (DIFs) necessary to allow the exchange of information directly between multinational command and control systems and the Battle Command System.  This third case will be circumstantial, depending upon the capabilities of the multinational partner and operational security considerations.

The Battle Command system will be interoperable with other US Government agencies through commercial communications and US Government furnished communications equipment.  In most cases, the system will allow exchange of information in the form of documents, e-mail, and images, and video without DIF software.  Direct display of information on the COP may not normally be possible without provision of liaison from the UE headquarters or introduction of the appropriate DIF. The Battle Command System will feature uploadable applications allowing exchange of information in formats used by Homeland security organizations (e.g. FEMA, the FBI, etc.)

25.  Multiple Security Levels.  The Objective Force will need to operate with classified information from CONFIDENTIAL through TOP SECRET, including Special Compartmented Information (SCI).  Objective Force Battle Command system facilitates adequate protection of information in accordance with security policy for information at different classification levels, and provides for the secure exchange of information between networks at different classification levels. It must accommodate access to all security levels, enabling one terminal with multiple security modes that will support a “colorless” backbone, data labeling, and allied/coalition access. The objective is adoption of an application-based security structure in which the need to encrypt network traffic is removed.

26.  Network Components Embedded in Platforms.  Objective Force communications components will be largely embedded in user platforms to enable mobility and deployability.

27.  Networked Fires.  Networked Fires is the triad of relevant sensors, effects capabilities and Battle Command that enables dynamic on-demand fires and effects to achieve the commander’s tactical and operational objectives.

· Effects are the result of the directed application of lethal and non-lethal capabilities to achieve a desired purpose or outcome in support of the commander's intent.  They include conventional and non-conventional capabilities, including information operations.  

· Non-lethal effects include the effects of non-lethal munitions, effects producing systems, and the elements of information operations and their related activities. Future non-lethal munitions may include physical incapacitants, malodorants, and mechanisms that disable vehicle ignition systems, vision blocks or night vision capabilities.  

· Precision engagement is the ability of joint forces to locate, surveil, discern, and track objectives or targets; select organize and use the correct systems; generate desired effects; assess results; and reengage with decisive speed and overwhelming operational tempo as required, throughout the full range of military operations

28.  Non-Governmental Organizations (NGO) and Other Entities Access.  The Battle Command System will permit exchange of unclassified voice and common data communications (e.g. e-mail) between NGOs and other organizations.  Information assurance measures in the Battle Command System will block inadvertent or deliberate access by NGOs and other entities into the operational components of the system.  IN case where codependent operations are envisioned, the UE headquarters will dispatch liaison elements to the NGO location.   

29.  Rapidly Deployable Command Posts.  The Deployable Command Post, Early Entry Command Posts, and Mobile Command Group will be 100% air transportable on strategic airlift, with minimum (unit level) reconfiguration and packaging for air transport IAW USTRANSCOM directives. The EECP will be designed and configured for preparation and loading for strategic movement within 6 hours of alert, excluding road or internodal movement to the aerial port of embarkation (APOE) and personnel alert status. The Deployable CPs and Mobile Command Group will be designed and configured for preparation and loading for strategic movement within 24 hours of alert, excluding internodal movement to the APOE and personnel recall times.

30.  Reach.  Objective forces require the capability to routinely and deliberately engage with organic and non-organic resources - from mud to space and from factory to foxhole.   The ability to exploit diverse capabilities located within and outside the theater gives forces their interdependence with joint and enables reduction of in-theater footprint thereby enhancing responsiveness.  The UE obtains external support in five major areas:

· Fires and Effects

· Intelligence and Information

· Planning, Analysis, and Targeting

· Force Protection

· Sustainment

31.  Same system: Garrison, Training and War.   The suite of Battle Command applications used by commanders, staffs and leaders are the same applications that are used in Command Posts.  Relevant information from garrison operations is automatically updated in deployable systems based on user set filters and preferences. 

32.  Self- configuring and Self-healing network.  The network will have an automated ability to constantly monitor how well the physical and logical configuration of network matches the demands of the current mission, and to adjust the network as required.  This automatic reconfiguration, guided by network specialists, will be especially fluid at tactical echelons where the shape of the battlefield and flow of the fight may change very significantly very quickly. The network management capability will also sense degradation of the network and, based on user or system profiles, automatically adjust the allocation of network resources to ensure the continued flow of critical information.  Responses could include dynamic reallocation of bandwidth, automatic rerouting/re-establishment of transport links, or restricting user access to the network or to certain network features based on command-established parameters. 

33.  Sensor Fusion.  The Objective Force will require a single fusion capability consisting of hardware and software applications that allow the sharing of data and information across battlefield functions and echelons, including joint, multi-national, and interagency.  This allows for sharing of data across echelons and ensures that data can support shooters, decision makers and analysts in near real time (NRT).
34.  Technical Survey Counter Measures (TSCM) equipment.  The Objective Force will need a variety of easily employable electronic detection equipment to monitor adversary attempts to infiltrate and exploit our communications and networks.  This is significant part of full dimensional force protection and information assurance.
35.  Unprecedented Dependability.  The Objective Force will be enabled by a robust information network assuring the transport of critical information through near perfect network dependability.  Network dependability results from the network’s redundant, multi-layered architecture, the reliability of network components, and the network’s capability to withstand attack. This will require advanced network operations capabilities to maximize network resources, ensure delivery of information at the required quality of service, and safeguard information. Unprecedented dependability does not imply that network components will never fail or that every possible link between nodes will always be available. Rather, overall network dependability is a combination of equipment reliability and redundancy measured together. The bottom line is that the network will virtually guarantee the transport of critical information to ensure Objective Force mission accomplishment. 

36.  Virtual Teaming.  Objective Force information systems will enable leaders to create collaborative teams operating across echelons, functional areas, commercial/military sectors, and national/language boundaries so leaders can transcend the limitations of personal knowledge and physical location.  In doing so, commanders and staffs will achieve virtual presence at key points on the battlefield, access to global information, and collaborative execution.

Annex H

Acronyms

ABCS
Army Battle Command System

AC
Active Component

ACSIM
Assistant Chief of Staff for installation Management

AFFOR
Air Force Force Headquarters

AGTF
Air Ground Task Force

AO
Area of Operations

AOR
Area of Responsibility

APOE
Aerial Port of Embarkation

ARFOR
Army Force Headquarters

ASCC
Army Service Component Command

BC
Battle Command

BDA
Battle Damage Assessment

BLOS
Beyond Line Of Sight

BOS
Battlefield Operating System

C2
Command and Control

C4
Command, Control, Communications, and Computers

C4ISR
Command, Control, Communications, Computers, Intelligence, Reconnaissance, and Surveillance

CA
Combined Arms

CDR
Commander

CG
Commanding General

CIC
Commander Integration Cell

CMO
Civil Military Operation

COE
Contemporary Operational Environment

COMPUSEC
Computer Security 

COMSEC
Communications Security 

CONUS
Continental United States

COP

Common Operational Picture

CP

Command Post

CRO

Combat Replenishment Operations

CS

Combat Support

CSS

Combat Service Support

DCO

Deputy Commanding Officer

DCP

Deployable Command Post

DIF

Data Interchange Formats

DTLOMPF
Doctrine, Training, Leader development, Organizations, Materiel, Personnel, and Facilities

EAC

Echelons Above Corps

EECP

Early Entry Command Post

ELINT

Electronic Intelligence

EMSEC
Emission Security

ESF

Expeditionary Support Force

FBI

Federal Bureau of Investigation

FCS

Future Combat System

FEMA

Federal Emergency Management Agency

FM

Field Manual

FoS

Family of Systems

FRAGO
Fragmentary Order

FSB

Forward Support Battalion

GCSS

Global Combat Support System

GEO

Geostationary Earth Orbit

GIG

Global Information Grid

HMMWV
High Mobility Multi-Wheeled Vehicle

HQ

Headquarters

HSOC

Home Station Operations Center

HUMINT
Human Intelligence

IA

Information Assurance

IDC

Information Dominance Center

IDM

Information Dissemination management

IM

Information Management

INFOSEC
Information Security

INFOSYS
Information System

IO

Information Operations

IP

Internet Protocol

IS

Information Superiority

ISB

Intermediate Staging Base

ISR

Intelligence, Reconnaissance, and Surveillance

JFC

Joint Forces Command

JFLCC

Joint Forces Land Component Commander

JP

Joint Publication

JTA-A

Joint Technical Architecture-Army

JTF

Joint Task Force

JTRS

Joint Tactical Radio System

LEO

Low Earth Orbit

LOGCAP
Logistics Civilian Augmentation Program

LOI

Letter Of Instruction

LNO

Liaison Officer

LPD

Low Probability of Detection

LPI

Low Probability of Intercept

LP/OP

Listening Post/Observation Post

MACOM
Major Commands

MARFOR
Marine Force Headquarters

MCG

Mobile Command Group

MCO

Major Combat Operations

MDMP
Military Decision Making Process

MEA

Munitions Effects Analysis

MEO

Medium Earth Orbit

METT-TC
Mission, Enemy, Time, Troops, Terrain, Civilians

MSM

Maneuver Sustainment Module

MSO

Mission Staging Operations

NAVFOR
Navy Force Headquarters

NBC

Nuclear, Biological, Chemical

NCO

Noncommissioned Officers

NETOPS
Network Operations

NGO

Non-Government Organization

NRT

Near Real Time

OE

Operational Environment

OF

Objective Force

OPORD
Operations Order

OPSEC
Operations Security

ORD

Operational Requirements Document

PA

Public Affairs

PCD

Portable Commander’s Device

POW

Prisoner of War

PVO

Private Volunteer Organization

RC

Reserve Component

RI

Relevant Information

ROE

Rules Of Engagement

RSTA

Reconnaissance, Surveillance, Target Acquisition

SA

Situational Awareness

SATCOM
Satellite Communications

SF

Special Forces

SIGINT
Signals Intelligence

SJA

Staff Judge Advocate

SOP

Standard Operating Procedures

SPB

Support Preparation of the Battlefield

SPOE

Sea Port of Embarkation

SPT

Support Preparation of the Theater

SRO

Sustainment Replenishment Operations

SU

Situational Understanding

TAC

Tactical

TLE

Target Location Error

TOC

Tactical Operations Center

TP 

TRADOC Pamphlet

TSC

Theater Support Command

TS/SCI
Top Secret/Special Compartmentalize Information

TTP

Tactics, Techniques and Procedures

UA

Unit of Action

UAV

Unmanned Aerial Vehicle

UE

Unit of Employment

USAF

United States Air Force

USCG

United States Coast Guard

USMC

United States Marine Corps

USN

United States Navy

WIN-T

Warrior Information Network-Tactical
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The GIG is the globally interconnected set of information capabilities, processes, and personnel for collecting, processing, storing, disseminating and managing information on demand to warfighters, policymakers, and support personnel.




















Precision Engagement


Is the ability of joint forces to locate, surveil, discern, and track objectives or targets; select organize and use the correct systems; generate desired effects; assess results; and reengage with decisive speed and overwhelming operational tempo as required, throughout the full range of military operations


                                     Joint Vision 2020





“Objective Force operations will be characterized by developing situations out of contact; maneuvering to positions of advantage; engaging enemy forces beyond the range of their weapons; destroying them with precision fires and, when necessary, by tactical assault at the times and places of our choosing.”


U.S. Army White Paper, Concepts for the Objective Force





Information Operations


Information operations are actions taken to affect adversaries’ and influence others’ decision making processes, information, and information systems, while protecting one’s own information and information systems.


                                              FM 3-0





Integrated Solution


The application of multiple types and combinations of lethal and non-lethal munitions or systems to achieve a specified effect against a target or enemy capability.








Precision Munitions


Munitions capable of self-locating and maneuvering to a specific location with an accuracy sufficient to yield a high probability of destruction within its inherent capabilities.


Discriminating Munitions


Munitions having self-contained capability to search, detect, acquire, and engage individual targets by distinguishing specific characteristics of the target to selectively identify and engage only the desired target types.








Mission Command is the conduct of military operations through decentralized execution based on mission orders for effective mission accomplishment. Successful mission command results from subordinate leaders at all echelons exercising disciplined initiative within the commander's intent to accomplish missions.  It requires an environment of trust and mutual understanding.


FM 6-0, Command and Control








 Battle CommandBattle Command is the art and science of applying leadership and decision making to achieve mission success.








Never have commanders had more ability to exercise increased direct control, yet never have they had more reason not to do so - information is the springboard of initiative and independent action.  Using information technologies to empower subordinates has the potential to increase the tempo of operations beyond the level at which our adversaries can hope to respond.


FM 6-0, Command and Control 














"No captain can be far wrong who places his ship alongside that of an enemy..."


Admiral Horatio Nelson





"March to the sound of guns..."


Napoleon





Effects


 Effects are the result of the directed application of lethal and non-lethal capabilities to achieve a desired purpose or outcome in support of the commander's intent.


Draft Objective Force Glossary
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 Battle CommandBattle Command is the art and science of applying leadership and decision making to achieve mission success.





Figure 2





Intelligence is (1) the product resulting from the collection, processing, integration, analysis, evaluation, and interpretation of available information concerning foreign countries or areas; (2) Information about an adversary obtained through observation, investigation, analysis, or understanding.





Surveillance is the systematic observation of aerospace, surface or subsurface areas, places, persons or things, by visual, aural, electronic, photographic or other means





Reconnaissance is a mission undertaken to obtain visual observation or other detection methods, information about the activities and resources of an enemy or potential enemy, or to secure data concerning the meteorological, hydrographic, or geographic characteristics of a particular area. 

















Figure 3
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Figure 5
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Information Operations Elements


Operations security


Psychological operations


Counterpropaganda


Military deception


Counterdeception
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Computer network attack


Physical destruction


Information assurance


Computer network defense


Physical security
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Figure 2: Battle Command Echelonment
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Figure 6: Modular, Scaleable, Tailorable Battle Command
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The mission tasks and sensor data coming out of the UA.  Then taking that information and predicting the sustainment requirements.  Checking the supplies that are inbound from UE2 and higher, the available transportation assets, the available manpower to put against the sustainment requirements; marry that  with the ability to manage and direct supplies already in the pipeline and get new predicted requirements into the pipeline is what constitutes a Sustainment Common Operating Picture.  GSCC-Army will provide this capability and data fusion.  The Logistics Center of Gravity for the Objective Force is the Distribution Management Cell in UE1.  The Distribution Management Cell will have the most comprehensive suit of logistics automation in the battlespace enabling them to execute intelligent distribution.  



Next is a maintenance/supply vignette designed to demonstrate how GCSS-A will enable the seamless sustainment of the Objective Force.     
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Our organizational concept is based on the characteristics that are listed on the left side of this slide, along with the Objective Force warfighting concepts. We took those characteristics along with today’s functionalities that are required on the future battlefield and have a strawman for an Expeditionary Support Force (Divisional) that is designed around a Unit of Employment (Divisional) with subordinate elements supporting the Unit of Action at the BDE and BN level.  
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Figure 4: On-Demand Collaboration of Commanders and Leaders
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Figure 1: How to Do Battle Command
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