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Executive Summary

1. GENERAL

The Battle Command Battle Laboratory (Gordon) (BCBL (G)) conducted a Network Map experiment (MAPEX) from 14-18 April 2003.  The first purpose of the MAPEX was to gain specific DOTMLPF (Doctrine, Organizations, Training, Materiel, Leadership and Education, Personnel, and Facilities)
I insights associated with emerging Objective Force (OF) and Future Combat Systems (FCS) concepts. Secondly, the MAPEX was used to assess three Essential Elements of Analysis (EEA's) in support of the U.S. Army Training and Doctrine Command (TRADOC) approved Unit of Action (UA) Study Plan for the UA Operational and Organizational (O&O) Plan and the FCS Operational Requirements Document (ORD).

The Network MAPEX methodology, assumptions, and rule sets are detailed in this report, in addition to the initial insight report data.  The mission of the experiment was to "Fight the Network".  The Network MAPEX was designed and planned as a collaborative exercise with branch proponent Subject Matter Expert (SME) participants applying Objective Force Network concepts against UA maneuver and operational concepts within a pre-determined set of TRADOC approved Caspian Sea scenario events.  

The Network MAPEX was conducted as a TRADOC sponsored and approved UA Concept Experimentation Program (CEP) and was the initial experiment in a BC/C4ISR (Fort Leavenworth) campaign plan to analyze and study the Network/Communications requirements of the UA and the Future Combat Systems (FCS).  The Network MAPEX experiment environment focused on the UA operating IAW TRADOC approved O&O concepts as envisioned for the 2015 Objective Force.  This report outlines the initial insights of the experiment and will be provided to TRADOC to support UA/FCS decisions. It will also provide the road map for future Objective Force Network experimentation to be conducted by the BCBL(G).

2. KEY INITIAL INSIGHTS
The Network MAPEX generated more than fifty insights.  All the insights are listed in a table format in this report, and are organized by the scenario event.  The data that was captured by the data collection efforts will be fully discussed and presented in the final Network MAPEX report to be published within the next six weeks.  The following insights are considered to be key insights by the participants to be significant as having major impacts on the UA and FCS concepts, and are presented for consideration during the UA/FCS decision-making process. 

2.1   From the first event with its emphasis on being prepared to fight off the ramp, to the last event of pursuit and exploitation, the MAPEX highlighted the requirement for UA elements to have ultra-reliable Situational Awareness via the Common Operational Picture (COP). The UA communications network is wholly dependent on Joint, Interagency, and Multi-National (JIM) assets, external to the UA, for network robustness. In each MAPEX vignette, access to external assets such as satellites or a high-flying UAV such as Global Hawk was required to extend the UA network beyond it own boundaries. A true and accurate COP could not be provided to the Warfighter without this external network communications that would have to be managed and coordinated by Signal personnel.

2.2 The Signal Network Overhead required to provide a robust and accurate COP is significant. An overarching tenant to the success of the UA and its maneuver concept is the ability to provide a COP for the UA Commander and his subordinates. For this to happen the communications network must be ultra-reliable and redundantly connected.   The consensus of the participants was that an accurate and timely COP is a top priority.  Situational Awareness (SA) for the Commander cannot be compromised, and the Network must provide timely updates and other Battle Command functions via the COP as required. However, in order to provide the COP in the manner the Warfighter requires, the signal overhead required appeared to be more than the current assumptions allow. While the UA network may be assumed to be self-organizing and self-healing, it is not self-managing or self-coordinating especially in “the seams”. The Warfighter’s COP is dependent upon the ability of the signal soldier to coordinate communications assets within the UA, the UE, and the JIM arena to provide network immediacy. This is especially true in the areas of COP accuracy and network fires. For example, in all the vignettes satellites played a significant role in providing reliable, timely, and robust communications. However, a satellite is a Joint or commercial asset and not a UA or a UE asset. Satellite coordination and employment constitutes a “network seam” and UA Signal personnel must coordinate its employment. In addition a satellite has access and bandwidth limitations that will also need to be planned and managed by UA signal personnel. The signal coordination required to insure this network immediacy was found to be significant and will be addressed in future network experiments. 

2.3   Dedicated communications relay platforms, whether they were incorporated into an Unmanned Aerial Vehicle (UAV) or and FCS platform such as an Unmanned Ground Vehicle (UGV) or Multifunctional Utility/Logistics and Equipment Vehicle (MULE), are required at all echelons of the UA to provide network connectivity or to insure network robustness. This insight was repeated in all snapshots and all vignettes. In the early entry vignette, several UAV CRP’s were required to insure network robustness for the air assault into the nuclear waste facility. Moreover, dedicated CRP’s were required for keeping the air assault commander and the maneuver commander in touch with the UE headquarters and ground forces that were moving toward the objective location. In the urban fight vignette, a spectrally complex environment, a dedicated communications relay was identified as critical to provide the COP to subterranean Blue Forces. Subterranean communications relay packages presented particular issues with Blue Force tracking and precision engagements. The extended distances and rapid movement of the exploitation vignette demonstrated that both air and ground CRP’s were required to keep pace with ground operations or to link remote re-supply locations. The more mobile the UA became the more the need increased for dedicated communications relay packages.

2.4 In consonance with the provisioning of dedicated CRP’s, Unmanned Aerial Vehicles (UAV) played a significant role in providing a robust communications network. Given the operational tenant to minimize and conserve the number of UAV's flying operational missions at any given time, it was recommended that all UAV platforms be configured to provide communications relay capabilities while performing other intelligence, surveillance, and recognizance (ISR) missions as required. The problem that was identified during the MAPEX with this tenant was that ISR missions often take the UAV away from the area that requires communications support. ISR missions are generally out in front or on the side of the UA’s area of influence while the communications relay requirements are focused on connecting the main UA elements to each other or to the UE/JIM. 

2.5 The communications network provided by Signal personnel and identified by the term “info-sphere” is an all-pervasive asset in the UA. As a result, all soldiers’ especially non-signal soldiers to include commanders need to possess some level of communications networking skills. The possession of a networking skill set was especially critical in the urban operations vignette, where soldiers would be peering around and in buildings using remote sensors linked by communications that would be required to be line-of-sight and susceptible to multi-path interference from urban structures. The individual soldier would have to be cognizant of network communications issues in order to insure their COP is being accurately updated or the information they are providing to the COP database is not impeded, inaccurate, or untimely. The signal soldier’s skill sets while focusing on providing networked communications should also include aerial communications relay mission planning and UAV control operator skills due to the necessity of flying dedicated aerial communications relay profiles.  

2.6 The final major insight was the need for a network planning and visualization tool which would allow for maintaining the situational awareness of the network relative to the Warfighter COP. This network visibility should be available to all soldiers but especially to the signal soldiers responsible for planning, implementing, operating, and maintaining the network.  

The Network MAPEX captured specific recommendations from the initial insights as a result of the experiment.  Those recommendations will be expanded in the final report to include comments recommending the way ahead for each issue.  In some cases the recommendation will recommend a lead agency/proponent to work the specific issue.     It was pre-determined that the first Network MAPEX would not work certain Network capabilities and functionalities, and those are delineated in the assumption limitation paragraph of this report. One of the most important benefits of the UA Network experiment was to lay the groundwork for the follow-on OF Network events.  The insights gained and recommendations made will greatly assist the risk mitigation efforts supporting the design of the OF Network architecture.  Network management emerged as the Capstone requirement for further dedicated experimentation and analysis. Within that overarching requirement are several individual subjects, which emerged and will be integrated into the BCBL (G) OF Network experiment plan. The following items are presented as the priority recommendations for experimentation and it is planned for these to be integrated into the BCBL (G) Objective Force Network experimentation campaign plan.     

· Who plans, manages, and controls NETOPS to include the mission of dedicated communications relays?

· How is the frequency spectrum managed for all communication assets?

· Where will the network managers for JTRS, WIN-T, space assets, etc. reside?

· How are network management skills provided to soldiers in all echelons of the UA?

· How will addressing (IP allocation) work for various mission sets?

· What is the Tactics, Techniques, and Procedures (TTP) for network management within the UA? What are the network management responsibilities of the UA staff? BIC? CAB? NLOS BN? AVN Det? etc.?

· How will bandwidth be managed? What and where are tools located?

· What are the “seams” between JIM network and who manages the interface?

It is clear that the networked force relies on a significant infrastructure outside of its influence and control. In essence, the “network” is “echelonless”. To enable the UA to fulfill its absolute potential, many issues need to be resolved through experimentation to refine how the Warfighter and their supporting elements address the complexities.
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1.0 MAPEX DESIGN   

1.1. Introduction.  The Battle Command Battle Lab (Gordon) conducted the Network Concept Experimentation Program (CEP) MAPEX (UA 1 – 03) from 15-17 April 2003, at Fort Gordon, Georgia.  This document captures the consensus of the combined arms participants, (Subject Matter Experts (SME's)) and Signal Center SME's, as well as other activities working and supporting Objective Force initiatives.  The MAPEX experiment was approved and sponsored by the U.S. Army Training and Doctrine Command (TRADOC) and IAW the TRADOC Objective Force Study Plan focused on the Unit of Action conducting operations within the Caspian Sea Scenario environment.

The plan to support the TRADOC Objective Force Study Plan by conducting a series of experiments to "Fight the Network" started with an initiative from the BCBL (G) and the United States Army Signal Center (SIGCEN).  The plan was to assemble a team of Signal Subject Matter Experts (SME's) from SIGCEN's Director of Combat Developments (DCD), as well as from each SIGCEN TRADOC Systems Manager (TSM) from WIN-T, SATCOM, and Tactical Radio to fully examine the best methodology for refining and studying the EEA's.  This team was facilitated by BCBL (G)'s cadre of military, engineers, computer scientists, and analysts.  This team effort decided that the initial experiment would put its main emphasis on three (3) EEA's, and the goal would be to produce and capture key insights to be used as the foundation of the BC/C4ISR campaign plan to provide analytical underpinnings for Objective Force (OF) Network concept, in particular to examine Network impacts on the Unit of Action (UA) and The Future Combat System (FCS).  

1.2.  
Purpose.  The purpose of the Network MAPEX (UA 1-03) experiment was to gain specific DOTMLPF (Doctrine, Organizations, Training, Materiel, Leadership and Education, Personnel, and Facilities) 
Insights associated with emerging Objective Force (OF) and Future Combat Systems (FCS) concepts. Secondly, the MAPEX was used to assess three Essential Elements of Analysis (EEA's) in support of the U.S. Army Training and Doctrine Command (TRADOC) approved Unit of Action (UA) Study Plan for the UA Operational and Organizational (O&O) Plan and the FCS Operational Requirements Document (ORD).  The MAPEX examined communications network   O&O concepts for the purpose of refining the UA O&O Plan, Operational Network Architectures, Organization Design Parameters, and applicable ORD's.  In order to validate these refinement processes, all supporting documentation was studied and analyzed to build the necessary analytical underpinnings.  In addition, the initial UA Network experiment examined and evaluated specific reference documents assumptions regarding other echelons relevant to UA and FCS communications networking.  The findings from this MAPEX and the entire NETWORK CEP process will provide critical data and supporting information to impact the UA/FCS decisions.
1.3.  
Concept of Operations.  The MAPEX assembled combined arms SME's, SIGCEN SME's, and other SME's from Maneuver and Maneuver Support Branch proponents (see participant list attached) at the BCBL(G), Fort Gordon, Georgia for the purpose of examining the impact on the UA Network as envisioned and simulated in the Caspian Sea Scenario.  Three vignettes were chosen from the TRADOC Objective Force Study Plan (Early Entry-UE Shaping, Urban Force Protection-Urban Fight, and Pursuit-Logistics).  Each vignette was examined in two separate sub-events for a total of six (6) events that were modeled and discussed during the experiment.   During the exercise, the participants examined the Network support and its impact on successful maneuver operations pertaining to each event.

1.4.  
Methodology.  Prior to the Network MAPEX experiment, all participants were given refresher training on various related background information for the purpose of providing a common baseline between the players and participants.  The training covered UA O&O and operational concepts, the Contemporary Operating Environment based on the Caspian Sea Scenario, overviews of current WIN-T, JTRS, and SATCOM concepts and programs and detailed overviews of the vignettes and sub-events.  The next process was to discuss and examine the Network MAPEX EEA's in detail for the purpose of focusing the study on those issues as directed by TRADOC.  The methodology of study used was a multi-faceted approach using data collection from the event simulations, player observations and comments, tally sheets, data mining, and surveys.  As each event was played, Network issues were discussed and evaluated in detail. The data was captured by data collection analysts, consolidated and restated to ensure correctness of the consensus of the insights.  Immediately following a data collection review after each event, a written survey was administered to the SIGCEN SME's, players, and combined arms SME's to obtain their quantitative answers and qualitative comments on specific Network questions.

1.5
Lead Essential Elements of Analysis (EEA's).  EEA's delineate sub-elements of problems for which insights must be produced.  The Lead EEA's were developed by TRADOC as examination/measurement tools that would focus data collection in support of required analysis directly linked to the study plan.  The Measures of Merit (MOM) statements may be in the form of a statement or question and consist of measures of effectiveness (MOE) and measures of performance (MOP).  The MOE quantifies how well the system meets mission objectives.  The MOP quantifies how well a system works.   The Network MAPEX UA1-03 Final Report will include discussions of each of the following:

1.5.1.  EEA 1.1.2.  How does the C4ISR enable the UA?

1.5.1.1.  MOM 1.1.2.1.  How will the communications Network satisfy all the UA FCS requirements?

1.5.1.2.  MOM 1.1.2.2.  What are the boundaries of the UA Commander's infosphere area of influence?

1.5.1.3.  MOM 1.1.2.3.  What are the external dependencies of the UA Commander's infosphere?

1.5.1.3.1.  MOM 1.1.2.3.1.  How does the UA access satellite entry points?

1.5.1.3.2.  MOM 1.1.2.3.2.  How does the UA maintain communications with the UE?

1.5.1.3.3.  MOM 1.1.2.3.3.  How does the UA interface with Joint, DoD, Coalition, Host Nation, and other external communication structures?

1.5.2.  EEA 1.2.2.  How should the smallest UA units be organized?

1.5.2.1.  MOM 1.2.2.1.  How does the organic Signal force structure support the UA?

1.5.2.2.  MOM 1.2.2.1.  Who installs, operates, and maintains (IOM) the UA Network?

1.5.2.3.  MOM 1.2.2.3.  What is the Signal skill set for soldiers/officers within the UA?

1.5.2.3.1 MOM 1.2.2.3.1 – What is the skill set for signal soldiers/officers within the UA?

1.5.2.3.2 MOM 1.2.2.3.2 – What is the signal skill set for non-signal soldiers/officers within the UA?

1.5.3.  EEA 1.3.1.  How do you employ the available UA forces and assets on the battlefield to achieve the tactical concepts outlined in the UA O&O Plan?

1.5.3.1.  MOM 1.3.1.1 How are the available organic and non-organic communications assets employed to support the UA?

1.5.3.2.  MOM 1.3.1.2.  How should the communications relay platforms be employed?

1.5.3.3.  MOM 1.3.1.3. How should the communications relay platforms be configured?

1.5.3.4.  MOM 1.3.1.4. Where are the Network limitations within the UA? 

2.0 MAPEX GENERAL ASSUMPTIONS AND RULE SETS

2.1  
General Assumptions.   The UA is comprised of networked air and ground based maneuver, maneuver support, and maneuver sustainment systems that will be supported by an ultra-reliable network of networks.  This UA Network must support the commander by providing the capabilities, functions, and means to enable superior and enhanced situational understanding, as well as providing enablers to ensure synchronized combat operations.  Information Dominance is a major tenant of the Objective Force, and the network systems providing the communications/Network support are the enablers for Information Dominance and Command and Control (C2) of the Objective Force.  Operational requirements are currently being written for objective force network support systems as part of the process to define how the network will function in the 2015 timeframe and those parameters will form the baseline of the following assumptions.  It is also noted that emerging technology and advanced networking concepts may change some of the functionalities of these network systems, however for this experiment all assumptions and rule sets are tied to proponent ORD's.  . 
2.2. General Assumptions and Rule Sets: 

2.2.1. Scenarios: TRADOC/DPG compliant Caspian Sea scenarios 2.0, using 3 vignettes (Early Entry, Urban Ops and Exploitation/Pursuit) and comparable terrain sets for each vignette.

2.2.2. Organization: 2015 Unit of Action Organization version 25 November 2002 was used.

2.2.3. MAPEX Timeline: MAPEX examined first 144 hours period of operations (Over three vignettes).

2.2.4. Systems Book: U.S. Army Materiel Systems Analysis Activity (US AMSAA), Army Future Combat Systems, Unit of Action, System Book, version 1.6, dated 24 February 2003.

2.2.5. Requirement Documents:  

Future Combat System (FCS) AROC approved ORD dated 22 January 2003. FCS ORD has now been JROC approved.

Warfighter Information Network -Tactical (WIN-T) JROC approved ORD dated 05 March 2003.

Joint Tactical Radio System (JTRS) JROC approved ORD 3.2, dated 09 April 2003.

Transformation Communication Study: (Draft).

Transformation Satellite (T-SAT) ORD: (Draft).

Mobile User Objective System (MUOS) ORD dated 17 July 01


TELEPORT ORD dated 09 June 2000

2.2.6. Application Systems: The level for detail of this Network MAPEX was to focus on connectivity.   It was assumed that computers and applications (Battle Command, Networked Fires, DCGS-A, Sensor Network, Pulsed Logistics and other systems) operating over the network would function properly.  Future network experiments will analyze how these systems will function over the network. 

2.2.7. Spectrum and Spectrum Management: To address spectrum issues requires the need of a communication model to develop a node-by-node network architecture. Spectrum and its management requirements were assumed as capable to support the Network MAPEX.  Future network experiments will analyze the spectrum needs, the management requirement, and TTP.

2.2.8. Network Operations (NETOPS): NETOPS was not addressed during this MAPEX due to the complexity of the issue.  A future experiment will focus solely on the tasks related to Network Management, Information Assurance and Information Dissemination Management requirements in support of the Objective Force. 

2.2.9. Bandwidth: Addressing bandwidth issues requires a communication model to develop node-by-node network architecture. Bandwidth and its management requirements were assumed as capable to support this Network MAPEX.  Future network experiments will analyze the bandwidth requirements, the associated management requirements, and effects of limitation of bandwidth on the Warfighter.

2.2.10. Communication Reliability: A Communications Model is required to analyze this issue.  It was assumed that communications reliability was in accordance to reliability requirements stated in the equipments’ approved ORD.  Future experiments will determine communications reliability issues.

2.2.11. Program Acquisition: For the focus of this Network MAPEX it was assumed that all programs (FCS, WIN-T, JTRS, SATCOM Constellation, TELEPORT, GIG and UAV's) would be fielded IAW current programmatic timeline and the technology will be in a mature state in FY 2015.

2.2.12. Weather: Weather will have a direct affect on communication reliability and UAV operations.  For this MAPEX however, it was determined that weather would not be a factor.  The time to analyze the network issues as they relate to weather required significantly more time then the MAPEX could provide.  It was assumed that poor weather would increase the reliance on ground relays and reduce ISR capability if UAV's were grounded.  Once a communication model is available, weather can be introduced into the exercise to evaluate the reliability of the network under different weather conditions.

2.2.13. Joint, Interagency, Multi-National (JIM) Interoperability: The Caspian Sea scenarios 2.0 states that UA would be operating within a coalition (US, Russian, Georgian, and Azeri). It was assumed that some level of interoperability existed, either by coalition systems or liaison teams provided by Theater or UE providing interoperability during this MAPEX.  The issue of interoperability alone (transport layer, information layer and security layer) could be the subject of future experiments.  Joint and Interagency systems were assumed fully interoperable as well.

2.3.  Network Enabling Systems

2.3.1. Joint Tactical Radio System (JTRS): JTRS will be fully fielded to all Family of Systems and System of Systems within the UA.  All currently approved waveforms required for the UA will be available.  Antenna technology for multi-band requirements as well as SATCOM OTM will be available.  Breakdowns of JTRS to platform mapping and detail assumptions will be provided in the supporting document of the final report. 

2.3.2. Warfighter Information Network - Tactical (WIN-T): WIN-T Point of Presence (PoP) systems were distributed in the UA in accordance with PM FCS Networks direction providing 101 WIN-T PoP's within the UA.  There will be three versions of the WIN-T PoP's and each will provide a different level of capability (SATCOM, GBS & Gateway).  It is understood that only 33% of the 101 WIN-T PoP's can operate at any given time (SATCOM duty cycle).  WIN-T also will provide BLOS capability, which will accomplished with a high capacity UAV radio OTM (100 Mbps shared up to 100 KM) on a UE UAV in support of the UA.  Breakdowns of WIN-T PoP's to platform mapping and detail system capability and assumptions will be provided in the supporting document of the final report. 

2.3.3. Satellite Constellation: The Transformation Satellite (T-SAT) constellation (5 satellites on orbit) and Mobile User Objective System (MUOS) constellation (6 satellites on orbit) were used for the Network MAPEX. The appropriate satellite constellation footprint over the scenario terrain was assumed.
2.3.3.1. TSAT: TSAT is a multi-band (X, KA, AEHF, and other frequencies TBD) satellite constellation with an embedded Internet Protocol router-switching infrastructure.  The constellation is currently scheduled for launch between FY 2009 to FY 2013.  TSAT provides an increased flexibility to the network.  Ground terminals will no longer have to be compatible with distant end ground terminals and associated switching equipment.  The termination of ground terminal data is at the TSAT satellite.  The IP-based data transmission is routed from the space platform to the addressee.  The TSAT is part of the data switching FCS/WIN-T network moving information by the "best means" through ground and space based router networking.  The TSAT constellation is cross-linked between the other TSAT satellites in the constellation, which allows networking with elements that are not within an individual uplink TSAT coverage.  For this Network MAPEX the WIN-T PoP provided the on-the-move ground terminals for interface to the TSAT constellation. Detailed system capability and assumptions will be provided in the supporting document of the final report. 

2.3.3.2. MUOS: MUOS is the satellite constellation advancement that replaces the current narrow-band UHF satellite constellation that provides today's connectivity between the current Spitfire (and other UHF) radio systems. The constellation is currently scheduled for launch between FY 2008 and FY 2014.  The current system is capable of providing data capability of 2.4 - 64 Kbps per individual radio.  For this Network MAPEX the JTRS provided the ground terminals to interface with the MUOS constellation using the UHF DAMA waveform. System capability and assumptions for on-the-move communications will be provided in the supporting document of the final report. 

2.4. 
UA 1-03 Network MAPEX Limitations.  The BCBL(G) Objective Force Network experimentation campaign plan will address the requirement to study and provide detailed analysis in future CEP experiments of the following Network issues that were not evaluated in the first MAPEX experiment:

· Spectrum and spectrum analysis

· Network operations and management (NETOPS)

· Bandwidth (efficient use of available bandwidth)

· Communications reliability and mean time between failure (MTBF) 

· Joint, Allied, Coalition, and Host Nation interoperability

3.0 Brigade Intelligence and Communications Company (BIC)

The roles and functions of Signal personnel in the BIC were not considered in detail in this MAPEX. This will be one of the purposes of the next BCBL (G) Network Management MAPEX to be conducted in September 2003. 

4.0  INSIGHT REVIEW.

4.1. Insights - Event 1 (UE Shaping).

4.1.1.  Mission:  At H+0 Hour, D Day, 1st CA BN conducts entry operations into theater at Sumgait airfield to secure initial positions and establish lodgment.  O/O conducts offensive operations to destroy Azeri Islamic Brotherhood forces in the vicinity of Baku city.

4.1.2.  Purpose:  Support 1st UA entry operations and secure northwest approach into Baku city.  

4.1.3.  Conditions:  UA forces are deploying into four APODs simultaneously.  The UE has established the C4ISR architecture, ISR collection plans, and common operating picture (COP) in theater.  SOF teams were inserted near Sumgait airfield and have the capability to emplace remote unattended ground sensor-networked brilliant unattended munitions.  The SOF teams have operational responsibility for the airfield until 1st CA BN is on the ground.  Special Purpose Forces (SPF) teams are in the vicinity and are conducting reconnaissance and observation operations.  Additionally, there are REDFOR Paramilitary Forces operating in the area equipped with MANPADS and Anti-armor weapons.

4.1.4.  Insight Table for Event 1. 

	#
	Insight
	Background
	Future Emphasis

	1.1
	There must be multiple means of communications to insure survivability
	· Dynamic fluidity of event/operations created demand on multiple layers of communications

· The employment of unmanned systems was intended to always ensure that there were redundant communications paths.  

· The unmanned systems were employed to ensure that we consistently had connectivity in either the airborne or the terrestrial layer with the space layer as the constant redundant path.  

· Units often out of terrestrial (comm) planning distances
	· What is the “not already planned for”  TSAT SATCOM responsiveness per mission?

· What is the expected UAV availability per mission?

· What are the expected satellite footprint areas of coverage for available systems?

· The unmanned systems must be analyzed to the level of detail required to ensure that connectivity can be maintained through them with respect to ranges and throughput.

· What is the aerial communication platforms planned by UE and in place as part of the “Shaping” prior to  UA deployment?

	1.2
	There are network requirements to link the data fusion centers for the various BFA's
	· COP databases will be distributed across the battlefield (e.g. forward and rear)

· There will be criteria/decision points to transition databases forward

· When Dbase is located significant distance from user, creates a significant throughput burden on network, especially if it has to travel over a continuous SATCOM link
	· What is the database distribution plan for COP/Knowledge Centers?

· Where will sensor fusion occur to push Red picture into COP?

· Is sensor fusion a subset of information fusion?

· Where are information fusion processors located?

	1.3
	A high-capacity means to access the UE and other external agencies should be in the initial air flow onto the APOD
	· A high-capacity WIN-T PoP was positioned in the initial air flow

· Satisfied requirement by BFA's for continuous COP after warfighters leave the aircraft 

· Ability to transmit/receive SA data to support early entry forces is critical to efficient force build-up and survivability


	· Is there a requirement for the WIN-T PoP to be version 3 with interoperability or just reach-back to UE?

· Air frames require modification to accept physical “plug-in” from OF platforms (facilitation of reachback comms), will this be synchronized to WIN-T/JTRS fieldings

· During Airlift to entry points UA vehicles within airframes must be physically designed to allow the crew/commanders access/workspace within the vehicle to the battle command system hosted within the platform

· Is there a requirement for a high capacity WIN-T gateway access to a teleport to extend DISN services?

	1.4
	Initial UA access to UE Network (comms shaping) must be provided by previously coordinated external assets
	· SATCOM connectivity must be allocated/coordinated with UE

· External UAV coverage must be allocated/coordinated with the UE

· The assumption that the UA works under is that there will be an established infosphere prior to initial entry operations.  This infosphere may be implemented in a variety of ways such as an established infrastructure, or a high altitude UAV (e.g. Global Hawk) providing airborne layer communications coverage beginning at the instant the initial entry troops enter the theater.
	· What is the expected UAV allocations from the UE, per mission?

· What will the UE/JIM SOF teams require for satellite throughput and on which systems?

· SATCOM capable terminals must be authorized to operate and certified in the DoD SAT Dbase?

· Who in the UE/UA will initiate the SAT Dbase registration? 

· Are the organic UA SATCOM capabilities sufficient or is there a requirement for UE augmentation (higher capacity terminal)?

· Develop a variety of CONOPS to address the establishment of the infosphere.  These CONOPS must be developed in coordination with the joint/coalition community.

· What does a plug from the UE provide and when does it deploy to the UA AO?

	1.5
	Enroute Mission Planning is dependant on network assets external to the UA
	· UA platforms must be able to access the SECOMP-I capabilities to exchange information enroute

· Enroute information requirements include:  COP, SA, Collaborative Planning, and coordination with APOD Security, reachback to National resources and logistics

· TS/SCI will be exchanged during enroute operations

· EMPRS capability must have a reach back mechanism.  This may be a satellite or Global Hawk relay.
	· How will seamless transition from enroute to combat operations occur?

· Which satellite systems and/or aerial platforms will be used as an information link for enroute mission planning?

· Plan a vignette for future study designed to develop the EMPRS capability.



	1.6
	The platform operator must have the capability to load additional JTRS waveforms
	· General purpose user may be required to dynamically reconfigure JTR during enroute operations

· JTR can be reconfigured in two ways:  1) remotely by the Network Manager; 2) locally by the JTR user.

· JTR set GPU must deploy with all applicable waveforms
	· How will network planning information flow to the individual user during enroute operations?

· Will other waveforms be compliant with JTRS?

	1.7
	A soldier with network troubleshooting skills should be in the initial air flow onto the APOD
	· There is the high potential for communications problems in the initial phases of the operation (e.g. spectrum conflict, router programming. Network management)

· Task requirements will likely exceed that of a normal ‘user/operator/maintainer’

· There may be a requirement to move the NETOPS remote requirement in WIN-T ORD to block I to support UA PoP management in early entry ops.
	· What are the specific skill sets required for signal and non-signal soldiers and at what echelon?

· How is NETOPS performed from outside of theater during initial deployments?

· Is the Signal school responsible for teaching all signal specific skills or can the proponent schools add it to their in-house training?

	1.8
	Some network troubleshooting must be executed from a remote location
	· Signal personnel in the initial air flow will be severely limited

· Some signal soldier troubleshooters will be pushed forward

· Home station network support must be highly skilled and readily available

· The network must support some configuration/monitoring capability from home station
	· What troubleshooting functions can be completed via remote location?

	1.9
	Airborne dedicated communications relay platforms should be employed early to ensure connectivity between APODs (as one of the multiple means of communication)
	· APODs cannot be connected via terrestrial communications (> 50 km distance)

· Airborne layer required to augment SATCOM connectivity

· During the initial entry operations, the APODs needed to be connected in order to begin developing the situation.  This connectivity required the deployment of internal communications UAV's.  In order to develop this capability early, the UAV capability needed to be deployed early in the sequence.
	· What is the normal UE augmentation of UAV's for the UA?

· Evaluate need for a force readiness package to include an early entry airborne relay contingency.

	1.10
	There should be UAV's with dedicated communications relay missions
	· UAV's have significant ISR priority during decisive parts of the event 

· Payload conflict occurs with CL III & CL IV (capable of communications and ISR missions)

· ISR focus was often in a different location than was required to maintain network connectivity

· UE shaping has significant ISR requirements

· Non-contiguous operations require UAV comms relay packages to connect network components

· Throughout the exercise, the UA was dependent on the extended ranges of the airborne layer for network connectivity.  The airborne communications layer depended on flexible and tailorable UAV comms relay.
	· What is the anticipated percentage of time a dual mission UAV will focus on communications?

· Should all UAV's be equipped to support dual role (ISR and Comms relay) missions?

· Can UAV's be effectively assigned primary and alternate roles as ISR and communications relay packages?

· Continue to develop the TTPs and CONOPS for UAV employment.

· Does the need for platoon/squad  comms UAV's/UGV's increase during intense combat in urban, subterranean, or complex terrain?

· Should dedicated comms relay be assigned to Range Extension section in the BIC?

	1.11
	Commercial Infrastructure connectivity may provide an additional means of redundancy
	· APOD locations may have existing commercial communications infrastructure (e.g. switching, routing, fiber)

· WIN-T PoP gateway can provide entry point into commercial resources

· Proper encryption is required to transport information (e.g. SBU, Secret, etc.)
	· What are the commercial infrastructures that should be interoperable with (e.g. Asian, European, etc..)?

· Will DISA negotiate contracts to use foreign SATCOM systems during times of conflict?

· What commercial SATCOM resources are potentially available?

· Does the UA need the capability to interface with commercial Infrastructure?

	1.12
	NETOPS planning must be responsive to mission
	· Internal planning for UA communications assets

· External coordination with UE for communications support

· SATCOM network construction and request process

· COP/CCIR flow and precedence of information
	· What are the UA NETOPS capabilities?

· What NETOPS capabilities that the UE must perform to support UA?

· Where are the NETOPS capabilities performed in the UA?

· Once the initial SATCOM network is planned, where will the planner be located to allow them to manage and modify the network?

	1.13
	Fire and Effects may be processed/coordinated at a location away from the APOD for early entry operations
	· FDC may not be part of the initial air flow

· Request for fires would be transported back to FDC for coordination

· Based on FDC location and route of message travel, additional latency could be added

· Added reliance/dependency on network connectivity and Speed of Service (SoS)

· Request for fires would be transported back to FDC for coordination via the comms network
	· What is the specific (e.g. by vehicle type) air movement plan for the UA?

· Processing programs must take unique satellite constellation latency into account, on different satellite constellations

· What additional communications assets, if any, should be allocated to guarantee connectivity/sufficient SoS for effective fires/effects?


4.1.5.  Important Survey Results for Event 1

4.1.5.1.  More Data Needed.  Of the 33 survey items, 30 had responses that showed almost half of the participants needed more data before they could form an opinion on the items.  The fact that these surveys were taken after the first event probably contributed heavily to this result.

4.1.5.2.  Dependence on Satellites and other non-organic assets.  56% of those responding agreed that the UA network was dependent on communications between unmanned systems and satellites or other non-organic assets.

4.1.5.3.  Communications between the UA and the UE.  97% of those responding agreed that communications were required between elements of the UA and elements of the UE during the event.

4.2. Insights - Event 2 (UA Force Protection).

4.2.1.  Mission:  At H+72 Hour, D Day, Company, 1st CA Bn and Avn detachment conducts an air assault operation and attacks to secure the nuclear waste disposal plant in the vicinity of Ozero Beyuk Lake, until ground forces link up from the airfield.

4.2.2.  Purpose:  Seize the nuclear waste disposal plant to prevent REDFOR ranger forces from obtaining nuclear waste materials and destroying the plant.   

4.2.3.  Conditions:  Joint and UE fires and airlift assets are available to support operation.  There is a US Navy SEAL team conducting ISR in the vicinity of the nuclear waste disposal plant.  A REDFOR Motorized Rifle Brigade is defending the northwest portion of Baku city.  There is an Azeri Ranger platoon in vicinity of the nuclear waste disposal plant.  Paramilitary Forces are operating in the area.

4.2.4.  Insight Table for Event 2.  

	#
	Insight
	Background
	Future Emphasis

	2.1
	Signal personnel must be available to plan for Comms Relay UAV's at each echelon where comms relays will reside
	· UAV with communications payload is an integral part of the overall network plan

· No planning tool exists for Comms relay planning and nothing exists to populate the COP with a UAV comms relay overlay.

· Need for UAV communications relays may occur very rapidly

· Communications relay mission will need to be adjusted/modified as the mission dictates

· Communications planners must understand ISR and Communications relay plans/roles/missions

· There will be instances where communications relay planning will be necessary in order to maintain connectivity to the network.  These instances require that the planner be able to both plan the payload and the platform.  Payload planning includes the frequency, key security, etc.  Platform planning includes the altitude, range, location, etc.
	· What specific planning information must flow from NETOPS to Air Control Tem?

· Interaction between comms planning and UAV controllers?

· Sensor Overlays and Comms UAV overlays, how are they feed to COP?

· Continue to develop the skill set requirements.

· Can UAV tasks be combined with NETOPS?

· Who controls the UAV payload for comms relay (range extension section) ?

	2.2
	The signal skill set must include comms relay planning and UAV control
	· Network planners must be able to allocate UAV resources (e.g. duration, time of flight, loiter time, nets supported, specific locations)
	· Will signal planners be required to fly UAV's, or just provide planning information to Air Control Team (e.g. aviation element)?

· Can a frequency reuse plan (particularly in the JTRS (UHF) band) be developed that will allow the UA to simultaneously access the airborne (UAV) and space (SATCOM) layers to support the warfight?

· Is frequency Management required at the UA?

· Can UAV's be controlled by Range Extension Section in BIC ?

	2.3
	An aerial communications relay platform is needed for connectivity from the APOD where the UA is located to the other APODs
	· APODs cannot be connected via terrestrial communications (> 50 km distance)

· Airborne layer required to augment SATCOM connectivity

· During the initial entry operations, the APODs needed to be connected in order to begin developing the situation.  This connectivity required the deployment of internal communications UAV's.  In order to develop this capability early, the UAV capability needed to be deployed early in the sequence.
	· What is the normal UE augmentation of UAV's for the UA?

· Is the UE augmentation attached to the UA?

· Personnel to support augmentation reside where?

· Develop a force readiness package to include an early entry airborne relay contingency.

	2.4
	The air assault team needs redundant connectivity with other UA elements
	· Information exchanges include:  SA, COP, collaborative planning

· Several alternatives exist to satisfy the requirement:

· Alt 1 - Comms relay platform with WIN-T PoP flown in with the team to communicate through satellite

· Alt 2 - 1 Class IVB (UA asset) launched as dedicated comms relay

· Alt 3 -  2 Class III UAV's (CAB assets) launched as dedicated comms relays

· Alt 2 & 3 - Planning for organic Comms Relay UAV's must be done by organic CAB signal personnel

· The entire UA needs to be connected to the Network in order to be effective.  This is especially true for the air assault team, which needs the latest information in order to conduct its assault and be effective.  Connectivity in this instance will be from various sources to include SATCOM and possibly UAV's.
	· What are the specific information requirements of the Air Assault Team?

· What are the expected JTRS via MUOS throughput requirements?

· The air assault portion should be developed to include a standard support package.  Future MAPEXs should address the standard support options.

· Should the retrans MULES be organic to the maneuver element?



	2.5
	C4 Planner requires analysis tools for ‘latency and connectivity’ for planning and performance management
	· The location where tactical elements process data (e.g. Fire Direction, COP fusion) significantly impact network demands

· C4 planners must be able to advise the commander on optimal locations (e.g. forward or rear) on data processing 

· In a highly technical environment the C4 planner needs tools to perform complex analyses and recommend solutions
	· Where will tactical data processing (e.g. COP, Intel Fusion, CFF) occur for various mission sets?

· What information is included in the C4 planners’ situational awareness suite?  His “signal” COP?

· Status of network

· Network profiles

· Warfighter’s scheme of maneuver

· SATCOM footprint

· Spectrum allocation

· Etc.

	2.6
	WIN-T PoP may be required on a MULE vehicle to maintain connectivity for Air Assault element
	· Air Assault team requires redundant communications during the operation

· High throughput requirements may required on one of the WIN-T PoP versions

· WIN-T PoP on a MULE systems provides adequate support for this operation and flexibility for other missions, as required
	· What is the space, weight, power available for comms equipment on a MULE?

· What are other mission sets that could benefit from a MULE, enabled by a WIN-T PoP?

· What capability must exist in the Mule WIN-T PoP and how will the BIC employ the mule?

· Are WIN-T PoP elements amendable for unattended operation (classification/security, human involvement)?

	2.7
	Information Dissemination scheme is required to prioritize COP/NETFIRES data on the network
	· Significant information exchanges will take place on the network

· Not all information will have the same priority

· Information exchanges must be prioritized IAW with the Commander’s precedence
	· How will IDM policies be developed and conveyed to the C4 planner?

· How will changes in priorities affect user communications?

· Does IDM include fused red information?


4.2.5.  Important Survey Results for Event 2

4.2.5.1.  Reliance on Dedicated Communication Relays.  74% of those responding felt that the UA required 2 or more dedicated communications UAV's for all UA elements to be connected during the event.  47% of those surveyed felt that the number of UAV's organic to the UA was adequate to cover all the ISR and communications requirements.

4.2.5.2.  Dependence on Satellites and other non-organic assets.  88% of those responding agreed that the UA network was dependent on communications between unmanned systems and satellites or other non-organic assets.

4.2.5.3.  Organic Signal Force Structure.  Almost half of the group felt there wasn’t enough data to form an opinion on any of the six survey items that dealt with the validity of the organic UA Signal force structure.

4.3. Insights - Event 3 (Urban Force Protection).  
4.3.1.  Mission:  At H+96 Hour, D Day, Company, 1st CA BN attacks to seize OBJ UNIVERSITY in Baku City.

4.3.2.  Purpose:  Seize key buildings in University district of Baku City.   

4.3.3.  Conditions:  The UA Brigade has established a communications (C4ISR) network for urban operations in the vicinity of the University district.  There are six small REDFOR Azeri Infantry sections operating in the University district with the mission to deny BLUFOR access to the University buildings.

4.3.4.  Insight Table for Event 3.

	#
	Insight
	Background
	Future Emphasis

	3.1
	All soldiers must be able to recognize the network limitations & trade-offs in the urban fight
	· The density of sensors / network nodes is higher in the urban environment than in other terrain

· Signal strength; loss of signal; sensor priority

· Each soldier must understand the implications of line of sight communications and what that means especially in the urban fight.  In order to be successful, soldiers must position their sensors in the optimal locations in order to support combat operations.
	· What co-site mitigation factors are required for urban operations?

· What are the transmission propagation characteristics of specific waveforms, in an urban fight?

· A step-by-step urban fight should be conducted in order to gain insight into the network connectivity.

· What skill set must be included and at what echelon to ensure reliable communications for small unit operations?

	3.2
	Comms relays are needed to pilot Class I & II UAV's with video feed
	· UAV's will be looking in windows and around corners out of operator line-of-sight
	· Do UAV's need layered UAV's to provide connectivity regardless of payload?

	3.3
	A dedicated comms relay is needed to provide connectivity from units in urban environment to higher headquarters
	· Physical structures block line-of-sight between the company & battalion

· Class III UAV requested from battalion because of limited number of UAV's in company
	· What echelon is required to fight independently?

	3.4
	Dynamic spectrum management tool is required for urban operations
	· Significant density of power lines, sensors, radio systems, commercial infrastructure
	· Deconfliction of owned and “non-owned” frequencies

· Where is frequency Management done?

	3.5
	UAV coverage area (e.g. radius) is significantly degraded in an urban area
	· Tall buildings and man-made structures drive a high look angle (e.g. >30 degrees)

· SATCOM use may be severely restricted in an URBAN environment due to look angles to satellite.
	· What is the average look angle for urban operations?

· Can a frequency reuse plan (particularly in the JTRS (UHF) band) be developed that will allow the UA to simultaneously access the airborne (UAV) and space (SATCOM) layers to support the warfight?

	3.6
	In urban combat, voice comms may be more important than sensor comms.
	· Due to fast moving situations and lack of sensor data, voice comms may be a better alternative to the commander
	· What is the reliance in voice comms and sensor comms during the urban fight.

	3.7
	Must be able to leverage commercial comms facilities in urban environment
	· Urban cell phone towers could be used by friendly forces to compliment the network
	· How does urban commercial infrastructure assist the network comms ?


4.3.5.  Important Survey Results for Event 3 (See Event 4)

4.4. Insights - Event 4 (Urban).

4.4.1.  Mission:  At H+108 Hour, B Company, 1st CA BN continues the attack to secure OBJ UNIVERSITY in Baku City.

4.4.2.  Purpose:  Seize key buildings in University district of Baku City. 

4.4.3.  Conditions:  There are four small REDFOR Azeri Infantry sections operating in the University district with the mission to deny BLUFOR access to the University buildings.  Two of these REDFOR Azeri Infantry sections control key buildings and attack routes in OBJ UNIVERSITY.

4.4.4.  Insight Table for Event 4.

	#
	Insight
	Background
	Future Emphasis

	4.1
	Underground operations requires a dedicated communications relay system
	· Communications are required between units above and below ground

· Alternatives were identified to support mission:

· Alt #1 - A trail of small relays underground with a gateway to the unit above ground

· Alt #2 - Tie two networks together using JTRS remote capability & fiber optic cable

· Alt #3 - Voice connectivity only between the units

· Alt #4 - New JTRS subterranean waveform

· GPS provides positioning; may not be  available underground

· Underground operations will require more dedicated communications systems in order to provide the same type of information available above ground.  It is not clear whether or not this type of information is required for these types of operations.  In order to get around the Line of Sight (LOS) problems of going underground, additional systems will be needed in order to bend the wireless links.
	· What are the capabilities of a waveform to penetrate underground/subterranean structures?

· What is the relay concept for subterranean?

· Need to develop the requirements for the underground operations and inject those requirements into the unmanned systems.

	4.2
	Urban environment limits the network capabilities because of physical structures
	· Tall buildings, power lines, commercial infrastructure

· SATCOM use may be severely restricted in an URBAN environment due to look angles to satellite.
	· What is the average look angle for urban operations?

· Can a frequency reuse plan (particularly in the JTRS (UHF) band) be developed that will allow the UA to simultaneously access the airborne (UAV) and space (SATCOM) layers to support the Warfight?

· Can SUGVs have automatic link level control when acting as a comm. relay?

	4.3
	Streaming video ISR required at the squad level
	· ICV's deploy a series of SUGV's to collect video imagery data

· Video is fused at the lowest level (e.g. ICV) but critical information feeds are sent to higher/adjacent elements
	· What is the average throughput of video imagery sent to higher/adjacent elements


4.4.5.  Important Survey Results for Events 3 & 4 (The survey was combined for these events)

4.4.5.1.  Dependence on Satellites and Other Non-organic Assets.  85% of those responding agreed that the UA network was dependent on communications between unmanned systems and satellites or other non-organic assets.

4.4.5.2  Configuration of Communications Relay Packages.  54% of those responding agreed that communications relay packages should have been configured to support at least two nets.

4.4.5.3.  Organic Signal Force Structure.  Almost half of the group felt there wasn’t enough data to form an opinion on any of the six survey items that dealt with the validity of the organic UA Signal force structure.

4.5. Insights - Event 5 (Pursuit).

4.5.1.  Mission:  At H+120 Hour, 1st CA BN, 2nd UA ordered to conduct rapid, simultaneous exploitation and pursuit operations along multiple axes to destroy two dislocated Mechanized Infantry Battalions in the area of Agdam.  

4.5.2.  Purpose:  Prevent REDFOR from crossing bridges and ferry sites on the Araks River and escaping towards Agdam.

4.5.3.  Conditions:  The 1st and 2nd CA BNs are attempting to stop three REDFOR Mechanized Infantry Battalions before they cross bridges and ferry sites on the Araks River and withdraw towards Agdam.  The 2nd CA BN is responsible for the third REDFOR Mechanized Infantry Battalion in the south. 

4.5.4.  Insight Table for Event 5. 

	#
	Insight
	Background
	Future Emphasis

	5.1
	Priority for collaborative planning on-the-move:
	· COP data 

· Voice

· Whiteboard

· VTC (probably not required at battalion level)
	· How far down will the requirement for VTC go, do different OF elements require VTC down to different levels?

	5.2
	The WIN-T PoP should be available at the echelon requiring reach and reach back
	· Bn/detachment have significant IER/throughput requirements that cannot be satisfied by JTRS alone
	· Analyze 101 WIN-T PoP locations, by vehicle type/Bumper #

· Identify each echelon requiring specific WIN-T functionality.

	5.3
	Multiple comms redundancy is necessary to keep the UA Network viable
	· Physical structures block line-of-sight between the company & battalion

· Class III UAV requested from battalion because of limited number of UAV's in company
	· Who plans the overall redundancy of communication coverage?

· When is a battalion or company required to augment the network for connectivity?

	5.4
	Multiple layers of comms relay UAV's will be required to provide comms between UA & UE
	· Requested from & coordinated by UE

· SATCOM use restricted by look angles blocked by tall buildings

· The physical LOS properties of UAV's with appropriate look angles for the terrain do not provide the ranges listed in the FCS Systems Book.  

· Multiple layers of UAV's are required to operate simultaneously in order to affect the communications and control of these UAV's..

· Communications coverage of solitary UAV's was not big enough and/or did not have the flexibility to provide the required coverage.
	· Can a frequency reuse plan (particularly in the JTRS (UHF) band) be developed that will allow the UA to simultaneously access the airborne (UAV) (potentially layers of UAV's) and space (SATCOM) layers to support the warfight?

· Develop a study to look at the communications coverage of UAV's and the requirements.

	5.5
	The UA must have the capability to plan and manage comms relay UAV's
	· Possibly use Information Superiority Cell

· The UA will be launching UAV's for communications between Battalion level units and the UA HQ.
	· Determine the planning factors that the UA must be trained on

· How will comms relays be managed, tasked, re-tasked, flown?

· What is the TTP? Tools?

· What program (FCS, JTRS, WIN-t…) are tools defined?

	5.6
	The rapid movement of the UA may stress the capabilities of the organic signal structure
	· SATCOM links must be available on demand to provide network connectivity to support rapid movement
	· Can SATCOM network be planned and managed to provide the flexibility?

· Are Satellite and terminal systems being developed to allow for autonomous access to SATCOM on demand?

· How will SATCOM requirements be coordinated from UA to DoD agencies (DISA) for immediate SATCOM use?

	5.7
	Point-to-point voice calls will be necessary even with the data the COP will provide
	· Voice calls will remain a vital part of mission/collaborative planning

· Push-to-Talk requirements will also remain a vital part of mission execution
	· Determine the requirements for voice as opposed to data communications loading?

· Does there need to be a specific voice JTR waveform?

	5.8
	WIN-T PoP locations need best support throughput/information exchange requirements of the user
	· Scouts/R&S may not have the highest reach/throughput requirements in the CAB

· WIN-T PoP locations must best support mission requirements for reach
	· Verify the PoP locations at each location (e.g. scouts, R&S, etc.)

	5.9
	A rapidly moving force will need dedicated communications relays that will move with it
	· Dedicated communications relays were required for this event
	· What echelons are required to support?

	5.10
	UE/JIM UAV coverage must be leveraged by UA
	· Request for access  to external resources i.e. Global Hawk

· When the UA gets spread out at great distances, the UA will most likely depend on the UE/JIM to provide the overlapping and gap filling communications to support the UA.  The UA under its current structure does not have the ability to support the redundant communications links throughout the UA.  The UA without UE/JIM support would be dependent on SATCOM capability and throughput.  Leveraging UE/JIM coverage could help mitigate a single point of failure.
	· Develop requirements and CONOPS.

	5.11
	Dedicated communications relays are required for internal UA communications
	· Brigade Cdr should be able to employ aerial CRP's to cover each battalion to provide intra- and inter-battalion comms

· One UAV comms relay per battalion was required for this event

· UA operations are dependent on relay of data.  The relay of this data cannot be second to anything else.
	

	5.12
	Ground comms relays are not flexible enough to support a rapidly moving force
	· Mules are slower and need to be emplaced on high terrain
	· What is the appropriate mix of ground vs. aerial communication relay capabilities?

	5.13
	ISR UAV's will be far forward and will need comms relay capability back to operator
	· ISR missions were normally done forward of the FLOT or along flank locations

· Comms missions were o/a unit CP's and gray space between echelons

· ISR mission took priority at decisive point in operation, which left little support for communications relay
	· What is the availability of UAV's to support the CRP mission?

· Conduct a UAV MAPEX.

	5.14
	All UAV's should be configured to provide comms relay at the same time they are performing any other mission
	· If all UAV's don’t have a dual capability, the number in the air at any given time could become very difficult to manage

· The numbers of required UAV's is large and the UAV's employed for RSTA should be leveraged as opportunity communications gap fillers.  

· Provides flexibility in the use and deployment of UAV's.
	· What percentage of time will a non-dedicated CRP be able to support signal missions?

	5.15
	Comanche's may need a comms relay support because of their low altitude and distance from the UA
	· Comanche's will be responsible for passing and coordinating a large amount of data.  This data must be transferred to the UA and/or UE in order to provide the full capability of the UA.  Because of the line of sight ranges of the Comanche at low altitude, SATCOM would be the only method of transferring this data, unless a relay UAV at the appropriate altitude was in support.
	· Address the information relay requirements of the Comanche throughout the mission profile.


4.5.5.  Important Survey Results for Event 5.

4.5.5.1.  Reliance on Dedicated Communication Relays.  54% of those responding felt that the UA required 3 or more dedicated communications UAV's for all UA elements to be connected during the event.  84% of those surveyed felt that the number of UAV's organic to the UA was NOT adequate to cover all the ISR and communications requirements.

4.5.5.2.  Dependence on Satellites and Other Non-organic Assets.  79% of those responding agreed that the UA network was dependent on communications between unmanned systems and satellites or other non-organic assets.

4.5.5.3.  Communications between the UA and the UE.  100% of those responding agreed that communications were required between elements of the UA and elements of the UE during the event.

4.5.5.4.  Organic Signal Force Structure.  Over half of the group felt there wasn’t enough data to form an opinion on any of the six survey items that dealt with the validity of the organic UA Signal force structure.

4.6. Insights - Event 6 (Logistics).

4.6.1.  Mission:  At H+130 Hour, UE establishes and secures a Line of Communications and moves supplies to the vicinity of 1st UA.  1st CA BN, 1st UA conducts Sustainment Replenishment Operations (SRO); o/o conducts rapid, simultaneous exploitation and pursuit operations along multiple axes to destroy dislocated enemy forces in the Agdam area.

4.6.2.  Purpose:  1st UA has expended its basic loads.  The UE has established a secure LOC from the Sangachaly airport (Pulsed Supply Point) to the 1st CA entry point.  1st CA BN secures resupply area.  REDFOR SPF teams are operating in the area.  Remnants of a REDFOR Reconnaissance Platoon and a Mechanized Infantry Platoon are hiding in the area.  These REDFOR remnants were bypassed by BLUFOR units in pursuit of an enemy Mechanized Infantry Brigade.

Secure Line of Communications to rapidly replenish the 1st UA in order to continue the attack and pursuit of the enemy.

4.6.3.  Conditions:  Following the Baku City urban fight, the 1st UA has expended its basic loads.  The 1st CA BN, 1st UA will be the first CA BN to conduct replenishment sustainment operations.  UE is establishing a secure LOC from the Sangachaly airport the Pulsed Supply Point (PSP), to the 1st CA entry point.  There is a concern about CSS units being interdicted along the LOC.  There are SPF teams, an Azeri Infantry squad with AV mine capabilities, and Partisans operating in the area.  There are dislocated civilians (non-combatants) with Partisans intermingled with them moving south from Baku City to the Sangachaly airport PSP, in search of food.  The non-combatants must be deterred/delayed from arriving at the Sangachaly airport PSP.   Additionally, Partisans have acquired semi-tractor trailers from industrial areas.

4.6.4.  Insight Table for Event 6.

	#
	Insight
	Background
	Future Emphasis

	6.1
	Pulsed Logistics requires connectivity of each platform to the master database in CONUS
	· GCSS-A (ERP) capability uses a thin-client capability

· Thin client capability requires a continuous connection with a remote server/database to utilize the system

· There is a significant requirement in continuous throughput for exchanging logistical reports
	· How will logistical databases be employed on the battlefield (if at all)?

· How will the logistical database be linked to the Joint Common Database?

· What are the network requirements for continuous connectivity from CONUS to each platform?

· How will that demand affect other network users? 

	6.2
	The commander needs appropriate network planning capabilities within his unit
	· C4 planner must be able to develop various signal/network  COA's during standard MDMP process

· The COA's must be presented during mission planning for CDR  decision

· Network survivability will become a higher priority in the MDMP cycle, as information becomes an element of combat power
	· How will communication MDMP be executed in a virtual environment in the OF?

	6.3
	Non-signal commanders must understand network planning
	· Network survivability will become a higher priority

· Communications must be a force multiplier not an inhibitor.
	· Should this be a block of instruction within the PCC for incoming Commanders

· How are tactical commanders going to be taught to “fight” information superiority as they are taught to “fight” indirect fire and air support as force multipliers today?

	6.4
	Ground comms relays will be used more as units become more static
	· During logistical re-supply and sustainment operations (RSO) there was the potential to put unmanned (e.g. MULE) communications relay systems
	· What is the appropriate mix of aerial vs. ground relay capabilities – based on mission type?

	6.5
	Class IV UAV used for BN-BN and BDE-BN connectivity (higher to lower)
	· Providing the Battalion-to-Battalion connectivity through Class IVb persistent stare capability best supports the relay requirements within the UA.  Due to the line of sight limitations, ground communication relays are not as effective supporting spaces between battalion clusters.  Instead, overhead coverage of the Battalion with crosslinking coverage to overhead relays supporting other Battalions will provide the best coverage.
	· Develop a model that addresses the throughput requirements and the coverage requirements to support the CAB with UAV's.

	6.6
	The pilot flying UAV's for comms coverage will effectively be taken out of the battle during the UAV flight.
	· The CLIII UAV's flown by the Recon element will not likely be used to support missions outside of the recon elements mission set.  This means that the communications coverage projected by CL III UAV's needs to be addressed by resources.  
	· After developing the other UAV studies, look at the personnel support requirements and determine if comms UAV's will be flown by Signal soldiers or tasked to other functional groups.

· Can Range Extension support dedicated UAV platforms?


4.6.5.  Important Survey Results for Event 6.

4.6.5.1.  Dependence on Satellites and Other Non-organic Assets.  81% of those responding agreed that the UA network was dependent on communications between unmanned systems and satellites or other non-organic assets.

4.6.5.2.  Organic Signal Force Structure.  Over half of the group felt there wasn’t enough data to form an opinion on any of the six survey items that dealt with the validity of the organic UA Signal force structure.

4.7.  Important Results from the Final Survey.

4.7.1.  Dependence on Satellites.  76% of those responding agreed that the UA headquarters elements must have satellite communications connectivity to UE headquarters elements.  52% of those surveyed agreed that functional UA units must have satellite communications connectivity with their UE functional counterparts.  88% of those responding agreed that the UA Commander must have satellite connectivity for mission success.

4.7.2.  Dependence on Airborne Communications.  68% of those responding agreed that the UA headquarters elements must have airborne communications connectivity to UE headquarters elements.

4.7.3.  Satellite Training for Platform Operators.  76% of those responding agreed that every operator of a satellite-capable platform should be trained on operation and maintenance of the satellite equipment.  60% of those surveyed agreed that the non-signal operator of a communications platform should be school trained in specific satellite communication trouble-shooting skills.

5.  RECOMMENDATIONS:

This Initial Insight Report from the Network MAPEX UA1-03 CEP experiment is the first step in a BC/C4ISR campaign plan to analyze, evaluate, and refine Objective Force and FCS Network Concepts.   This goals set forth for this experiment were met by the capture of key initial insights that will have major impacts upon the doctrinal concepts of the Objective Force in a future (2015) operational environment.  The emphasis of the CEP experiment was focused on three lead EEA's and their respective subsets of related MOM's addressed in the report.  At a later date it is envisioned that these insights will either migrate to valid key system and doctrinal requirements forming the analytical underpinning of supporting Objective Force and FCS documents, or become key questions requiring further analysis or experimentation to mature the issues into such requirements.  

5.1 Network MAPEX UA1-03 Recommendations:

5.1.1 
Proponent Battle Labs must incorporate realistic communications scenarios in all their MAPEXs. Since the UA is network dependent they must reinforce their driving communication requirements to complement their systems and to further refine the UA and UE O&O Plans and ORD’s.
5.1.2.  Realizing that WIN-T PoP / JTRS equipped platforms can be purchased within (estimated) 2 years of the target date when needed, the satellite communications functionality of those platforms is negated if resources are not on orbit to support requirements.  Currently satellite functionality procurement (MNS, ORD, RFP, construction, launching, on orbit testing) requires (estimated) 8 years to come to fruition, reinforcing the proponent requirement to request (POM for) "…as much as is purchasable…" satellite resources as soon as is proponent actionable.

5.1.3. Spectrum and Spectrum Analysis – The use of the RF spectrum in the Objective Force will be unprecedented. The quantity required and the speed and precision by which it needs to be managed requires significant analysis. 

5.1.4 Network operations and management (NETOPS) – The complexity of the network force and the interrelationship and interdependence with other entities, to include the JIM force, will require a much higher fidelity of knowledge and management. Much more analysis is needed.

5.1.5 Bandwidth (efficient use of available bandwidth) – Bandwidth must be managed very effectively to minimize the effects on the Warfighter’s operations. Tools and TTPs need to be experimented with and analyzed.

5.1.6 Communications reliability and mean-time-between-failure (MTBF) – How will objects and threshold requirements affect the Warfighter?

5.1.7 Joint, Allied, Coalition, and Host Nation interoperability – How will interoperability requirements be met? What are the minimum requirements versus desired objects for interoperability with different forces, agencies, and entities?
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