ANNEX F   GUIDELINES FOR USER TRANSITION FROM AUTODIN TO DMS





1.  Transition Concept.



When a GENSER organizational user who currently is provided communications services by AUTODIN or its subordinate relay systems and has a Plain Language Address (PLA), is ready to transition to DMS service, the user's Sub-Registration Authority (SRA) constructs and registers the user's new Directory Name (DN) and O/RAddress.  The DN includes as the Associated PLA the user's AUTODIN PLA.  The local Certification Authority (CA) then uses the Certification Authority Workstation (CAW) to generate a certificate and the user's FORTEZZA card, and to enter the certificate into the Directory.  The SRA cannot insert the user's new DN into the DMS X.500 Directory GENSER PLA Directory Information Tree (DIT) for use by the Multi-Function Interpreter (MFI), because the PLA DIT is "owned" by DISA and the SRA does not have modify access to it.   



The PLA DIT is maintained centrally, at Ft. Detrick, MD, under DISA authority.  The PLA portion of the PLA DIT is automatically updated daily; the DN portion is added as required.  



This annex provides guidelines for the proper maintenance and updating of the PLA DIT.  Close coordination is required among the local SRA, DISA D3621, the Service/agency USMCEB Military Communications Panel member (the PLA Authoritative Source), and the Ft. Detrick PLA DIT Administrator.



The procedures to be followed for obtaining or discontinuing physical and network connectivity are outside the scope of this annex.





3.  Transition Guidelines.



The following guidelines are established for proper coordination of organizational user transition in the near-term and IOT&E period.  Insofar as possible, established procedures have been followed, but some existing procedures have been summarized for brevity.



a.  An organizational user wishing to transition from AUTODIN to DMS service so advises the local Sub-Registration Authority.  



b.  The SRA registers the user in the DMS X.500 Directory, provides an O/RAddress, and inserts the user's AUTODIN PLA into the Associated PLA field of the entry.    



c.  The SRA provides the user information to the Certification Authority, who uses the CAW to generate the user's certificate and FORTEZZA card, and places the certificate into the Directory entry.  The CA delivers the FORTEZZA card to the user.  At this point, the user can exchange messages within the DMS, and send messages to AUTODIN users, but cannot receive messages from AUTODIN users.  



d.  The SRA then notifies the DMS GSM, by either DMS or AUTODIN message, of the transition, giving the user's AUTODIN PLA and the new DN with which it is associated.   The desired effective date/time must be indicated, along with the SRA's contact information. 



e.  The GSM then directs the Ft. Detrick PLA DIT administrator to add the user's DN to the PLA entry in the PLA DIT.  The GSM will act as a point of contact and Authoritative Source for PLA DIT spelling and questions.  The PLA DIT administrator must ensure that the PLA provided by the GSM is in the PLA DIT and that the DN is in the DMS Directory.  The PLA DIT administrator must advise the GSM of any misspellings or other discrepancies, or of inability to meet a required effective time.  The GSM will coordinate with the Service/agency Authoritative Source and/or the SRA as necessary to resolve problems.  



f.  The SRA then notifies the appropriate S/a Authoritative Source for PLA maintenance (see below) that the user associated with the PLA is now being served by DMS and that the appropriate Routing Indicator(s) for that PLA should be changed to the RI of the Multi-Function Interpreter.  Again, the desired effective date/time must be provided and must be at least 72 hours after the effective date/time of the PLA DIT change.



g.  Using current procedures for PLA and/or RI change, the Authoritative Source will then take steps to have the Message Conversion System (MCS) Central Directory Component (CDC), the ACP 117, and other Routing Indicator sources modified to reflect the change of RI.  Once the RI change is effective, the new DMS user is fully interoperable with AUTODIN users.



4.  Modification Procedures



Even after an organizational user has made the transition from AUTODIN to DMS, certain events (such as a change of organization name or location) may necessitate changes to the Directory Name, O/RAddress, or PLA.  The SRA should be designated the point of contact within the organization for any Directory changes.



a.  Modification to the O/RAddress.  Done by the SRA without reference to any other authority.



b.  Modification to the Certificate.  Done by the Certification Authority in coordination with the SRA.



c.  Modification of the PLA.  All concerned must follow the procedures described in Paragraphs 3d through 3g above for changes to a DMS user's PLA.  



d.  Modification to the Associated PLA.  Modification of the Associated PLA is done by the SRA after the changes are made to the PLA DIT.  





5.	Deletion Procedures



In the event that a DMS organizational user discontinues service, or discontinues DMS service and AUTODIN service must be restored, the procedures to be followed are essentially the reverse of those set forth in Paragraph 3 above.



	a.  The user makes the change or discontinuance of service known to the SRA.



	b.  The SRA notifies the S/a Authoritative Source, who will initiate the process of changing the MCS CDC, the ACP117 and other PLA sources to either (1) remove the PLA and its associated PLAs entirely or (2) change the RI(s) from that of the MFI to that required for AUTODIN service.



	c.  If the user is discontinuing DMS service, the SRA then notifies the CA to revoke the user's certificate, and deletes the user's entry from the X.500 Directory.



d.  Even if a DMS organizational user has no need to interoperate with AUTODIN users, a PLA, an associated PLA, and entry in the PLA DIT are still required of all organizational users.
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