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TSEC PE 6: VoIP & VTC Configuration

FA24 Telecom Systems Engineer Course

Practical Exercise 6: VoIP and VTC Configuration
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OBJECTIVES
The objective of this lab is to gain an understanding of Voice over Internet Protocol (VoIP) and Video Teleconferencing (VTC) Systems.

INTRODUCTION

Voice originates as an acoustic signal.  In order to transmit voice over a network, it must first be encoded into a digital (data) format, and it must be decoded back to an analog signal on the receiving end.  You have learned that the standard encoding technique is Pulse Code Modulation (PCM).  Nyquist’s sampling rule requires that the analog signal be sampled 8000 times per second at precise and regular intervals; in other words, each sample represents exactly 125 microseconds of a voice information stream.  Each PCM sample comprises 8 bits, or one byte.  The string of bytes representing a voice conversation, according to the normal conventions, requires a 64Kbps (DS-0) signal.  The 8-bit digital sample might represent an utterance or it might represent a moment of silence and voice transmissions contain many moments of silence.  Transmitting this silence is inefficient.  Compounding this inefficiency, polite human conversational convention generally involves only one active direction of the conversation at a given time.  In other words, we take turns talking, rather than overtalking each other.


In the circuit-switched PSTN, each of the conversation samples (including silence) associated with one voice transmission is interleaved with those of other transmissions through Time Division Multiplexing, and flows across the network, from end to end.  At every step of the way, every network element must maintain a very tight and highly synchronized timing of the individual bytes.  Essentially, all of the circuits and switches must ensure that each originating sample in a stream of samples is received in exactly the same order and at exactly the same pace as it was created.  Only in this fashion will the voice stream retain its fluidity and reasonably natural sound.  If a number of voice samples suffer loss or error in network transit, the quality will suffer.  If some voice samples arrive in rapid succession and others are delayed, the voice stream will lose its fluidity and will sound jittery.  All of the elements in the network must work together in a highly synchronized fashion in order to support toll quality voice communications.  To ensure that the quality of the time slot for each sample is preserved, conventional TDM networks commit a time slot (8-bits) for each sample, whether a sound sample or a silence sample.  This approach works, but wastes limited bandwidth resources.


Voice over IP involves a different paradigm.  VoIP supports the transmission of voice data over a highly shared packet data network running IP and involving advanced compression techniques.  The first step in VoIP is the collection of a number of PCM voice samples in a temporary memory buffer at the IP gateway.  The gateway is a protocol converter, responsible for converting the PCM datastream to a compressed IP packet stream.  Physically, the gateway can be under the skin of a PBX or ACD, or can be a stand-alone CPE device situated between the PBX or ACD switch and the local loop.  More likely, the gateway will be a router situated at the edge of the carrier network, as a CO exchange sits in a conventional PSTN.  In either case, the gateway contains a number of Digital Signal Processors (DSPs).


Standardized gateway devices will use one of the standard compression algorithms (ITU-T G-series standards).  For G.729 the buffer in the gateway will gather 160 voice samples, each representing 125 microseconds of the voice stream.  The set of 160 samples is evaluated as a discrete set of binary data, and any redundant data (long pauses or southern drawls, for example) is identified.  Redundant data is compressed out of the data set, with the beginning and the length of the pause being noted.  The digital signal processors are responsible for the process of analog encoding to the digital format through a built-in CODEC (coder-decoder), and for voice compression.


The compressed data is prepended with an IP header and is now ready to be routed through the network.  The terminating gateway receives the data packets, decompresses them, decodes them, and constructs an approximation of the original acoustic signal.  
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From Cisco, reference the voice/fax module on the 3640 router:

H.323
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The H.323 recommendation was first issued by the ITU-T in early 1996 and was last released in February of 1998.  It is the keystone specification of most contemporary voice over IP products.  A broad and far-reaching recommendation, H.323 is less a specific standard for any one technology than an umbrella under which the actual VoIP protocols and standards fit.  In fact, it is possible to design an H.323 compliant voice telephone without employing IP at all.  The recommendation only specifies a need for a “packet-based network interface” on the terminal.


H.323 defines ways of interconnecting systems that do much more than simply transmit and receive a voice audio signal.  The multimedia communications systems referred to in the title are expected to support audio communications but also may optionally support video applications such as teleconferencing and “data conferencing” applications such as electronic whiteboarding, file transfer and the like.  But the primary focus by the market on this recommendation has been the audio capabilities that make VoIP possible.  Only the audio and control portions of the full H.323 protocol stack are used for IP telephony.  The audio stack handles all VoIP functions, and the only audio required for H.323 is G.711 (64kbps), but especially G.723 (5.3 or 6.4 kbps) or G.729 (8kbps).  Because of the delays introduced by the error checking and retransmissions employed by TCP, UDP is used.  H.323 specifies that a Real Time Transport Protocol (RTP) header be added to the UDP data.  To manage the quality of the voice on the networks, some implementations use the Real-Time Control Protocol (RTCP) as well as RTP itself.

Battlefield Video Teleconferencing

There is no DA standard for Battlefield Video Teleconferencing technology.  For theaters, Microsoft NetMeeting has become the defacto standard probably because of ease of use and low cost.  Tactical units Division and below mostly use NetMeeting and SunForum as an interim solution while Corps and higher units use a product called InfoWorkspace.

Microsoft lists the following as features of NetMeeting 3.0:

· Video and Audio Conferencing

· Whiteboard

· Chat

· Internet Directory

· File Transfer

· Program Sharing

· Remote Desktop Sharing

· Security

· Advanced Calling
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To be considered “live video”, at a minimum, a BVTC system must be able to transfer one second of video in one second.  VTC over an IP network is thus called a near-real-time system.  Audio simultaneously goes through the compression, transmission, and replay sequence and has to stay synchronized with the video stream.
The JTA and JTA-A mandate H.323 for BVTC.  Video streams are encoded and compressed using either the H.261 or H.263 video.  H.261 is for video coded at p x 64 kbps while H.263 is for low-bit-rate communication.

APPARATUS

· 2 ea. Cisco 2514 Router





· 2 ea. Cisco 3640 VoIP Router

· 2-4 ea. PCs running Microsoft NetMeeting

· 6 ea. Analog telephones

· Network cables (1 ea. RS449 DTE cable; 1 ea. RS449 DCE cable; 6 ea. Ethernet Strait cables)

· 2 ea. NETGEAR EN104 4-port Ethernet Hubs

· 2 ea. Ethernet Transceivers

PROCEDURES

Groups will configure and install the Cisco 3640 VoIP router within the network to support VoIP calls.  You will configure a point-to-point network between the two Cisco 2514 routers to connect two geographically distant LAN segments.  You will install and configure a T1 serial link between the Cisco 2514 routers on the designated interfaces.  You will also setup and conduct a point-to-point BVTC session over the established network.


Install the network IAW the diagram in Appendix A.

Step 1.
Install and physically connect the network components of the VoIP Network IAW the diagram in Appendix A. 

Step 2.
Install the Point-to-Point serial link between the two Cisco 2514 Routers.  [This connection will serve as the wide area connection between the two distant ends.]
Step 3.
Install the LAN segment to support the clients and VoIP stations within the network IAW the lab network diagram.  

Step 4.
Install the computer LAN components within the network.  Connect each computer workstation to the NETGEAR EN104 4-port Ethernet hub via a CAT-5 twisted pair Ethernet cable.

Step 5.
Install the Cisco 3640 VoIP LAN components within the network.  Connect the Cisco 3640 VoIP system to an available port on the NETGEAR EN104 4-port Ethernet hub via a CAT-5 twisted pair Ethernet cable.  The Cisco 3640 Fast Ethernet [3640 router #2] or Ethernet [3640 router #1] ports will be used to make this connection.  Once this is completed, connect the six analog telephones to the Cisco 3640 VoIP system.  Each phone will have its own two-wire telephone cable to facilitate the connection to the Cisco 3640 VoIP system.  Connect the phones to the system IAW the following instructions:

Cisco 3640 VoIP 1: Connect the three analog telephones to the VOIP router.  Use FXS ports 2/0/1, 2/0/0 and find another working FXS port to plug an analog phone into.  The first number represents the major port number or slot number that is imprinted on the back of the system.  The second number identifies the voice module number of the port.  The third number identifies the actual slot or position that phone instrument is plugged into.  Ex. FXS port 1/1/1 represents port #1/voice module #1/phone station #1.

Cisco 3640 VoIP 2: Connect the three analog telephones to VOIP router #2.  Use FXS ports 2/1/1, 2/1/0 and find another working FXS port to program and plug a phone into.

Configure the Point-to-Point network interfaces on the Cisco 2514 routers.  Use the Serial 0 or the Serial 1 port interfaces on the back of the 2514 router, IAW the network diagram.  Connect the Cisco 2514 routers using the Cisco RS449 DTE and the RS449 DCE serial cables.  You must configure the interfaces on each 2514 router the same way you do in every lab, which uses routers.  The following prompt / command table shows the correct entries for the FA24_R1 router.  Use it as a guide along with the network diagram to configure the network interfaces on the other routers.  The Passwords for Router #1 are “cisco” + “training”.  The Passwords for Router #2 are “cisco” + “training”.  

	Prompt
	Command

	(config)#
	int e0

	(config-if)#
	ip addr 199.57.7.73 255.255.255.248

	(config-if)#
	Exit

	(config)#
	int s0/0

	(config-if)#
	ip addr 199.57.7.66 255.255.255.252

	(config-if)#
	exit

	(config)#
	router ospf 1

	(config-router)#
	network 199.57.7.64 0.0.0.3 area 199.57.3.36

	(config-router)#
	network 199.57.7.72/80 0.0.0.7 area 199.57.3.36

	(config-router)#
	exit


[Q1, 2 points] Use the show run command to verify your settings.  Use the <Print Scrn> key to capture a screen shot of a screen showing the results of the show run command.  Include a copy of this capture in your lab report.


To configure basic Voice over IP on the Cisco 3640, perform the following tasks:

· Configure IP Networks for Real-Time Voice Traffic (Required) 

· Configure Dial Peers (Required) 

· Configure VoIP for Microsoft NetMeeting (Optional, but required for this lab)

· The Password for VoIP Router #1 is “training”.  The Password for VoIP Router #2 is “Enable”. 
Step 1: Configure for Real-Time Voice Traffic

We have discussed in class many ways to add QoS to your network.  To configure your IP network for real-time voice traffic, you need to take into consideration the entire scope of your network, then select the appropriate QoS tool or tools.  We will not implement any QoS policies in this network because the only traffic will be our VoIP and video teleconferencing over IP.

[Q2, 10 points] Not including any IP over ATM schemes, list at least 5 methods for implementing QoS on your IP network.  For each method, list the standard name / number and the issuing body and a BRIEF (1-2 sentence) explanation. 

Step 2: Configure Dial Peers


The key point to understanding how VoIP functions is to understand dial peers. Each dial peer defines the characteristics associated with a call leg. A call leg is a discrete segment of a call connection that lies between two points in that connection. All of the call legs for a particular connection have the same connection ID.  There are two different kinds of dial peers: 

· POTS—Dial peer describing the characteristics of a traditional telephony network connection. POTS peers point to a particular voice port on a voice network device. 

· VoIP—Dial peer describing the characteristics of a packet network connection. VoIP peers point to specific VoIP devices. 

An end-to-end call comprises four call legs, two from the perspective of the source access server as shown in Figure 2, and two from the perspective of the destination access server as shown in Figure 3. A dial peer is associated with each call leg. Dial peers are used to apply attributes to call legs and to identify call origin and destination. Attributes applied to a call leg include QoS, codec, VAD, and fax rate.

Configure the dial-peers with the following commands (phrases in italics indicate a generic argument which you should describe with a specific argument.  Get this information from the network diagram) {phrases in braces {} indicate an optional argument.  Commands and / or statements inside braces are optional}:

	Prompt
	Command

	(config)# 
	dial-peer voice +number voip

	(config-dial-peer)#
	destination-pattern +string

	(config-dial-peer)#
	session target {ipv4:destination-address}

	(config-dial-peer)#
	dial-peer voice +number pots

	(config-dial-peer)#
	destination-pattern +string

	(config-dial-peer)#
	port x/y/z {physical port location}

	(config-dial-peer)#
	exit


Where the dial-peer voice command enters the dial-peer configuration mode and defines the local VoIP dial peer (the router’s phone number.)  The plus (+) means that the number follows.  The number argument is one or more digits identifying the dial peer.  Valid entries are from 1 to 2147483647.  For this lab, use the number associated with the local VoIP router.  For example, if the POTS phones hanging off the router are numbered x001, x002, x003, etc. then use x000 as the dial-peer voice number for the VoIP router.
The destination-pattern command configures the destination pattern of the dial peer so that the system can reconcile dialed digits with a telephone number.  The string argument is a series of digits that specify the E.164 or private dialing plan phone number.  Valid entries are the numerals 0 through 9 and the letters A through D. The plus symbol (+) is not valid.  

When the timer (T) character is included at the end of the destination pattern, the system collects dialed digits as they are entered – until the interdigit timer expires (10 seconds, by default) – or the user dials the termination of end-of-dialing key.  Do not use the timer character in this lab. The destination pattern describes the pattern of the numbers that will be routed to a particular session target.  For this lab, use the first number of the phone numbers associated with the distant VoIP dial-peer and periods to represent any number.  For example, if the POTS phones hanging off the distant router are numbered x001, x002, x003, etc. then use x... as the string for the destination-pattern.

The session target command configures the IP session target for the distant dial-peer.  The ipv4:destination-address indicates the IP address of the distant dial-peer.

The port command associates a dial peer with a specific logical interface.  Check the physical ports to make sure you enter the correct values.

[Q3, 2 points] Use the show dial-peer voice command to verify your dial-peer settings.  Use the <Print Scrn> key to capture a screen shot of a screen showing the results of the show dial-peer voice command.  Include a copy of this capture in your lab report.

[Q4, 2 points] You configured both types of dial-peers (voip and pots).  Why not configure all dial-peers as voip?

The following commands are not VoIP specific so they will not be explained here.  Also, this is an example of what you should configure for ONE router.  Both routers need to be configured similarly.

	Prompt
	Command

	(config)#
	int e0/0

	(config-if)#
	ip addr 199.57.7.85 255.255.255.248

	(config-if)#
	exit

	(config)#
	router ospf 1

	(config-router)#
	network 199.57.7.80 0.0.0.7 area 199.57.3.36

	(config-router)#
	exit



Step 1.

Log onto your LAN workstation.

Step 2.
Start the NetMeeting Application.

Step 3.
Select the “Tools” option from the NetMeeting Applications Screen.  Select “Options” [to open the Options Window] and select the “General” tab to view the General Tab window.  Fill in the “My Directory” section with the following information:

First name: FA24_BVTC #1_  [Or #2, Depending on the side of the network that you are working on.]

Last name: FA24 VoIP/BVTC LAB

E-mail address: you@whatever.com
Location: FA24 Lab

Comments: (not required)
Step 4.
Select the blocks next to the “Do not list my name in the directory” and the “Show the NetMeeting icon on the taskbar” options.


Note:  If you were a member of a large network that had a directory server, you would select the box next to the “Log on to a directory server when NetMeeting starts.  However, since this is a small lab network it is not needed.

Step 5.
Select the “Bandwidth Settings” option below the “Directory Settings” option.  Select the “Local Area Network” option and click “OK” to close the “Network Bandwidth” window.  [Do not use the “Advanced Calling” options.  These options are used in large networks where multi-conferencing servers or multi-point control units (MCU) are employed to connect multiple participants in audio or videoconferencing sessions.]

Step 6.
Select the “Security” Tab option.  Go to the “Certificate” section and select the “use privacy (encryption) only” option. 
Step 7.
Select the “Audio” Tab option.  Go to the “General” section and select the “Enable full-duplex audio…” option.  Go to the “Silence detection” section and select the “Let me adjust silence detection myself” option.

Step 8.
Select the “Video” Tab option.  Go to the “Sending and receiving video….” Section and select the “Automatically send video….” and “receive video….” Options.  Go to the “Send image size” section and select the “Small or Medium” option.  Go to the “Video quality section and move the “Video Quality” adjustment bar to the middle setting.  The “Video Camera properties” option should reflect the installed “Creative Webcam (WBM)” device.  Select “OK” at the bottom of the “Options” window when you have completed this step.

Note:
The “Send images size” that you select will determine the amount of bandwidth that is used during the BVTC session.  It is also effected by the network capacity and computer RAM capability of the network PC / workstation systems.

Step 9.
Go to the “Tools” Menu and select the “Audio Tuning Wizard…..” option and follow the instructions.  [Make sure that you turn your Video camera on before you perform this step!]

Step 10.
At the NetMeeting application window, select the “Place Call” icon.  [The “Place Call” icon is the yellow phone icon in the NetMeeting application window.  The “Place A Call” window will appear on your computer screen.]  When the “Place A Call” window appears, enter the IP address of the computer you wish to call in the “To:” address input field.  Select the “network” option in the “Using:” field area.  

Step 11.
Once the IP address is entered and the “network” option is selected, click the “Call” icon in the “Place A Call” window to connect to the other computer.  The NetMeeting “waiting for a response from [IP address]” statement appears on the computer screen of the “calling” party.  The “NetMeeting-Incoming Call” window and the “Incoming call from [calling party name]” statement appears on the computer screen of the “called” party.  The “called” party must select the “Accept” icon option to establish the BVTC session.  A NetMeeting conference has now been established between your computer and the one you specified.

Note:  
If you don't have a video capture device (i.e., camera) installed in your computer, you can still see other users who do have video capture devices.

Step 12.
Display the local and remote video image screens.  The “remote” image appears automatically when the BVTC session is established.  To view the “local” image, go to the NetMeeting application window and select the “View” option.  Select the “My Video (New Window)” option to view the local video image.

Step 13.
Go to the “Tools” Menu and select the different collaborative tool options to collaborate with the other participant(s) in the NetMeeting BVTC session.  (e.g. “Sharing”, “Chat”, “Whiteboard” and “File Transfer” options).  Use the different tools to communicate and transfer information between the remote sites.

Note:
All four computers can perform the collaborative tool applications.  You can only have video with a point-to-point video connection unless there is a designated conferencing server in the network.  However, you can conduct collaborative tool sessions with every NetMeeting participant that is connected to your network.

Step 14.
Close down the NetMeeting BVTC session.

[Q5, 5 points]  Use the <Print Scrn> key to capture a screen shot of a screen showing the members of your group in the NetMeeting screen.  Include a copy of this capture in your lab report.

NOTE:  Include all above questions in your group report.  Include the Discussion Questions (below) in your individual report.

DISCUSSION

[Q6, 5 points]  In the introduction section of this lab, the H.323 protocol architecture diagram shows the audio and video protocols riding over IP at layer 3.  Since IP is a “best effort” protocol, how does H.323 provide quality of service necessary for voice and video applications?

[Q7, 10 points]  Define the following Speech coding schemes. Give examples for each coder. Waveform coders, Vocoders and Hybrid coder.

[Q8, 10 points]  Construct a chart. Outline compression method, MOS score and coder type for the following standards: G.711, G.726, G.728, G.729, and G.729a.

[Q9, 5 points]  H.323 devices are allowed to use several ITU-T G. audio encoding standards.  The Cisco 3640 can use two.  Which two can it use and which one of the two makes more sense to use over a shared-bandwidth network?  Why?  Which makes more sense to use over the PSTN?  Why?

[Q10, 10 points]  Explain CELP.  What is it?  How does it work?  

[Q11, 5 points]  Explain (in your own words) the difference between lossy and lossless compression.

[Q12, 10 points]  Complete the table.  The first entry is done as an example:

	
	Encoding
	Compression

	G.729
	
	X

	G.711
	
	

	B8ZS
	
	

	MPEG
	
	

	JPEG
	
	

	Hamming Code
	
	

	Code Excited Linear Predictive Coding
	
	

	Pulse Code Modulation
	
	

	Continuously Variable Slope Delta Modulation
	
	

	Huffman Coding
	
	


[Q13, 10 points]  Name and define the three major components in silence compression.
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The voice/fax network module supports both Voice over IP, and Voice over Frame Relay applications, when used in the Cisco 2600 or 3600 series. The benefit of Voice/Fax over IP (VoIP) is that it is transport independent, because Layer 3 IP traffic can travel over any Layer 1 or Layer 2 media including: leased lines, ISDN, serial connections, Frame-Relay, Ethernet, Token Ring, and ATM. Using a router based solution for VoIP traffic reduces management costs, minimizes latency, has extremely low failure rates, and compares favorably with most other VoIP vendors PC-based solutions, who can’t complete with Cisco’s lower call latency. The Cisco Voice/Fax modules are H.323 compatible, and are interoperable with Microsoft NetMeeting and LAN-based I/P Telephony solutions. They also support ITU standards G.729 and G.711, which allow near toll-quality voice at 8kbps with G.729 enabled. Voice/Fax over Frame Relay (VoFR) may be appealing to users with homologous Frame Relay networks who wish to eliminate the overhead of IP on the WAN. 
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Pieces of the H.323 Protocol used for VoIP





Install the VoIP Network








Configure the Cisco 3640 Router








Configure NetMeeting on the PC
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Figure 2: Dial Peer Legs from Source Router Perspective
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Figure 3: Dial Peer Legs from Destination Router Perspective





Configure the Cisco 2514 Router
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