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Thumb Drive Awareness

In this training module you will learn how to:

Task: 

· You will: 

· Learn about the benefits of new technology

· Learn about the risks of new technology

· Learn about preventing risks of new technology

Conditions: 

· Given the following: 

· New Technology and New Threats training slides

Standard: 

· You will: 

· Mark media

· Safeguard media
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Module Training Outline

During this module you will cover the following topics. If you are familiar with some of the topics you may skip ahead. 

· New Technology Poses New Threats to Security
· Readily Available
· Small Size — Great Impact 
· Getting Yourself in the News
· Thumb Drives and Media Everywhere
· Magnetic Media Kills 

· Mark It and Safeguard It
· Take Away's
· Review Questions
· Review Answers
· Conclusion
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New Technology Poses New Threats to Security

These are the newest high “Technology Threats” to U.S. Army IT Systems and Networks. One of the most crippling problems to combat operations is when classified information leaks out of the unit's network and trickles into the hands of the enemy. No matter how robust your technology is, or how good your detection systems are able to foresee the danger, restricted data always manages to seep through the least-guarded nooks and crannies of the perimeter.
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Alarmed by new information-security threats, the U.S. Army is updating its policies to add more security measures on the use and safeguarding of digital media, cell phones, personal digital assistants, portable pen scanners and other devices. These tighter restrictions come as experts sound the alarm on the dangers presented by the small, portable, yet powerful items, which are increasingly used to steal sensitive information.

The military, like the private sector, is grappling with the explosion of computing and memory devices that are both tiny and powerful. Flash drives, memory cards, cell phones, and iPods can all be found every day in soldiers’ pockets, and yet all present a frightening security risk.

USB flash drives, also called jump drives or thumb drives, have become common devices in most organizations, thanks to their low cost and ease of use. But no matter how handy these devices are, they can also serve as a tremendous source of data leakage. Classified information is being passed on to sources who don’t have a need to know or to our enemies.

Miniaturization
Casio Watch Camera 
Digital Media
Video Devices
Audio Recorders with USB connectivity
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Readily Available!

[image: image126.png]= shopzilla

Inexpensive




Digital media devices are easy to get. They can be purchased in practically any store and on the web. They are available to anyone, good or bad, that has an internet connection and a credit card.

For example, here we have an 8 Gigabyte (GB) Compact Flash card you can buy online for less than $150.00. Originally associated with cameras to store pictures, they now work with printers, palm pilots, phones and other electronics and can be used to off-load data from a laptop. Many laptops come with slots that you can plug these cards into and the laptop will treat them as another hard drive that you are able to copy information to and from. 

[image: image127.jpg]Dimensions (inches)
1/8" x 1-7/16" x 1-11/16"




Look at the size of the compact flash card. This 8 GB card is less than 1/8 inch thick, by 1-7/16 inches tall, by 1-11/16 inches wide. It can be easily concealed and is capable of holding a lot of information.
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Small Size Great Impact!
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An 8 GB Compact Flash card is equal in capacity to 8,000 thick books, or 4,000,000 pages.
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Getting Yourself in the News!

[image: image130.jpg]latimés’co
.COIM.
American investigators have paid
thousands of dollars to buy back

the stolen drives, according to

shopkeepers outside the major
military base here..

.... By Paul Watson, Los Angeles Times | April 15, 2006



The Los Angeles times broke this story on 15 Apr 06, on how thumb drives, hard drives and other storage media were making their way off Bagram Airfield and ending up in the shops of the Bazaar; many apparently stolen, but not all. 

The reporters found that many of these devices contained sensitive information. American investigators spent days in the bazaar paying shop keepers for the storage devices in an attempt to keep sensitive information from getting into the hands of the Taliban. In addition, the investigators hoped to determine the real damage that these devices and the information on them had caused or would potentially cause.
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Stolen military data for sale in Afghanistan.
Despite crackdown, computer drives found with names of alleged spies.

Just outside the main gate of the huge U.S. military base in Bagram, Afghanistan, shopkeepers at the bazaar peddle a range of goods, including computer drives with sensitive and even secret information, stolen from the base.
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Right, is an image of a handful of memory sticks displayed by an Associated Press reporter at the bazaar outside the U.S. Military base in Bagram. - (Shoaib Amin / AP)

Note: About 2,000 Afghans are employed as office staff and laborers at the Bagram Base.
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Thumb Drives and Media Everywhere

[image: image133.jpg]even In Bagram, Afghanistan




Right outside of Bagram Airfield in Afghanistan, is the Bagram Bazaar where practically anything is bought, sold, or bartered for on a daily basis. Everything from local crafts and carpets to US military uniforms and equipment, including computer equipment, can be found in the bazaar.

Here we have some candid shots of soldiers and Airmen shopping at the Bazaar. Of interest is the photo in the upper left, identified by an orange circle around it. Note the thumb drives. How did this particular shop keeper get some of those? 
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Magnetic Media Kills

New technology poses new threats

[image: image134.png]v'One flash memory drive, sold for $40, holds the
names, photos and phone numbers of people
described as Afghan spies working for the mi
Other thumb drives have been found to contain:
...Social Security numbers listed next to the names of
hundreds of Soldiers
...names of senior Afghan ministers whom US intelligence
agencies believe to be drug smugglers
..list of 12 provincial officials the US reportedly wants
removed from office
v'One shopkeeper said, “They were all stolen from
offices inside the base by the Afghans working
there,” he said. “/ get them all the time.”
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The bullets, right, are extracts from a number of the news reports that resulted from the LA Times story. They highlight the fact that every improperly handled device can cause serious unintended consequences for the Army. 

Though unable to discuss the actual results of the damage done, suffice it to say that it was not trivial. Even the information listed here could cause serious problems. Take the pictures of Afghan spies found on one of the flash drives, for example. Should the Taliban obtain such information, this would put each and every individual in the picture at risk. With leaks in security of this nature, it will be harder to recruit new spies if potential participants believe the U.S. Army can’t be trusted to protect their identities.

 

Leaks of Social Security numbers are especially troubling. The loss of data by Military personnel, particularly Social Security numbers, has jeopardized the security of many soldiers and created a new criminal enterprise. “I-Jacking,” the high-jacking of personal information, is a new criminal enterprise that is a spin-off of personal information theft and has lifelong (extended) risk potential for victims. 

· Social Security numbers do not change unless you take action to have them changed. Therefore, if you are unaware of their misuse, you can be a victim of credit fraud for an extended period of time. This fraud could be used by the terrorists to fund their operations. 

· Terrorists can also track Social Security numbers to your doorstep, even years after you retire from Military service.

In addition, leaks of information on suspected drug smugglers could cause them to go underground making it more difficult to catch them. Provincial officials, if they knew they were going to be fired, could cause problems in their area by stirring up the local population against the US and coalition forces.
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Mark It and Safeguard It!

Basic document markings apply to all media

1. [image: image135.png]


Computer disc must reflect the highest level of classification contained on the disc.

2. Standard labels should be used for all levels of classification; if these labels are not available, make your own using the classification levels below:

· SF706 - Top Secret

· SF707 - Secret

· SF708 - Confidential

· SF709 - Classified

· SF710 - Unclassified

· SF711 - Data Descriptor

· SF712 - Classified SCI

3. No standards form (SF) and/or label(s) exist for Compact Discs (CDs) 

· The SF labels prescribed for removable storage media may be used for the marking of classified CDs and their cases

· Classification must be conspicuously marked on the CD case and the CD itself.

4. Personal drives must be marked personal!!

Note: AR 380-5 clearly states that it is the user's responsibility to properly control, handle, mark, and transport information.

See AR 380-5 and unit SOP

Per AR 380-5 –

1. Chapter 4, Section I – Marking Documents: “The term "document" as used in this section is meant to apply to all classified and unclassified material, no matter what form (paper, electronic, etc.) it is in. Classification/sensitivity markings must be conspicuous.”

2. Chapter 4, Section III – Marking Special Types of Material: “When classified and/or sensitive information is contained in Automated Information System (AIS) equipment, hardware, AIS media, or on film, tape, or other audio/visual media, or in another form not commonly thought of as a document, the marking provisions of this and other applicable regulations will be met in a way that is compatible with the type of material. The main concern is that holders and users of the material are clearly warned of the presence of classified and/or sensitive information needing protection.”

3. Even though we recommend that you mark your personal digital media devices in the office as “Personal,” current policy states that you are not authorized to connect your personal devices to a government computer or network. 

Security Education, Training and Awareness-- Do it!!
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Take Aways

What else do I need to know?

· [image: image136.png]


Classify and label removable media IAW regulation and SOP.

· USB drives and other removable, portable media devices must be considered as a security threat. When plugged into a PC, iPods and thumb drives can copy information from the company network. Naturally, that information can then easily be removed from the premises in a pocket. 

· Most soldiers just copy data they need for legitimate work, but that doesn’t lessen the danger. For example, what if that well-meaning soldier loses his or her thumb drive and it falls into the hands of the enemy? 

· Also, while most soldiers are well-meaning, there have been documented cases of disgruntled soldiers and civilians stealing data on thumb drives. Another scenario is when a soldier downloads a game from the internet on his personal computer at home, copies it to the thumb drive, and then installs the game on his work computer – introducing a virus and bringing the system and network to its knees.

· [image: image137.png]


Portable memory devices pose other problems. In addition to copying data from the unit’s computer system, they can be used to upload viruses or other malicious software to the system. 

· For example, a spy, posing as a janitor or repairman, could gain access to the building and introduce a crippling virus to the network in seconds. 

· USB drives and other removable, portable media devices are generally self-starting and may bypass system security features when plugged in. 

· Computer systems have firewalls and other safeguards to prevent this; however, that’s a big part of the danger – the USB ports that portable media devices and iPods plug into often bypass firewalls, virus scans, password protection, and other security measures. 

· [image: image138.png]


There is no approved method of sanitizing, downgrading and declassifying these devices — Destroy them when they are no longer usable.

· USB and other portable devices improve productivity and increase risk. 

· Know the risk.

· Take action to reduce risk by marking it and safeguarding it.

· Report unauthorized use!

Bottom line:

1. You need to treat these devices as you would any unclassified or classified document: Mark it and safeguard it IAW regulation and unit SOP. Failure to do so can cause significant problems. Look at what happened at Bagram, Afghanistan when soldiers, airmen and civilians failed to properly mark and safeguard these devices IAW established policy.

2. In addition, the size and capacity of these devices allow the unauthorized removal of vast amounts of classified data with little notice, as these devices are part of everyday culture. Be aware. If you see someone using these devices on a system you know they should not be using them on, report it to your S2, G2, J2 and/or your chain of command immediately.

3. Remember, the lives of your fellow soldiers are in your hands! 
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Review Questions

1. One of the most crippling problems to combat operations is when classified information leaks out of the unit's network and trickles into the hands of the enemy.

· True

· False

2. Stolen Thumb drives have been found to contain:

· Social Security Numbers of soldiers

· Pictures of soldiers

· Classified or secret information

· All of the Above 

· None of the above

3. According to AR 380-5, it is the user's responsibility to properly control, handle, mark, and transport information.

· True

· False
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Review Questions

1. One of the most crippling problems to combat operations is when classified information leaks out of the unit's network and trickles into the hands of the enemy.

· True
2. Stolen thumb drives have been found to contain:

· Social Security Numbers of soldiers
· Pictures of soldiers
· Classified or secret information
· All of the Above 
3. According to AR 380-5, it is the user's responsibility to properly control, handle, mark, and transport information.

· True
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Conclusion [image: image46.png]



 

In this module you learned about benefits of new types of technology and digital media. You also learned about the potential risks of using this media.

You have covered the following main areas:

· Benefits

· Risks

· Marking and Safeguarding

 

Students will receive a certificate via e-mail attachment within 24 hours of completing this course. If you do not receive your certificate after this time, you may request that an additional one be sent to you by clicking on the link located under "Completed Certifications" in your Student Locker. Certificates will be sent to the email address you have on file with us, so check to make certain that this email address is up-to-date. 

You have completed module TIA-TDA-3400.

If you are ready to take the required test, click on the [image: image47.png]


icon below. If you would like to review this module you can go back using the back buttons. [image: image48.png]



	Even units or organizations with robust technology and excellent detection systems are at risk of restricted data seeping through the least guarded nooks and crannies of the perimeter. 

[image: image49.wmf]True

[image: image50.wmf]False

[image: image51.wmf]No Answer


	Alarmed by new information-security threats, the U.S. Army is updating its policies to add more security measures on the use and safeguarding of: 
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	Many new types of technology devices and digital media are: 
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	USB flash drives, also called jump drives or thumb drives, have become common devices in most organizations because they are useful devices that pose NO risk as a source of data leakage. 
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	Digital media devices are difficult to purchase and often cost several thousand dollars for an 8 GB capacity. 
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	An 8 GB compact flash card is smaller than 1/8 inch thick, by 1-7/16 inches tall, by 1-11/16 inches wide, making it easily concealed but capable of holding a lot of information. 

[image: image71.wmf]True

[image: image72.wmf]False

[image: image73.wmf]No Answer


	An 8 GB Compact Flash card is equal in capacity to 8,000 thick books, or 4,000,000 pages. 
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	Social Security Numbers do not change unless you request a change. Therefore, if your Social Security number is stolen and you are unaware, you can be a victim of credit fraud for an extended period of time. 
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	Some thumb drives sold in Afghan bazaars have been found to contain the names and Social Security Numbers of U.S. Soldiers. 
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	Devices that are improperly handled can cause serious unintended consequences for the Army. 
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	If a computer disc contains Secret, Top Secret, and Unclassified information it should be labeled ________. 

[image: image86.wmf]A. Secret

[image: image87.wmf]B. Top Secret

[image: image88.wmf]C. Unclassified 

[image: image89.wmf]D. All of the Above

[image: image90.wmf]E. None of the Above

[image: image91.wmf]No Answer


	Computer discs must reflect the lowest level of classification contained on the disc. 
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	AR 380-5 clearly states that it is the user's responsibility to properly _________ information. 
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	All thumbdrives and removable media must be marked; even personal drives should be marked personal. 

[image: image102.wmf]True

[image: image103.wmf]False

[image: image104.wmf]No Answer


	Classification must be conspicuously marked on both the CD case and the CD itself. 
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	If a computer disc contains Secret, Confidential, and Unclassified information it should be labeled ______. 

[image: image108.wmf]A. Secret 

[image: image109.wmf]B. Confidential 

[image: image110.wmf]C. Unclassified 

[image: image111.wmf]D. All of the Above 

[image: image112.wmf]E. None of the Above 

[image: image113.wmf]No Answer


	Standard labels should be used for all levels of classification except unclassified documents. 
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	Portable memory devices can be used to upload viruses or other malicious software to a system. 
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	USB drives and other removable, portable media devices are mostly self starting and may bypass firewalls, virus scans, password protection, and other measures, when plugged in. 
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	USB drives and other removable, portable media devices should be treated the same as any unclassified or classified document: they must be marked and safeguarded IAW with regulations and unit SOP. 
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	Even units or organizations with robust technology and excellent detection systems are at risk of restricted data seeping through the least guarded nooks and crannies of the perimeter.
(See page 3) 

· True (Correct!)
· False


	Alarmed by new information-security threats, the U.S. Army is updating its policies to add more security measures on the use and safeguarding of: 
(See page 3) 

· A. digital media

· B. cell phones

· C. personal digital assistants

· D. portable pen scanners 

· E. All of the Above (Correct!)
· F. None of the above


	Many new types of technology devices and digital media are: 
(See page 3) 

· A. small 

· B. portable 

· C. increasingly being used to steal sensitive data

· D. All of the above (Correct!)
· E. None of the above


	USB flash drives, also called jump drives or thumb drives, have become common devices in most organizations because they are useful devices that pose NO risk as a source of data leakage.
(See page 3) 

· True

· False (Correct!)

	Digital media devices are difficult to purchase and often cost several thousand dollars for an 8 GB capacity.
(See page 4) 

· True

· False (Correct!)

	An 8 GB compact flash card is smaller than 1/8 inch thick, by 1-7/16 inches tall, by 1-11/16 inches wide, making it easily concealed but capable of holding a lot of information.
(See page 4) 

· True (Correct!)
· False


	An 8 GB Compact Flash card is equal in capacity to 8,000 thick books, or 4,000,000 pages.
(See page 5) 

· True (Correct!)
· False


	Social Security Numbers do not change unless you request a change. Therefore, if your Social Security number is stolen and you are unaware, you can be a victim of credit fraud for an extended period of time.
(See page 8) 

· True (Correct!)
· False


	Some thumb drives sold in Afghan bazaars have been found to contain the names and Social Security Numbers of U.S. Soldiers. 
(See page 8) 

· True (Correct!)
· False


	Devices that are improperly handled can cause serious unintended consequences for the Army.
(See page 8) 

· True (Correct!)
· False


	If a computer disc contains Secret, Top Secret, and Unclassified information it should be labeled ________.
(See page 9) 

· A. Secret

· B. Top Secret (Correct!)
· C. Unclassified 

· D. All of the Above

· E. None of the Above


	Computer discs must reflect the lowest level of classification contained on the disc.
(See page 9) 

· True

· False (Correct!)

	AR 380-5 clearly states that it is the user's responsibility to properly _________ information.
(See page 9) 

· A. control

· B. handle

· C. mark

· D. transport

· E. All of the Above (Correct!)
· F. None of the Above


	All thumbdrives and removable media must be marked; even personal drives should be marked personal.
(See page 9) 

· True (Correct!)
· False


	Classification must be conspicuously marked on both the CD case and the CD itself.
(See page 9) 

· True (Correct!)
· False


	If a computer disc contains Secret, Confidential, and Unclassified information it should be labeled ______. 
(See page 9) 

· A. Secret (Correct!)
· B. Confidential 

· C. Unclassified 

· D. All of the Above 

· E. None of the Above 


	Standard labels should be used for all levels of classification except unclassified documents.
(See page 9) 

· True

· False (Correct!)

	Portable memory devices can be used to upload viruses or other malicious software to a system.
(See page 10) 

· True (Correct!)
· False


	USB drives and other removable, portable media devices are mostly self starting and may bypass firewalls, virus scans, password protection, and other measures, when plugged in. 
(See page 10) 

· True (Correct!)
· False


	USB drives and other removable, portable media devices should be treated the same as any unclassified or classified document: they must be marked and safeguarded IAW with regulations and unit SOP.
(See page 10) 

· True (Correct!)
· False
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