What to Do

Windows 7 IANO
Pre-Deployment Checklist

How to Do It

Step 1

Verify SCCM is installed and working
Click on Control Panel (on the Start Menu)

» Control Panel » R 2

System and Maintenance
Get started with Windows

User Accounts
@ Change account type
Back up your computer

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

Network and Internet "
View network status and tasks f’ Clock, Language, and Region
%
=]

Security
Check for updates

Allow 2 program through Windows
© el

Set up file sharing Change keyboards or other input
Change display language
4/ Hardware and Sound
ﬁ.‘ Play CDs or other media automatically
Printer
Mouse

Ease of Access
Let Windows
Optimize visual di

Programs
Uninstall a program
Change startup programs

Additional Options

Double click on System and Maintenance

(@ » Control Panel » System and Maintenance » v | ¢5 Wl Search o
&) Windows Update =
o 4 Turn automatic updating on or off | Check for updates | View installed updates

Power Options
Require a password when the computer wakes | Change what the power buttons do
ork and Change when the computer sleeps

Indexing Options
Change how Windows searches

Problem Reports and Solutions
Check for new solutions | Choose how to check for solutions | View problem history

Performance Information and Tools
Additional Op Check your computer's Windows Experience Index base score
Use tools to improve performance

&P

Device Manager
@ View hardware and devices | @ Update device drivers

&

Administrative Tools
Free up disk space | @ Defragment your hard drive
@ Create and format hard disk partitions | @ View eventlogs | @ Schedule tasks

@ Remote Control

Configuration Manager
A 9 g




Double click on Configuration Manager

ﬁ.:. Configuration Manager Properties

General | Components | Actions | Advanced | Updates | Configurations |

Li’ These settings can be used by Microsoft® System Center
"'»g Configuration Manager to manage your computer.

System properties:
1 Property Value T g
AD Site Name GA1GORD

ConrfigMgr Client Version 4.00.6487.2157

ConfigMar Connection Type Always intranet

ConfigMar Site Code SMS:GOR

ConfigMgr Unique Identifier GUID:ESEE3DB3-C80E-4835-AA5F-5AF
Fully Qualified Domain Na... GORDWKNECSOD17.nase.ds.amy.mil

IP Address 155.8.109.139, fe80::682:3cf5:372717,
IP Subnet 155.8.109.0
Logged-On User NASE\robert . fry Tl
Logged-On User Domain nase.ds.amy.mil
MAC Address 00:1A:A0:.C2:F8:E8
Management Point GORDSMDOIMSMS01.NASE.DS.ARM _
o 'A..mh 2 e —
[ ok ][ cancet ][ appi

Click on Actions tab

A Configuration Manager Properties

General | Components | Actions IAdvanced I Updates I Conﬁguations]

You can initiate actions to occur on the Configuration Manager components
cumently installed on your computer.

Actions:

Branch Distribution Point Maintenance Task
Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Machine Policy Retrieval & Evaluation Cycle
Software Inventory Cycle

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

User Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

Intiate Action

[ ok ][ cancel ][ Apply
Step 2 Check Software and Hardware inventory
Step 3 Is the computer receiving updates? (Hotfix)
Step 4 Check log file for any errors (execmgr.log)
Go to C:\Windows\System32\CCM\Logs
Step 5 Ensure Windows Firewall Service is Running

Click on the Start Menu and type “services” in the “Start Search”
box.

Select Services




& Senvices

File Action View Help

Elremumn

% Services (Local) | [N Sarvices (Local)

Select an ftemto view its description. |[Namey Description  Status  StartupType  LogOnAs
“ Actividentity Shar... Provide acc.. Started Automatic Local Syste.
i Adobe Acrobat U... AdobeAcro.. Stated  Automatic  Local Syste.
% Adobe Flash Playe... This service . Manual Local Syste...
& Andrea ST Fiters S... Sterted  Automatic  Local Syste..
. Application Experi.. Processesa.. Stated  Automatic  Local Syste..
% Application Infor...  Faciltatest... Stated  Manual Local Syste...
Application Layer .. Provides su.. Manual Local Service
£ Application Mana... Processesin... Manual Local Syste...
% ASP.NET State Ser... Provides su... Manual Network S...
 Ati External Event .. Sterted  Automatic  Local Syste...
Audio Service Manages au... Automatic  Local Syste...
& Background Intelli.. Transfersfil.. Started  Automatic (D... Local Syste..
| BaseFiltering Engi... TheBaseFil.. Stated  Automatic  Local Senvice
% Block Level Backu... Engineto p. Manual Local Syste...
| & Certificate Propag... Propagates.. Started  Automatic Local Syste...
| £ CNG Key Isolation ~ The CNG ke... Started Manual Local Syste...
. COM+ Event Syst.. SupportsSy.. Stated  Automatic  Local Senvice
5, COM+ System Ap... Manages t Manual Local Syste...
 Computer Browser  Maintains 2 Disabled Local Syste.
i Cryptographic Ser... Providesfo.. Started  Automatic  NetworkS. _
Pt v —— P v
' Bxtended / Standard

Ensure Windows Firewall Service is running

File Action

View Help

Bl v enwn

&, Senvices (Local) | [FT2) Senvices (Loca)

Windows Firewall Neme Description  Status  StartupType |4
% Windows Backup Provides Wi... Manual I
xiz’m’gimn heps protectyour - Windows CardSpace Securely en.. Manual |
sived Sl  Windows Color System The WesPlu. Manual |
unsuthorized users from gaining £ Windows Connect Now - Confi.. Act 35 a Reg... Manusl I
access to your computer through the . Windows Defender Scanyour .. Automatic |
Unkernel ana hetworlc £ Windows Driver Foundation - .. Manages us... Manual i
%5 Windows Error Reporting Service Allows error... Started  Automatic |
% Windows Event Collector This service ... Manual I
% Windows Event Log This senvice .. Started  Automatic |
Windows Firewall dows Fi Automatic
; Windows Font Cache Senvice  Optimizes p.. Storted  Automatic (...
(% Windows Image Acquisition (.. Provides im... Manusl
% Windows Installer Adds, modi... Manual
;, Windows Management Instru... Providesac... Stated  Automatic
4 Windows Media Player Networ... Shares Win... Manual
| : Windows Modules Installer  Ensbles inst.. Manusl
¢ Windows Presentation Foundat... Optimizes p.. Manual
¢ Windows Presentation Foundat... Optimizes p.. Manusl
. Windows Remote Managemen... Windows R.. Manusl
"% Windows Search Provides co... Started Automatic I 1
P o "
\ Extended (Standard

Step 6 Encrypted folder must be empty!
Move the user’s encrypted files from backup to the Encrypted
folder after the push.

Adjust the Network Interface Card (NIC) Settings
Step 7 Right click on Local Connection (Right Side of Task Bar)
Select Network Sharing Center




Right click on Local Area Connection and Select Properties

=3 o8 x|

() ) [+ Control Panel » Network Connections « [ 49 |[ search )
Name Status DeviceName  Connectivity  Network Category  Owner Type Phone # or Host Addre...
LAN or High-Speed Intemet (1) -

;! Local Avea Connection l

& 1 60

Click on the Configure... button

' Local Area Connection Properties X

Networking

Connect using:
‘f Intel(R) 82566DM Gigabit Network Connection

-— [ oo |

This connection uses the following items:

b Client for Microsoft Networks

.[Q Mcafee NDIS Intermediate Filter

=1 065 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

~&. |nternet Protocol Yersion B [TCP/IPvE)

~&. |nternet Protocol Wersion 4 [TCP/IPv4)

~&. Link-Layer Topology Discovery Mapper |/0 Driver
«&. Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall ] [ Properties ]
Description
Allows your computer to access resources on a Microsoft
network.

[ 0K ][ Cancel ]




Click on the Power Management tab and check the box next to
“Allow this device to wake the computer.” Then check the box
next to “Only allow a magic packet to wake the computer.”

Intel{R) 82566DM Gigabit Metwork Connection Properties @

[ General [ Advanced | Driver I Details |w

‘. Intel(R) 82566DM Gigabit Network Connection

[¥] Allow the computer to tumn off this device to save power.
Allow this device to wake the computer.

Only allow management stations to wake the computer.

‘Warning: Allowing this device to bring the computer out of standby may
cause this computer to periodically wakeup to refresh its network state. If
you travel with this computer or run it on a battery, you should not turn on
this feature as the machine may awaken at inopportune times or consume
the battery.

[ 0K ][ Cancel ]

Confirm all three boxes on this tab are checked and click OK.

Step 8

Click For PXE

Boot Only
(Ctrl-Click

Link)

Change the BIOS Settings
Restart the computer and press F2 when it starts to boot up.

Note: Ensure F2 is pressed before the operating system starts.

On the setup menu, arrow down to Power Management

Ihe Power Management oiouy
wer consunption

Press Enter to view or change the fields in this group

* AC Recovery

» Auto Power On
Performance » Auto Power Tine
Security ]l * Lou Pouwer Mode

» Ronote Make Up

Maintenance ] » Suspend Mode

Press Enter and arrow down to Remote Wakeup




Menory Info
PCI Info (On w/Boot to NIC)
Date/Time

The systen can be powered up remotely fron Suspend, Hibernate, or Off.

When Low Power Mode (located in the Power Management group) is On, the
systen can only be powered up fron Suspend. If Remote Wake Up fron
Hibernate or Off is also required, Low Power Mode nust be set to Off.
Auto Power On
Auto Power Time Off = NIC can not wake up the systen
Low Power Mode On = NIC can wake up the systen
1] On w/Boot to NIC = NIC can wake up the systen, and the systen will boot
Suspend Mode fron the network
Maintenance I
InageServer The factory default setting is Off
POST Behavior

Press Enter and tab over to “On Boot to NIC” (Some laptop’s
have LAN or LAN/WLAN. Choose LAN). Press Enter

(n w/Boot to NIC

The systen can be powered up renotely fron Suspend, Hibernate, or Off

When Low Power Mode (located in the Power Management group) is On, the
systen can only be powered up from Suspend. If Remote Make Up fron
Hibernate or Off is also required, Low Power Mode nust be set to Off
Auto Power On
futo Power Time off NIC can not wake up the systen

Low Power Mode On « NIC can wake up the systen

On wBoot to NIC = NIC can wake up the systen, and the systen will bo
Suspend | fron the network

Maintenance

InageServer The factory default setting is Off
POST Behavior

The systen can be powered up renotely fron Suspend, Hibernate, or Off

nent group) is On, the
Renote Wake Up from
AC Recovery e nust be set to Off
futo Power On
futo Power Tine
Low Power Mode

Suspend
Maintenance

InageServer
POST Behavior

(.., JUET)

rous to change setting
me nodifying this field

Press the ESC key and tab over to “Save/Exit” and press Enter




Exit

You have requested to exit the Setup progran. Please select one of the
above options to confirn.

Remain In Setup - Renain in the Setup progran
SavesExit = Save changes, exit Setup
Discard/Exit = Discard changes, exit Setup

Note: Press Enter if you see Start Windows Normally.

Step 9

User must be logged off!
Better to reboot the computer before pushing Windows 7




***Step 8 (For PXE
Boot Only)

Change the BIOS Settings
Restart the computer and press F2 when it starts to boot up.

Note: Ensure F2 is pressed before the operating system starts.

On the setup menu, arrow down to Onboard Devices

Onboard Devices

[he Onboard Devices ¥

int pti
feature

Press Emter to view or change the fields in this group

= Integrated NIC

= Integrated Audio
= USB Control ler

= Rear (uad USB

= Rear Dual USB

= Front USB

= PCI Slots

= LPT Port Mode

= LPT Port Address
= Serial Port %1

Press Enter and arrow down to Integrated NIC.
tab over to “On w/PXE” and press Enter

Onboard Devices
Integrated Audio
USB Comntrol ler
Rear Quad USB
Rear Dual USB
Front USB

PCI Slots

LPT Port Mode
LPT Port Address
Serial Port #1

Integrated NIC

On u/PXE

This field enables and disables the integrated Network Interface
Controller (NIC)

Off Integrated NIC is disabled
On Integrated NIC is enabled
On w/PXE Integrated NIC is on (with PXE enabled)

On w/InageServer Integrated NIC is on (with ImageServer enabled

InageServer is incompatible with RAID mode. Please disable RAID
if enabling ImageServer.

The factory default setting is On

Note: PXE is needed only if intending to boot to an Operating Sud
located on a server, not if you are booting to an 0S located on 4
drive in this systen.

Press Enter and




Tab over to “Accept” and press Enter

The systen can be powered up remotely fron Suspend, Hibernate, or Off

is On, the

You nade changes to this field. Mhat Up from
AC Recovery do you want to do with changes? t to Off
Auto Power On
futo Power Tine
Lov Power Mode

and the systen will boof]

Suspend o
Maintenance

InageServer
POST Behavior

Enter uwhen done nndlfulthlu field
Arrow up to Boot Sequence, which is under “System”

¥ Infe to find
Datesline are bootable

Drives

Onboard Devices Onboard Network Control ler

Integrated NIC 2. Onboard or USB Floppy Drive

Integrated Audio Onboard SATA Hard Drive

USB Control lex | Add-in Hard Drive (not present)
Rear Quad USB Onboard or USB CD-ROM Drive

Rear Dual USB

Front USB

PCI Slots

LPT Port Mode

LPT Port Address

Serial Port Bl

Press Enter and arrow down to Onboard Local Controller. Use
the u-key to move it to the number 1 position. Press Enter and tab
over to “Accept” and press Enter

nent group) is On, the
You nade changes to this field. Mhat Renote HWake Up from
AC Recovery do you want to do with these changes? e must be set to Off
futo Power On
futo Power Tine en
Low Power Wode
and the systen will boot}
Suspend
Iﬁl

Press Left/Right arrous to change setting
Press Enter when done modifying this field




Press the ESC key and tab over to “Save/Exit” and press Enter

Discard/Exit)

You have requested to exit the Setup progran. Please select one of the
above options to confirn.

Remain In Setup - Remain in the Setup program
= Save changes, exit Setup
= Discard changes, exit Setup

Note: Sent with names of the computers and the building
number(s) to be moved to the collection.

Once you receive notifcation, restart the computer.

Initializing Intel(R) Boot Agent CE v1.2.58
PXE 2.1 Build 836 (NfM 2.9)

Intel(R) Boot Agent CE v1.2.58
Copyright (C) 1997-2887, Imtel Corporation

CLIENT WAC ADDR: 89 1A AB C2 FB 81 CUID: 44454C4C 4088 1844 8857 BSCB4F584431
WCP.2

When start up pauses, press F12 to start the clean install

CLIENT MAC ADDR: 8@ 1A AB C2 FB 81 CUID: 44454C4C 4C80 1844 BBS7 BSCBFS84431
CLIENT 1P: 155.8.189.129 MASK: 255.255.255.8 DHCP IP: 155.8.184.16

CATEWAY IP: 155.8.189.1

Dounloaded WDSNBP...

fArchitecture: x64

The details below show the infornation relating to the PXE boot request for

this conputer. Please provide these details to your Windows Deployment Services
Adninistrator so that this request can be approved.

Pending Request ID: 2352

Contacting Server: 155.8.48.34.
TFTP Download: snshoot\x64\pxeboot.con

Press F12 for metwork service boot




During this PXE will connect to the server.

Intel(R) Boot Agent GE v1.2.58
Copyright (C) 1997-2887, Intel Corporation

CLIENT WAC ADDR: 8@ 1A AB C2 FB @1 GUID: 44454C4C 4C88 1844 8857 BSCB4FS84431
CLIENT IP: 155.8.189.129 WASK: 255.255.255.8 DHCP IP: 155.8.184.16

GATEWAY IP: 155.8.189.1

Downloaded WDSNBP...

Architecture: x64

The details below show the information relating to the PXE boot request for
this conputer. Please provide these details to your Nindows Deployment Services
Adninistrator so that this request can be approved.

Pending Request ID: 2351

Contacting Server: 155.8.48.34.
TFTP Download: snsboot\x64\pxeboot.con

*\Warning***
If the following message appears:

“PXE Boot aborted. Booting to next device...”

the computer is not in the collection. Ensure your email
includes this computer.

CLIENT 1P: 155.8,109,151 WASK: 255.255.255.8 DHCP IP: 155.8.184.16
CRTENAY 1P+ 155.8.109.1

Downloaded WDSNBP. ..

firchitecture: x64

The detalls below show the information relating to the PXE boot request for
this conputer. Please provide these details to your Windows Deploynent Services

Adninistrator so that this request can be approved.

Pending Request ID: 2359

Contacting Server: 155.8.48.34.
TFIP Download: snsboot\x64\abortpxe.con

PXE Boot aborted. Booting to next device...
PRE-MOF: Exiting Intel Boot Agent.




SCCM loads the Windows Imaging (WIM) file.

Click “Next” on the second Task Sequence Wizard window




The wizard window shows the progress.

o Fort Gordon NEC
’  Runns ng 1. W7 Install (Upgrade/Update)

Ruring acson: Aoty Operstrg Systes

Micros,
System Center
Configuration Matiager 2007




