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Nightly Workstation Restart and Logon Restart Processes

The information below identifies devices while located here on Fort Gordon. TDY devices will not process a nightly restart and will remain that way until their onsite return; this process is automatic.

Devices not part of the NASE Domain do not restart.

===============

Nightly Workstation Restart and Logon Restart Processes are being implemented across all units starting Wednesday, April 1 . If you do NOT want these automated restart process's for your organization submit your justification for exemption to DOIM ASAP.

Please inform your command and users of the Nightly Workstation Restart and Logon Restart Processes. These two processes will impact users workstations; servers will NOT be affected

This is NOT a new requirement but the enforcement for this requirement is now available.

Servers will NOT be affected by these processes. Restart policies for servers will remain the responsibility of the organization.

===============

ALCON:

Eleven (11) organizations have successfully implemented the Nightly Workstation Restart and Logon Restart Processes. The machines restart every evening and when a computer does not process the nightly restart it will when logging on; patches can now take effect and the computer is removed off of the Hot List.

It is required on Fort Gordon to logoff and restart each evening (no one even management at DOIM are exempt). See below what appears on Fort Gordon's logon screen.

--> Always lock your workstation when you leave your desk.

--> Set screen saver for 10 minutes and enable password protection.

--> DO NOT power off this workstation unless directed by an administrator.

--> Restart this workstation daily to ensure all patches take effect.  
--> Logoff when you leave for the day.

Points:

1.) Nightly (after hours) Workstation Restart:

Every 24 hours workstations in your area will process a Nightly Workstation Restart; servers will NOT be affected. This means Locking a computer with documents open and leaving for the evening will no longer be an option and that if users continue this the potential of losing an open, unsaved document will increase. 

2.) Workstation Logon Restart:

Workstations that do not process the nightly restart will process the Workstation Logon Restart; servers will NOT be affected. A message will indicate the restart is about to occur and the potential of loss is NOT present because nothing is open.

-----------------------------

- If user does a nightly restart then point 2 is voided. It will be transparent; business will remain as usual.

- When point 1 is implemented point 2 will be voided. It will be transparent to the user logging on; business will remain as usual.

- Locking and then Unlocking the computer during the day will NOT invoke the logon process. Unlocking a computer is not logging on so point 2 will not occur; documents or data loss will NOT occur.

- If anyone is running a 24 hour process on a workstation it will need to be moved to a server to keep its integrity and availability.

Road Warriors

=============

Road Warrior's do pose a concern especially in deferent time zones; 0300 is not the same elsewhere. Any notebook using VPN will not process the Nightly Restart but will on return.

That places the responsibility back on the user and the oversight of the IA
What is needed

==============

All workstations, by default, will restart nightly at 0300 hours; nothing else is needed for this to start. If 0300 is not appropriate alternate hours are available. Please send an email requesting these alternate times:
1800

2100

0000

0300

0500

Troubleshooting

===============

- When a message is received while logging on even though user thinks they have already restarted.

1.) Closing a notebook without powering down places the notebook into hibernation thus when it restarts reports that it has been up for over 24 hours; keep notebooks on and running if left in the office. Have user demonstrate their procedure of shutting their computer down. It may turn out to be hibernation or standby.

2.) A Workstation is not being seen for point 1 to affect it.

For both possibilities, instructions to the user and your troubleshooting skills will be called upon and as always IA will help. 
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