1st Brigade, 4th Infantry Division (Mechanized), Information Systems Security Standing Operating Procedures








1.  PURPOSE:  This SOP provides specific guidance on implementing the US Army Information Systems Security Program (AISSP).  The references listed in section two contain the written minimum standards required by Army Regulation 380-19, FORSCOM, III Corps, 4th Infantry Division, and 1st Brigade.





2.  REFERENCES:


         


a.  AR 380-19, Information Systems Security, 1 August 1990


b.  AR 25-1, Army Informati6n Resources Management Program


c.  AR 380-5, Information Security, 25 February]988


d.  AR 380-67. Personnel Securitv.9 Sept ember 1988


e.  FCJS-CIS Memorandum, SUBJ:FORSCOM ISSP, 31 August 1990


f.  DCIS III Corps & Fort Hood AISSP Handbook. not dated


g.  Chapter 3, 2nd Armored Division Security Manager Handbook





3.  ABBREVIATIONS:





a.  AISSP: Army Information Systems Security Program


b.  AIS: Automated Information System


c.  ASUD:  Automated System Use Declaration


d.  ISS: Information Systems Security


e.  ISSO: Information Systems Security Officer ( BDE S2)


f.  OISSO: Organizational Information Systems Security Officer (BN S2)


g.  FIS SO: Functional Information Systems Security Officer (Company I Staff Section)


         


4.  GENERAL:  The goal of the U.S. Army Information Systems Security Program is to achieve the most effective and economical means of securing classified or unclassified-sensitive information.  Information Systems Security is not just for System Security Officers.  It is for everyone who uses or supervises the use of automated information systems.  The Brigade ISS personnel structure is the focal point for ISS matters within respective units or sections.  An initial security briefing will be conducted for all AlS operators to ensure they are familiar with the provisions of this SOP.  Each operator will acknowledge in writing they understand these security procedures.


         


         


5.  RESPONSIBILITIES:


         


a.  Commanders will implement the AISSP in their command to ensure:


         


(1)  Compliance with AR 380-19.


         


(2)  Proper accreditation of all systems.


         


(3)  Security measures are adequate for protection of systems, yet not so stringent as to be impractical or to cause degradation of productivity of systems.





(4)  Authorize ISS personnel to enforce security policies and to halt system operation if warranted by a security violation.


         


b.   Responsibilities common to ISSO, OISSO and FISSO:


         


(1)  Ensure subordinate ISS personnel are appointed on orders (OISSO, FISSO) and copy of orders provided to next higher.





(2)  Maintain a current list of subordinate ISS personnel.  Maintain records containing copies of appointment orders and training received.





(3)  Train subordinate ISS personnel and AIS users IAW AR 380-19 and this SOP.





(4)  Ensure proper system configuration: group software and hardware by work station; software assigned to workstation on DA 2062; only software assigned to workstation will be installed on AIS.


       


(5)  Conduct and record monthly inspections to determine compliance with regulations.


      


(6)  Ensure all AIS used to process classified information are in restricted areas (areas where no uncleared personnel may view the monitor).





(7)  Ensure all AIS are labeled with workstation number, sensitivity level mode of operation, and date. USAISC Label 2/FORSCOM Label 236 (available at post publications) will be posted and visible on equipment not authorized to process classified.





(8)  Ensure all classified and unclassified disks are properly marked for sensitivity level (see para 7b.).





(9)  Ensure virus protection software is installed on all AIS and updated as upgrades are received.





(10) Furnish a monthly AIS status report to next higher (Annex A).





(11) Report all information systems security incidents to the S2 (G2 for ISSO) within one hour of the incident. Report will contain a preliminary inquiry into the situation:  


(a)  suspected level of unauthorized disclosure


(b)  reason for disclosure


(c ) likelihood of compromise.


         


c.   Responsibilities common to ISSO, OISSO:


         


(1)  Review all ASUD for accuracy and completeness. Ensure ASUD are tracked by control number on DA Form 200 (Transmittal Record) when submitted.


         


(2)  Implement a system of password protecting systems. Establish a system of issuing, protecting, and changing system passwords.


         


(3)  Conduct risk assessment and issue deployment and emergency destruction instructions IAW CHP 5, AR 380-19.





d.  FISSO:


         


(1)  Maintain a list of authorized users by AIS. Furnish updated copy to OISSO monthly (Annex C).  Post list of users at event AIS.


         


(2)  Supervise user preparation of ASUD for each workstation (Annex B). Submit ASUD on all AIS within area of responsibility. Ensure ASUD updated upon change to workstation configuration.


         


(3)  Control original software in locked container. Each workstation will have one working copy in case of system failure. Any incidents involving theft of software will be reported to the S2 immediately.


         


(4)  Inventory each work station completely - hardware and software (Annex C).


         


6. SECURITY TRAINING:


         


a.  All ISS personnel will be given certification training within 30 days of appointment on orders lAW AR 380-19. This training will cover the following:


         


(1)  Responsibilities associated with system security.





(2)  Applicable policies and laws concerning ISS.





(3)  Accreditation process and procedures.





(4)  System data and access controls.





(5)  Physical and environmental considerations.





(6)  Threats, vulnerabilities, and risks.





(7)  Authorized system configuration and configuration management.


         


b.  ISS personnel will train all users in proper procedures to ensure safeguarding of information and information systems.  The following will be trained when a new user is identified:


         


(1)  Responsibilities associated with system security





(2)  Applicable policies and laws concerning ISS.





(3)  Physical and environmental considerations.





(4)  Threats, vulnerabilities, and risks.


         


c.   Annual refresher training will be given to all ISS personnel and AIS users.  Records of training will be maintained to verify 100% compliance.  Records will be retained until the next annual refresher training is conducted.


         


7. INFORMATION SECURITY:


         


a.  OISSO will ensure systems are accredited at the level equal to or exceeding the highest classification of information processed on the system.  The FISSO will ensure all operators are cleared appropriately.


         


b.  All AIS media containing classified information (floppy disks, removable cartridge, tape, optical disks and printer ribbons) will be marked with appropriate classification on both sides and on the envelope contained in.  Classified media will be stored in a GSA approved safe.  Disks used to process classified will remain classified even though information has been deleted or erased.  Disks used to process unclassified material must be marked unclassified if they are used in an area where classified is processed.


         


c.  Only removable media Will be used for storage of user data whether classified or unclassified. The use of fixed hard disks for user data storage is prohibited.





d.  System default for user data (unclassified and classified) will be to a floppy/removable drive.


         


e.  FISSOs will post an access roster of all authorized users at every AIS.


         


f.  The ISSO/OISSO will implement a password protection system. A program default will be established that causes program to exit to a screen saver if the workstation is abandoned for five minutes.


         


g.  ISSO/OISSO will control and issue all AIS passwords. Passwords will be documented by ISSO/OISSO, sealed in an envelope and stored in a GSA approved safe.


         


h.  ISSOs/FISSOs will install self-executing warnings on all AISs not accredited for classified information. The warnings will display reminders not to process classified information on the AIS and actions to take if classified information is found on the AIS.  ISSOs/FISSOs will obtain files to execute these warnings and instructions for installation from the Brigade ISSO.


         


i.  For systems not authorized to process classified information, USAISC Label2/FORSCOM Label 236 will be posted on and be visible on the equipment.


         


j.  FISSOs will install virus detection software (V-SHIELD) on all AIS.


         


k.  No classified computer information will be transmitted via phone systems (including STU III's) unless approved by BDE/BN S2.


         


1.  No classified information will be transmitted over any telecommunications link, either dedicated or dial-up, without proper COMSEC encryption and permission of the S2.


         


m.  Automated Privacy Act/F OUO data will be controlled lAW Chap 4. AR 340-17 and AR 340-1. Disks with privacy act/F OUO information will be marked as such.


         


n.  AIS operating in an tactical environment must be afforded the same measure of protection and security as in garrison. All Tactical Operations Centers (TOCs, TACs) will safeguard sensitive automated data to prevent theft, compromise, loss, or destruction.


         


o.  All tactical AIS areas where sensitive data (classified or unclassified) is processed must be designated a restricted area lAW AR 190-13.  A sign will be posted stating "Restricted Area" and access will be limited to personnel cleared to the level of the material being processed.  Access to tactical site AIS will be controlled by FISSO and appropriate OIC/NCOIC.


         


p.  Classified media will be properly marked and controlled on DA Form 3964 for transport.  Only appointed couriers will transport classified data.


         


q.  Emergency destruction of hardware and software in the event of enemy overrun will be performed by users.  Media will be cut, broken, or burned and hardware will be smashed or burned.  As much automated information and equipment as possible will deploy with the jump TOC.


         


         


8.  PHYSICAL SECURITY:


         


a.  Laptop computers will be secured (i.e. locked in a desk, file cabinet, wall locker) when not in use. Laptops (without removable drives) accredited for classified data will be secured in a GSA approved safe when not in use.


         


b.  Desktop computers with locks on the CPU will be locked at the end of the duty day.


         


c.  SF form 701 (Activity Security Checklist) will be completed at the end of each duty day by the last individual exiting the area.


         


9.  EMPLOYEE OWNED COMPUTERS AND SOFTWARE:


         


a.  AR 25-1 discourages the use of employee-owned computer for government related work at the work site.  Commanders may disapprove the use of employee owned computers at the work site.  All employee owned computers must be accredited in the same manner as government owned computers.


         


b.  Chapter 5 of AR 25-1 approves the use of desktops, laptops and notebook computers for government related work off the government work site.  Government related work done on employee owned computers on or off the government work site is the property of the U.S. government.


         


c.  To accredit an employee owned computer, the following is required:


         


(1)  Copy of automation fielding plan showing the individual is authorized a computer in his/her section.





(2)  Technical review completed and approved by the Installation Department of Installation Management (DOIM).





(3)  Copy of approved CAPR showing that a government purchased computer is on order to replace the employee computer.





(4)  Computer must be fully compatible with government owned computers, ie.  MS-DOS based - not McIntosh, etc.





(5)  Once the computer is accredited, it can not be taken back and forth to the employees home.  If the computer leaves the work site, the accreditation is no longer valid and must be completed again.


         


d.  The use of privately owned software on government owned computers is prohibited.  Individuals may donate software.  Donated software will be turned in to company supply and reissued on a DA Form 2062.  Public domain programs are authorized for government use.


         


10. IMPLEMENTATION:  This SOP is effective immediately.  Ensure every OISSO, FISSO, and AIS user is briefed on its contents ASAP, is familiar with it, and maintains a copy.














							XXXX XXXX


							COL, AR


							Commanding





ANNEXES:


A - AIS Monthly Status Report


B - ASUD Preparation Instructions


C - Monthly Position Report
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